
































































Stakeholder Planning Mee�ng 
June 10, 2024 
 
Mee�ng held via Teams: 
Join the meeting now 
Meeting ID: 242 805 392 709  

Invita�on to community member: Mayor Adkins  
Reminder sent 6_10_24 at 9:15 am 
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Introduction 
 

The technology plan includes a short list of high-impact priorities and goals focused on improving 
outcomes for students.  We continue to make strategic investments in learning and teaching supports; 
deliver high-quality services to students, teachers, staff and families; and improve efficiency in our 
business processes. 

Projects and services fall into three major categories: student learning and supports, systems and data, 
and infrastructure and security. 

 
Student Learning and Support: We will upgrade and expand online classroom, student, and staff 
technology and resources to provide a baseline across the school. Technology and related professional 
development will be provided to support school improvement, programs, and students’ needs.  

Systems and Data: Student, school, and operational system improvements will continue for many critical 
functions. Work will also continue to improve business processes, communications, compliance, data 
governance, systems integration, and using data to improve results and remain consistent. 

 
Infrastructure and Security: Upgrades will be made to the data center and cloud systems with 
improvements to data security and access systems. To meet the increasing demand for online access to 
digital resources for productivity, internet connectivity and wireless access will be upgraded over time. 

 
PA Cyber will continue to build an infrastructure with a robust wireless network and core services like 
single sign-on, file storage, and collaborations that promote digital transformation. Security and data 
privacy are at the forefront of planning and operations of the technology foundation presented in the 
plan. 

The technology plan aligns to PA Cyber’s 2022-2025 strategic plan which was released in July 2022. 
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Executive Summary 
 

The Technology Plan a three-year plan, 2024-2027, developed by the Senior Technology Director with input 
from the COO and key school stakeholders.   

Initiatives and projects are listed under three principle programs: Student Learning & Support, Systems & 
Data, and Infrastructure & Security. 
 
Student Learning & Support includes hardware, software, and support that directly enables teachers 
and students.  
 
Systems & Data includes the financial and student data systems, operational software, and data and 
business intelligence capabilities to support business, operations, and instruction.  
 
Infrastructure & Security includes core technology to access the internet and applications with controls 
addressing security, privacy, and compliance.  
 
All projects and initiatives are listed in the context of the school’s vision, goals, and the three-year 
strategic plan. 

 
Approximately 35 staff members support technology for over 800 staff members, 11,000 students, and 12 
buildings. In addition to routine operational tasks, staff work on key projects which include upgraded and 
specific technologies students and teachers need to meet their learning and teaching goals, new systems, 
and upgraded infrastructure to provide adequate bandwidth and application delivery where every staff 
member and student needs it. 
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PA Cyber Mission, Vision, Core Values 
 

Mission 
 
Our mission is to “Empower all students and families to become active participants in their own learning and 
equip them with skills for the future. We achieve this through engaging content, delivered by innovative 
teaching in a culture of caring.” 
 
The Pennsylvania Cyber Charter School is dedicated to the success of ail students who have not had their 
needs met in a traditional educational setting. PA Cyber provides the services and educational programs using 
current technology necessary for these students to receive a high school diploma as well as to give them the 
opportunity to grow beyond the normal curriculum and confines of a traditional school setting. PA Cyber is 
committed to providing a safe and orderly environment and protecting the health, safety, and welfare of all 
students. It is our desire that PA Cyber students graduate and successfully procure satisfying employment or 
further their education to become independent responsible citizens. 

 
Vision 
 
Our vision is to “Inspire today’s learners to be tomorrow’s thinkers.” 
 
The Pennsylvania Cyber Charter School will be dedicated to providing student-centered service in a 
professional and compassionate manner utilizing highly trained and committed staff to individualize 
educational strategies that will empower each student to succeed. As the leader of cyber education in 
Pennsylvania, PA Cyber will continue to develop best practices and will be a model of academic excellence. 
 
Core Values 
 
We believe that every student can learn.  The five core values of all PA Cyber employees are integrity, service, 
professionalism, innovation and excellence. 

• Integrity: We act with transparency, honesty, and accountability, and we are dedicated to exemplary work. 

• Innovation: We encourage new ideas and practices that foster student success. 

• Service: We are dedicated to ensuring positive student experiences with passion and enthusiasm by being 
responsive to our students’ needs. 

• Excellence: We challenge our students and ourselves to meet or exceed the highest expectations. 

• Professionalism: We place value on all stakeholders, evidenced by how we treat others—with dignity, 
courtesy, professionalism, and above all, respect. We believe in collaborative work among teachers, staff, 
and administrators and use the expertise and support of the families we serve. 

 

PA Cyber Strategic Goals  
 
Strategic Goals 
 

• Nurture a culture of inclusion that fosters autonomy through open dialogue and shared 
responsibilities. 

• Create engaging initiatives that prepare students for the future by personalizing educational content and 
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opportunities. 

• Forge partnerships that create meaningful experiences that lead to real-world opportunities. 
 

Important, Desirable, and Competitive Priorities 
 
• Increase virtual classroom availability 

 
• Review of current blended classroom structure, course content, and required coursework 

 
• Increase focus on quality of instruction and student engagement 

 
• Increase honors and AP course opportunities 

 
• Reduce communication gaps internally and externally 

 
• Increase opportunities for both in-person and virtual socialization and enrichment activities 

 
• Provide additional and ongoing training opportunities for students and parents/guardians 

 
• Improve PA Cyber website with additional tools and resources 

 
• Increase career exploration opportunities 

 
• Increase partnerships with trade schools, community colleges, colleges, and universities 

 
• Increase experimental, hands-on, and project-based learning opportunities 
 

 

Policies & Procedures 
 

Technology is governed by policies and procedures created by the Executive team and approved by 
the PA Cyber Board of Directors.  Listed are key policies that have a direct impact on technology. The 
policies and procedures may be updated from time to time. 

 
Acceptable Use and Internet Safety Policy  (posted online) 
 
Privacy Policy  (posted online) 
 
Policy 504 – Use of Telephone and Voicemail 
 
Policy 505 – Cell Phone Policy 
 
Policy 516 – Computer and Email Policy 
 
Policy 517 – Internet Usage 
 
Policy 518 – Workplace Monitoring 
 
Policy 519 – Acceptable Internet Use 
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Policy 804 – Record Retention and Destruction 
 
Policy 816 – Social Media and Electronic Communications 
 
 
 
 
 
 
 
 
 
 

Technology Department Support and Principles 
 

The Technology Department has organized and aligned its work with the school’s vision, mission, and 
strategic plan priorities.  All initiatives and projects are directly aligned to PA Cyber’s priorities. 

 
Technology Department Vision 
 
Enable all staff and students to be successful through secure information systems, collaboration, software, 
services, and technology. 

 
Principles 

 
• Reliable software, services, and technology 
• Timely, relevant, and accurate information  
• Balance safety, security, and usability 

 
 

Technology Plan Overview 
 

As stated previously, technology planning is divided into three components:  
 

• Student Learning & Support: Hardware, software, services, and support 
• Systems & Data:  Enterprise systems, data, metrics, and reporting 
• Infrastructure & Security: Core technology to run and secure connectivity, applications, and data 

 
Technology does not stand alone. It must align with PA Cyber’s strategic goals and priorities.  Likewise, 
each component builds on the other.   Infrastructure & Security provide the foundation.   Systems & Data 
run on the infrastructure and supports student learning.  But ultimately, Student Learning & Support with 
a focus on educational excellence leads to students being ready for college, career, and life. 
  

Financial Overview 
 

The Technology Plan is funded from the general budget that covers operational, project, and capital 
expenditures. 
 
Funding for Technology  

Funds were designated to provide online classroom technology equipment and instructional support to 
enhance student learning and meet the educational requirements and needs of students in the following 
areas: 

 
Investment for Technology 
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Making strategic investments in technology supports learning and teaching in the online classroom; 
delivers services to students, teachers, staff and families; and improves efficiency in business processes. 

Student Learning  
Upgrade and expand online classroom/student technology kits and services and increase technical 
support services for student technology. 

 
Instructional Support and Delivery 
Modernize and expand online classroom applications, improve network access, and provide online 
learning environments to help prepare students for life beyond school. 

 
Information/Data Security and Privacy 
Continue improvements to the data security systems for the protection of personal (student and staff) 
sensitive and confidential information; implementation/expansion of critical data protection (disaster 
recovery, anti- virus, redundancy). 

 
System Support 
Continue to improve and enhance student and business systems such as payroll, purchasing, human 
resources, finances, budgeting, health, Special Education, scheduling and attendance. 

Communication transparency and outreach 
Improve communication with families and community to increase transparency and outreach using PA 
Cyber Connect and other technology communication and collaboration tools such as Zoom. 

Systems & Data 
Continue to improve student and business systems such as payroll, purchasing, human resources, 
finances, budgeting, health, Special Education, scheduling, attendance, and parent communication; 
continue Digital Transformation to improve processes, communication, collaboration, and compliance; 
improve data governance, systems integration, and using data to improve results. 

 
Infrastructure & Security 
Upgrade the data center and cloud systems with improvements to the data security and access systems; 
upgrade school internet connectivity and wireless access to meet higher demands; implement laptop refresh 
process for staff.  
 
E-Rate 

The School and Libraries (E-Rate) program, administered by the Universal Service Administrative 
Company (USAC) with the guidance of the Federal Communications Commission (FCC), collects and 
delivers funding focused on providing improved broadband connectivity for school districts nationwide. 
Discounts and reimbursements are based on the Free and Reduced Lunch eligibility. 

PA Cyber has applied for and has received approval or is currently awaiting funding commitments. 

 
Support Team 

 
 
 
 
 
 
 
 

Operational support for technologies including student laptops, O365, the PA Cyber MySchool portal, 
and classroom applications such as Agilix Buzz and Class require several teams. 
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Senior Technology Director 

The Senior Technology Director oversees technology staff, the administration and support of systems, project 
management, help desk services, collaboration with the executive team and other directors and supervisors.  
The Senior Technology Director also works closely with the COO for technology related budget and finance 
expenditures.  All major software applications and enterprise licensing for systems including Microsoft 
Enterprise Agreement, anti-virus, infrastructure support licensing, and school-wide software applications are 
also managed by the Senior Technology Director. 

 
Student Helpdesk and Assistive Technology (AT) 

Student helpdesk technicians support and respond to students and parents/guardians who call in with 
technology related issues and problems.  Those calls and issues are logged as ticket into the helpdesk 
system, BMS.  The technicians provide ad hoc support including answering questions, troubleshooting, 
and following up with students to solve their equipment problems.  

The same technicians also support students that have specific needs in which technology breaks down 
barriers to education. They partner with the Special Education department to provide additional hardware and 
software when needed. Special Education students sometimes require additional technology to meet their 
learning objectives as stated in IEP's such as assistive devices for vision, auditory, and motor skills.  
 
Staff Helpdesk 

Staff helpdesk technicians provide the same service as the Student Helpdesk team but they support PA Cyber 
employees instead of students.  They also use the BMS ticketing system to document issues and resolve 
them in a timely manner.  The team supports a wide range of applications for teachers and administrative 
staff such as Class, Buzz, Genius (MySchool), Office 365 (i.e. Exchange, OneDrive), as well as networking 
issues, hardware issues, and basic instruction. 

Helpdesk key performance indicators for both the student and staff helpdesks include: 
• Total tickets resolved 
• Response times 
• Customer Satisfaction Ratings (Staff and Students) 
 
Applications 
 
The Applications Manager administers many of the software applications in the school including Zscaler, 
Acquia, SharePoint, and the Kaseya BMS helpdesk system.  Some of the duties include generating reports, 
applying updates and upgrades, diagnosing bugs and problems, configuring and implementing systems, and 
communicating changes to users. 
 
Unified Communications 
 
The Unified Communications teams administers the Ring Central VoIP system, manages the copiers and 
scanners, orders internet circuits and POTS lines, reviews telecommunication invoices, provisions MIFI’s, 
mobile devices, iPad tablets, and manages the audio and video software and equipment such as Zoom and 
MS-Teams.  They also assist with research, testing, planning, design, implementation and support of all the 
telecommunication systems and devices mentioned.   
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IT Asset and Procurement Management 
 
The IT Asset and Procurement manager administers the IT purchase and inventory system, updates and 
administers asset databases, and manages the life cycle of all assets. The role also receives and manages 
inventory, ensures security of assets while in inventory, maintains and manages supplier records, service level 
agreements, software license information and updates, and assists in developing enterprise wide IT 
purchasing standards and procedures. The individual assists in forming procurement strategies to optimize 
technology spend across the school. 
 
Reclamations 
 
The Reclamations coordinator facilitates the return of all PA Cyber student technology on loan to students.  
The role requires letters and emails to be written and sent to families when required, track FedEx shipments for 
laptop returns, work with the hardware and warehouse teams, and utilize the SBO inventory management 
system as well as Absolute software for locking laptops, locating laptops via GPS, and pushing messages to 
laptops when necessary. 
 
Systems Administrator and Reports Development 
 
The Systems Administrator/Reports Developer creates and modifies reports using tools like Microsoft SQL 
Server and may develop database objects while ensuring data integrity.  The role also leads efforts to create 
nightly batch data transfers between PA Cyber and application vendors via SFTP after mapping data fields 
required for class and club rostering in systems such as Clever. 

Network Infrastructure and Endpoint Management 

The Network Infrastructure and Endpoint Management team consists of systems and network 
engineers, and administrators who provide the central management of endpoints, servers, backend 
systems and applications, as well as firewalls, switches, and wireless infrastructure.  The 
management of the infrastructure includes a high level of automation, optimization, policy editing, 
patch management, login scripts, and software distribution that provides consistency across the 
school and helps scale support. 

 
Hardware 

 
The Hardware team updates computer images, troubleshoots software related issues, installs hardware, 
installs software and operating system updates and patches, cleans internal and external computer 
components, logs all computer repairs and maintenance, re-images laptops, and repairs computer 
equipment. 
 
Edutech 

The Edutech team provides administration and functional support for several initiatives that directly 
impact learning and teaching:  Agilix Buzz (LMS), Class, Acquia, and applications published in Clever. 
The systems all fit within the broader mandate to support the use of technology tools in the classroom for 
learning and teaching.  

 
Career and Technical Education (CTE) 
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The Career and Technical Education (CTE) team leads efforts with planned program of courses and 
learning experiences that begins with exploration of career options, supports academic and life skills, and 
enables achievement of high academic standards, leadership, and preparation for career and college. 
Students are entering a highly competitive workforce based on a global knowledge and information 
economy. To be career and college ready, students need to be able to integrate and apply 21st century 
skills, technical knowledge and skills, and core academic knowledge. With an emphasis on real world, real 
life skills, CTE connects students to academics and training that will help them be successful in the future.  

 
Science, Technology, Engineering, and Mathematics (STEM) 

The STEM team provides students with experiences allowing the application of core content knowledge in 
science, engineering and mathematics, combined with the strengthening technological competencies. 
They help students reach content and practice standards in science/engineering, mathematics and 
technology competencies, supported by strong core instruction enabling students to succeed.  They are 
also supportive of skills such as collaboration, critical thinking, communication and creativity to real-
world problems which can be used for college and career preparation. 

 

Computer and Device Standards 

PA Cyber maintains a set of device standards for students and staff.  Devices include Windows laptops, 
Apple Mac laptops, iPads and other tablets, as well as iPhones.  The specifications shown below are the 
current set of standards.  PA Cyber evaluates the specifications routinely and will upgrade those 
specifications as needed.  Staff laptops are refreshed every 5 to 6 years, and student laptops will be 
refreshed within the same time if a student is enrolled for that duration.  PA Cyber has purchased Dell 
laptops for over 8 years and will continue to do so in the future as long as pricing stays competitive and the 
logistics of receiving those laptops in a timely manner remains at a high level.  Every Dell laptop comes 
with a three (3) warranty, and we utilize CoStar pricing and effective negotiation tactics to keep laptop 
costs low.  The school also has an Apple standard for iMacs and iPads that have educational pricing.  The 
current laptop standards are:
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Upon enrolling, every student receives a technology kit which includes the following items: 

 
Technology Item Cost 2022-2023 Cost 2023-2024 
Laptop $687.96  $732.10  
USB Adapter $5.16  $2.68  
Tablet  $32.50  $35.00  
Backpack  $20.74  $11.83  
Headset $12.06  $11.96  
Mouse $4.68  $4.25  
Gum Drop Protective Shell $28.05  $27.58  
Packing/Shipping: GDC to PA Cyber $13.28  - 
Packing/Shipping: LLS warehouse to family  $32.50  $32.50  
Printer (includes starter ink cartridge) $94.45  $60.05  
Black ink: 67 $10.49  $11.73  
Calculator $15.85  $16.30  
USB Cable $1.42  $0.99  
Kit total  $959.14  $946.97  

 
Hardware and software decisions are made annually relative to student needs for digital resources, 
productivity, applications, and programming.  The operating system, form factor, memory, storage, screen 
size, and durability are also reviewed annually considering existing purchasing agreements and the budget. 
 

 

Systems & Data 
 

Systems includes business systems, student data systems, business intelligence systems, and systems 
for collaboration and digital transformation. 
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Student Information System (Genius) 

PA Cyber’s Student Information System (SIS) is called Genius. The school uses Genius to collect and 
report on all the key student information, including demographics, courses, teachers, grades, class 
schedules, attendance, discipline incidents, transcripts, GPAs and several mandatory state reports. The 
system includes a student portal the school calls “MySchool. PA Cyber will add data fields and 
enhancements periodically, and we will continue to upgrade and improve the system over the next 3 years.  

Other systems used and maintained include: 

Business, Finance and HR: 

• Finance/Payroll: CSIU and PDS Vista 
• Human Resources (HR): PDS Vista 
• Inventory Management: SBO 
• Billing: PACBill (custom developed for PA Cyber) 
•  

Operations: 

• Access Control: Kantech 
• Fixed Asset System: CSIU 
• IT Helpdesk:  BMS and Kaseya ITGlue 

 
Communication/Collaboration: 

• File Sharing/Collaboration: Office 365, OneDrive/Teams 
• Intranet: SharePoint 
• Automated Calls/Text: Parent Square 
• Board Documents Mgt: BoardDocs 

 
 

Infrastructure & Security 
 

Infrastructure and Security includes the foundation for running the Information Technology (IT) for the 
school. The infrastructure team supports the school’s internal and external network, architecture, data 
center, and the core IT services to all staff and students. The team provides incident response for 
cyberattacks (internal or external) and facilitates cyber security awareness training for staff. 

 
PA Cyber has an extensive infrastructure that consists of its own private fiber network to every building in 
Midland, PA.  Remote offices are connected via VPN tunnels. 

 
Networking and Telecommunications Infrastructure 

The school utilizes high speed Internet Service Provider (ISP) services and circuits provided by the Beaver 
Valley Intermediate Unit (BVIU) and DQE fiber. PA Cyber provides content filtering at all Midland buildings and 
remote offices as well as on every student and staff endpoint.  

 
All buildings are networked by a wide area network (WAN) connection that runs on private fiber.  
The plan calls for expanding the primary ISP circuit from 1 GB/sec to 10 GB/sec within 5 years. PA Cyber 
uses virtual local area networks (VLAN) to separate voice and data traffic.  HP and Fortinet switches are 
utilized in all of the data closets and data center.  Fortinet firewalls are also used at every building 
location.   
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The Ring Central VoIP phone system runs over the WAN and is transparent to end users, but enables 
capabilities like room to room calling, voice mail, local and managed long-distance calling.  Some 
phone, fax, and alarm service are provided via POTS (Plain Old Telephone Service) lines provided by 
Verizon and a few other local service providers. The Unified Communications team handles call routing 
and message handling. 
 

 
 

Cell Phones and MIFI’s 

PA Cyber has smart phones and MIFI’s on two group plans, AT&T and Verizon Wireless.  The Technology 
department manages all smart phones and tablets with a mobile device management (MDM) system to 
ensure security of data on the phones in case of loss. 

 
Local Area Network (LAN) 

The LAN is segmented to optimize for security and speed.  PA Cyber updates the electrical, cooling, and 
security in several data closets and the data center as needed.  
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The school presently runs Category 5 or 6 wiring (sometimes through conduit) to all required endpoints to 
provide voice and data communication to all classrooms and offices. Currently, the school is 
standardized on Aruba wireless but is evaluating Fortinet and PortNox wireless alternatives. 
 
Each building is equipped with its own local area network. PA Cyber routinely replaces Power over 
Ethernet (PoE to power devices over an ethernet cable) switches in phases from year to year.   

 
Wireless access is currently available with the goal to expand coverage and egress to link the school to the 
resources of the Internet. 

Physical Security 

PA Cyber has security procedures in place to improve safety at all sites. Security cameras and access 
control systems are installed and maintained across the organization at most buildings. Plans include 
continued improvements to the school’s infrastructure to support physical security.  

 
Data Security 

PA Cyber has placed a clear focus on cybersecurity in current and future years. The Technology team has 
taken a proactive working at the technical level to address cybersecurity concerns with a renewed focus.  
The team leverages both conventional controls (examples: firewalls, patching and Antivirus software), and 
more sophisticated on site and cloud-based controls to protect and audit. Steps are taken to limit internet 
exposure by filtering and actively inspecting encrypted traffic where feasible. The network is actively 
partitioned into isolated segments and firewalls are deployed internally as well as externally. Infections 
are actively managed, and controls are in place to limit spreading from site to site and machine to 



2024-2027 PA Cyber Technology Plan 
 

Page 15 

*THIS DOCUMENT CONTAINS CONFIDENTIAL SCHOOL SECURITY AND INFRASTRUCTURE INFORMATION 

 

machine. 
 
New software is evaluated for compliance, privacy, safety, and security before onboarding. 
Cybersecurity extends to the end users, with an effort at enhancing end user education and 
understanding of threats and mitigations. There is more work to be done in all areas, but especially 
as threat actors are moving faster and faster to take advantage of new vulnerabilities. The school 
will continue to budget for additional tools and services to address future security needs. 

 

Goals, Projects, and Initiatives 
 

• Security Awareness Training for Staff: 2024 and Beyond 
• Implement Additional Security Layers: 2024 and Beyond 
• Implement New Learning Management System(LMS) 
• Scale up Online State Testing Program for Students : 2025 
• Microsoft Azure Implementation – Student Endpoints: 2025 
• Microsoft InTune Implementation – Staff and Student Endpoints: 2025 
• AutoPilot Implementation: 2025 
• Replace On-Premise VMware ESX Infrastructure: 2026 
• Replace Core Wireless (WIFI) Environment: 2026 
• Inventory Management System: 2026 

 
 

Final Comments 
 

The Pennsylvania Cyber Charter School (PA Cyber) will continue to utilize state-of-the-art technology and 
information technology expertise to develop and deliver an on-line curriculum that is aligned with Pennsylvania 
State Standards to qualified students, enriching their educational experience, increasing their level of 
achievement and improving their scores on local, state, and national tests. 
 
PA Cyber envisions a program that continues to utilize innovative technologies to deliver 
education programs and services tailored to each student. These technologies can revolutionize 
the delivery of education services as we know it, affording educators unique opportunities to 
reach every student, in the ways that best meet the needs of every student. The on-going 
development of technological proficiency will enhance and strengthen PA Cyber's ability to 
prepare students to fully meet the challenges of life in the Information Age, and to help define and 
develop the future in which they will live. 

 
Through optimal use of innovative technologies, PA Cyber staff can deliver comprehensive 
educational programs and services to students in their homes, with portability, making learning an 
integral component of their daily lives. The use of technology will provide an effective and efficient 
channel of communication between students, parents, staff, the community, educational partners 
and the rest of the wired world.  Teachers will develop advanced technology skills to promote a 
tailored learning environment that suits a student's personalities, aptitudes, and goals. 
 
PA Cyber will continue to utilize innovative technologies to improve management functions, support 
decision making and increase organizational efficiency. Continued technology planning will foster the 
implementation of new innovative technologies and instructional techniques providing on-going, continuous 
improvement opportunities to enhance student learning.  
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Purpose 

The Pennsylvania Cyber Charter School ("PA Cyber") recognizes its responsibility for the support and improvement 

of the educational program. To this purpose, the curriculum shall be developed and evaluated on a continuing basis 

in accordance with the best in educational theory and practice and, in accordance with Chapter 4 of Title 22 of the 

Pennsylvania Code, as to Academic Standards and Assessments and/ or any regulations promulgated thereafter. 

Definition 

Curriculum shall be defined as all planned learning activities of PA Cyber, such as courses of study, subjects, class 

organization, and evaluation of student achievement. ft shall include the provisions of applicable state law as well as 

subjects and procedures within the discretionary powers of the Board of Trustees ("Board"). 

Delegation of Responsibility 

The Board directs that: 

A. No course of study shall be taught at PA Cyber unless it has been reviewed by the Board and determined to 

be in accordance with the grant of Charter. If a change is determined to be warranted, the Pennsylvania 

Department of Education shall be duly notified before any change in curriculum is made consistent with the 

provisions of the grant of Charter. 

B. A course of study is to be prepared for each curriculum area. This course of study shall contain objectives, 

subject content, basic instructional activities, references to approved instructional materials, and procedures 

for evaluation of student achievement. 

C. Staff shall use the course of study in planning instruction and judging student progress. 

D. The course of study shall be available for public examination. 

E. The CEO shall be responsible for the continuous evaluation of the effectiveness of each course of study and 

shall recommend to the Board such revisions or new courses of study deemed to be in the best interests of 

the students. 

F. The CEO's recommendation to the Board shall include the following information about the proposed course 

of study: 

1. Its applicability to students and an enumeration of the group of students to be affected by it. 

2. Its description and content, including the instructional method where such method departs 

significantly from current practice and is an integral part of the course of study. 

3. Its rationale in terms of the goals of PA Cyber, especially when it is proposed to take the place of 

an existing course of study. 

4. The resources that its implementation will require: textbooks, materials, equipment, specially 

trained personnel. 

5. The evaluative methods and standards by which its efficacy will be monitored and measured. 

G. With prior approval, the CEO may conduct pilot programs considered necessary for the continued growth of 

the instructional program and is authorized to seek State, federal, and private aid for such programs. 

H. The Board is committed to the support of a full range of educational programs to meet the individual needs 
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of its students. These commitments include, but are not limited lo, state mandated programs in basic 

academic subjects, special education for the handicapped/ disabled, guidance counseling, instruction for the 

homebound, independent study, and summer school for remedial and/ or enrichment. 



fACCEPTABLE USE AND INTERNET SAFETY POLICY  
(pages 34-41 of the PA Cyber Student Handbook) 
 
The Pennsylvania Cyber Charter School (“PA Cyber”) Board of Trustees (“Board”) provides computer network, 
equipment, tools, and Technology Resources to enhance educational opportunities for PA Cyber students, employees, 
and the PA Cyber community. This policy details acceptable use of Technology Resources provided by PA Cyber. PA 
Cyber provides these services and equipment a privilege, not a right, to the User (as defined below).  
It is every Technology Resource User’s duty to use Technology Resources responsibly, professionally, ethically and 
lawfully. This policy applies to aspects of both adult and minor acceptable use of Technology Resources. This policy is 
intended to fulfill requirements of state and federal laws to the extent applicable, including the Federal Children’s 
Internet Protection Act (CIPA); 47 U.S.C. §§ 254(h) & (l); the Neighborhood Children’s Internet Protection Act (NCIPA); 
and the 2008 Broadband Improvement Act, P.L. 110-385, including any applicable implementing regulations.  
This policy addresses the following:  
a. Access by minors to inappropriate matter on the Internet and World Wide Web;  

b. The safety and security of minors when using electronic mail, chat rooms, and other forms of direct electronic 
communications;  

c. Unauthorized access, including so-called “hacking,” and other unlawful activities by minors online;  

d. Unauthorized disclosure, use, and dissemination of personal information regarding minors; and  

e. Measures designed to restrict minors’ access to materials harmful to minors.  
 
 
In using or accessing PA Cyber’s Technology Resources, Users must comply with the following provisions:  
 
Definitions  
 
For the purposes of this policy, related procedures and forms, the following terms are defined as follows:  
 
1. Child Pornography. Under federal law, any visual depiction, including any photograph, film, video, picture, or 
computer image or computer-generated image or picture, whether made or produced by electronic, mechanical, or 
other means, of sexually explicit conduct, where:  

a. the production of such visual depiction involves the use of a minor engaging in sexually explicit conduct;  

b. such visual depiction is a digital image, computer image, or computer-generated image that is, or is indistinguishable 
from, that of a minor engaging in sexually explicit conduct; or  

c. Such visual depiction has been created, adapted, or modified to appear that an identifiable minor is engaging in 
sexually explicit conduct. 18 U.S.C. § 2256(8)  

2. Child Pornography. Under Pennsylvania law, any book, magazine, pamphlet, slide, photograph, film, videotape, 
computer depiction or other material depicting a child under the age of eighteen (18) years engaging in a prohibited 
sexual act or in the simulation of such act. 18 PA CSA §6312(d)  

3. Minor. Under CIPA, an individual who has not yet attained the age of seventeen is a minor. For other purposes, 
minor shall mean any person under the age of eighteen (18).  

4. Obscene. Under federal and Pennsylvania law, any material if: 

 a. the average person, applying contemporary adult community standards, would find that the material, taken as a  
whole, appeals to the prurient interest;  

b. the subject matter depicts or describes sexual conduct in a patently offensive way; and  

c. the subject matter, taken as a whole, lacks serious literary, artistic, political or scientific value.  
 
5. Password. A unique word, phrase, or combination of alphanumeric and non-alphanumeric characters used to 
authenticate a User ID as belonging to a specific User.  
6. Sexual Act and Sexual Contact. Has the meanings given such terms under 18 U.S.C. §§ 2246(2) & (3), and 18 
Pa.C.S. § 5903.  
7. Technology Protection Measure. A specific technology that blocks or filters Internet access to content that is 
Obscene, Child Pornography or harmful to Minors and the material is covered by a certification regarding CIPA.  
 



 
8. Technology Resources. Technologies, devices, and resources used to access, store or communicate information. 
This definition includes, but is not limited to, computers, information systems, networks, laptops, iPads, modems, 
printers, scanners, fax machines and transmissions, telephonic equipment, audio-visual equipment, digital cameras, 
wireless reading devices, i.e. Kindles and Nooks, Internet, electronic mail, electronic communications, devices and 
services, multi-media resources, hardware and software, including Moodle software.  

9. User. Any person who has signed this policy and is permitted by PA Cyber to utilize any portion of PA Cyber’s 
Technology Resources including, but not limited to, students, parents, employees, Board members, contractors, 
consultants, vendors and agents of PA Cyber.  

10. User Identification (ID). Any identifier that would allow a User access to PA Cyber’s Technology Resources or to 
any program including, but not limited to, email and Internet access.  

11. Vandalism. Any malicious attempt to harm or destroy Technology Resources, data of another user, the Internet or 
other networks. This includes, but is not limited to, the uploading or creation of computer viruses.  
 
Authorized Users  
Any authorized User may use PA Cyber’s Technology Resources. If a potential User has a history of discipline 
problems involving Technology Resources, the CEO or his designee may decide not to give the potential User access 
to certain PA Cyber Technology Resources.  
 
User Privacy  
Computer accounts and Technology Resources are given to Users to assist them in the performance of PA Cyber 
related functions. A User does not have a legal expectation of privacy in the User's electronic communications or other 
activities involving PA Cyber’s Technology Resources including email and anything they create, store, send, share, 
access, view or receive on or through the Internet.  
By using PA Cyber’s network and Technology Resources, all Users are expressly waiving any right to privacy and 
consenting to having their electronic communications and all other use accessed, reviewed, and monitored by PA 
Cyber. A User ID with email access will only be provided to authorized users on condition that the User consents to 
interception or access to all communications accessed, sent, received or stored using PA Cyber technology and signs 
this policy.  
Electronic communications, downloaded material, and all data stored on PA Cyber’s Technology Resources, including 
files deleted from a User’s account, may be intercepted, accessed, or searched by PA Cyber administrators or 
designees at any time in the regular course of business to protect Users and PA Cyber’s equipment. Any such search , 
access, or interception will be reasonable in inception and scope and shall comply with all applicable laws.  
 
Technology Administration  
The Board directs the CEO or his designee to assign trained personnel to maintain PA Cyber’s technology in a manner 
that will protect PA Cyber from liability and will protect confidential student and employee information retained on or 
accessible through PA Cyber’s Technology Resources.  
Administrators may suspend access to and/or availability of PA Cyber’s Technology Resources to diagnose and 
investigate network problems, potential violations of the law, or PA Cyber policies and procedures. All PA Cyber 
Technology Resources are PA Cyber property.  
PA Cyber may maintain or improve Technology Resources at any time. PA Cyber or authorized PA Cyber agents may 
remove, change or exchange hardware, equipment or other technology between buildings, classrooms, or Users at 
any time without prior notice.  
 
Content Filtering and Monitoring  
PA Cyber employs a Technology Protection Measures as required by law. PA Cyber will monitor the online activities of 
Minors on the PA Cyber network and/or all Technology Resources and equipment with Internet access. At a minimum 
technology protection is meant to block visual depictions that are obscene, illegal, pornographic, child pornography 
and/or harmful to Minors, as well as Internet/World Wide Web computer access to such material. Users finding a 
website deemed inappropriate must report the website to the CEO. After review of the website, PA Cyber will take 
appropriate steps to block inappropriate site from Users.  
For purposes of bona fide research or other lawful purposes, the CEO may make certain blocked sites available for 

those purposes only after approval of the request. 

 



In making decisions to disable PA Cyber’s Technology Protection Measures, the administrator shall consider whether 
the use will serve a legitimate educational purpose or otherwise benefit PA Cyber. A student or parent/guardian 
claiming they have been denied access to Internet material not within the purview of this policy shall be afforded 
expedited review and resolution of the claim upon written notice to the CEO.  
Technology Protection Measures are not foolproof, and PA Cyber does not warrant the effectiveness of Internet 
filtering except to the extent expressly required by federal and state laws. Evasion or disabling, or attempting to evade 
or disable, a Technology Protection Measure installed by PA Cyber is prohibited.  
PA Cyber shall not be held responsible when a student or other User knowingly or willingly accesses inappropriate 
material or communicates or shares such materials with others.  
 
Viruses  
Viruses can cause substantial damage to Technology Resources. Users are responsible for taking reasonable 
precautions to ensure they do not introduce viruses to PA Cyber’s Technology Resources.  
All material received on disk, flash drive, or other magnetic or optical medium, and all materials downloaded from the 
Internet, Technology Resources, or networks that do not belong to PA Cyber must be scanned for viruses and other 
destructive programs before being transferred to PA Cyber’s Technology Resources. Any User receiving an email from 
a questionable source must contact the CEO before opening the email or any attachment included in the email.  
To ensure security and avoid the spread of viruses, Users accessing the Internet through Technology Resources 
attached to PA Cyber’s network must do so through an approved Internet firewall or Technology Protection Measure.  
 
Encryption Software  
Users shall not install or use encryption software on any PA Cyber Technology Resource without first obtaining written 
permission from the CEO. Users shall not use passwords or encryption keys that are unknown to the CEO.  
The federal government has imposed restrictions on export of programs or files containing encryption technology. 
Software containing encryption technology shall not be placed on the Internet or transmitted in any way outside the 
United States.  
 
Web Content Developed By Students  
As part of class/course assignments, students may be developing and/or publishing content to the Internet via web 
pages, electronic and digital images, blogs, wikis, podcasts, vodcasts, and webcasts, or may be participating in video 
conferences.  
The following guidelines must be adhered to when students develop and publish information to the Internet:  
1. Personal information such as phone numbers, addresses, email addresses or other specific personal information 
shall not be published or shared to a public page or video conference.  

2. All web content must comply with this policy.  

3. All web content and video conferencing must be used under the direction and supervision of the 
teacher/administrator for educational purposes only.  

4. All web content is subject to copyright law and fair use guidelines.  

5. All web content shall only be posted to PA Cyber approved web pages, blogs, wikis, podcasts, webcasts, vodcasts 
and videoconferences.  
 
Prohibitions  
Students, staff, and all Users are expected to act in a responsible, ethical and legal manner in accordance with PA 
Cyber policies and federal and state laws. Specifically, the following is a non-exhaustive list of uses of PA Cyber’s 
Technology Resources that are prohibited:  
1. To facilitate illegal activity, including unauthorized access and hacking;  

2. To engage in commercial, for-profit, or any business purposes, except where such activities are otherwise permitted 
or otherwise authorized;  

3. Non-work or non-school related work;  

4. Product advertisement or political lobbying;  

5. Production or distribution of hate mail, unlawfully discriminatory remarks, and offensive or inflammatory 
communication;  
 

 



6. Unauthorized or illegal installation, distribution, reproduction, or use of copyrighted materials;  

7. To access or transmit material that is harmful to Minors and/or Users, indecent, obscene, pornographic, child 
pornographic, terroristic, or advocates the destruction of property;  

8. Use of inappropriate language or profanity;  

9. To transmit material likely to be offensive or objectionable to recipients;  

10. To intentionally obtain or modify files, data and passwords belonging to other Users, or integral to system and 
network operations;  

11. Impersonation of another User, anonymity and/or use of pseudonyms;  

12. Loading or use of unauthorized games, programs, files, or other electronic media;  

13. To disrupt the work of other Users;  

14. Destruction, modification, or abuse of Technology Resources and peripheral hardware or software;  

15. Relocation of PA Cyber hardware without prior administrative consent;  

16. Quoting personal communications in a public forum without the original author's prior consent;  

17. To access or use any form of electronic mail on PA Cyber Technology Resources unless authorized by the CEO or 
his designee;  

18. Using the network to participate in online or real-time conversations unless authorized by the teacher/administrator 
for the purpose of communicating with other classes, students, teachers, experts or professionals for educational 
purposes;  

19. Using a disk, removable storage device or CD/DVD brought into PA Cyber from an outside source that has not 
been properly scanned for viruses or authorized for use by a teacher/administrator in accordance with PA Cyber 
established procedures;  

20. To discriminate against, advocate violence against, harass, intimidate, bully or cyberbully others;  

21. To send unsolicited (“spamming”) or forwarded emails and chain letters to persons;  

22. Using “spoofing” or other means to disguise User identities in sending email or other electronic communication via 
bulletin boards, newsgroups, social networking sites, instant messages, email systems, chat groups, chat rooms, or 
through other Technology Resources;  

23. To send, transmit or otherwise disseminate proprietary data, trade secrets, or other confidential information of PA 
Cyber;  

24. Posting or allow the posting of personal information about themselves or other people on the Technology 
Resources unless authorized by the CEO. Personal information includes address, telephone number (including home, 
work and cell phone numbers), school address, work address, pictures or video bites, clips, etc.;  

25. To refer to or attempt to refer to PA Cyber or its employees, agents, Board, parents or students in any electronic 
communication, posting, blog, website, email or social networking site, without written authorization of the CEO;  

26. To access or transmit gambling, pools for money, or any other betting or games of chance;  

27. To solicit information with the intent of using such information to cause personal harm or bodily injury to another or 
others;  

28. Posting, sharing or attempting to post information that could endanger an individual, cause personal damage or a 
danger of service disruption; and  

29. Indirectly or directly making connections that create “backdoors” to PA Cyber, other organizations, community 
groups, etc. that allow unauthorized access to the Technology Resources or PA Cyber.  
 
Security  
PA Cyber intends to strictly protect its Technology Resources against numerous outside and internal risks and 

vulnerabilities. Users are important and critical players in protecting these assets and in lessening the risks that can 

harm Technology Resources. Therefore, Users are required to comply fully with this Policy and immediately report any 

violations or suspicious activities to the CEO. 

System security is protected in part by the use of passwords. All passwords must be at least eight (8) characters and 
include alphanumeric and special characters. Users will be required to change their passwords every THIRTY (30) 
days. PA Cyber will maintain a password history that prevents the use of a repetitive password. After three (3) 



unsuccessful access attempts, an attempted User will be locked out and must contact the CEO or his designee to 
regain access. After SIXTY (60) minutes of inactivity, the User will be automatically logged off the system.  
Failure to adequately protect or update passwords could result in unauthorized access to personal or PA Cyber files. 
Users shall be responsible for safeguarding their passwords for access to PA Cyber’s Technology Resources and for 
all transactions made using their passwords. To protect the integrity of PA Cyber Technology Resources and systems, 
the following guidelines shall be enforced:  

1. Students and other Users shall not reveal their passwords to another unauthorized individual.  

2. Passwords shall not be printed or stored online.  

3. Students and other Users are required to log off from the network when they complete working at a particular 
station.  

4. Users are not to use a computer that has been logged in under another student's, teacher's or User’s name.  

5. Any User identified by the CEO or his designee as having a history of discipline problems involving 
Technology Resources may be denied access to any or all of PA Cyber’s Technology Resources.  

6. Students and other Users shall not alter a communication originally received from another person or 
computer with the intent to deceive.  

7. Users shall not misrepresent the identity of a sender or source of communication.  

8. Users shall not disable or circumvent any PA Cyber security; software or hardware.  

9. Users shall not interfere with or disrupt PA Cyber’s systems, network accounts, services, or equipment.  

10. Files, system security software/hardware or any PA Cyber system shall not be altered or attempt to be 
altered without the written authorization of the CEO or his designee.  

11. Unauthorized hardware and electronic devices shall not be connected to the PA Cyber system.  

12. Users shall comply with requests from the CEO or his designee to discontinue activities that threaten the 
operation or integrity of the PA Cyber system.  

 
Use of passwords to gain access to Technology Resources or to encode particular files or messages does not imply 
that Users have an expectation of privacy in the material they create or receive on Technology Resources. PA Cyber 
retains access to all material stored on the Technology Resources regardless of whether that material has been 
encoded with a particular User’s password, subject to limitations as set forth in PA Cyber’s policy governing Remote 
Access and Monitoring of PA Cyber’s Technology Resources, as well as applicable law.  
 
Users shall not alter or copy a file belonging to another User without first obtaining permission from the owner of the 
file. Ability to read, alter, or copy a file belonging to another User does not imply permission to read, alter, or copy that 
file. Users shall not use the Technology Resources to “snoop” or pry into the affairs of other Users by unnecessarily 
reviewing the files and emails of another.  
 
A User’s ability to connect to another computer’s system through the network or by any other electronic means shall 
not imply a right to connect to those systems or to make use of those systems unless specifically authorized by the 
administrators of those systems and the CEO.  
 
Safety  
To the greatest extent possible, Users of the network will be protected from harassment or unwanted or unsolicited 
communication. Any network User who receives threatening or unwelcome communications shall immediately bring 
them to the attention of a teacher, staff member or an administrator.  
Communications through PA Cyber Technology Resources are limited to only that which serves a demonstrable 
educational purpose. For safety reasons, PA Cyber Users shall not reveal personal addresses or telephone numbers 
to other Users on PA Cyber networks or on the Internet.  
The CEO or his designee shall be responsible for implementing protection measures to determine whether PA Cyber’s 

computers, laptops, iPads, Kindles and other Technology Resources and technology related devices such as USB 

drives, 

digital cameras and video cameras, PDAs, MP3 players, printers, etc. are being used for purposes prohibited by law or 
for accessing sexually explicit materials. The procedures shall include, but not be limited to: 
 



1. Utilizing technology protection measures that block or filter Internet access for minors and adults to certain 
visual depictions that are obscene, child pornography, harmful to minors with respect to use by Minors, or 
determined inappropriate for use by Minors by the Board.  

2. Maintaining a listing of all employees and Users with access to the room which contains PA Cyber’s server.  

3. Generate and maintain monitoring reports (including firewall logs) of User activity and remote access on PA 
Cyber’s system by all Users, including but not limited to students, employees, contractors, consultants, and/or 
vendors. The report should include the date, time and reason for access, whether it was remote access, 
changes made and who made the changes.  

4. Maintaining documentation that students no longer enrolled at PA Cyber, terminated employees, and 
contractors/vendors with expired contracts or who are terminated are properly removed from PA Cyber’s 
system in a timely manner.  

5. Analyzing the impact of proposed program changes in relation to other critical business functions before 
adopting the proposed program changes.  

6. Developing compensating controls to mitigate information technology (IT) weakness and alert PA Cyber to 
unauthorized changes to student data, i.e. reconciliations to manual records, analysis of student trends, data 
entry procedures and review, etc.  

 
Vendors  
If PA Cyber shares internally sensitive or legally/contractually restricted PA Cyber data with parties outside the PA 
Cyber community, PA Cyber shall first enter into a Non-Disclosure Agreement with the party. The Non-Disclosure 
Agreement is needed to protect PA Cyber’s proprietary or otherwise sensitive information. Non-Disclosure Agreements 
are typically needed when entering into a business relationship with vendors, consultants, and contractors. PA Cyber’s 
legal counsel must review all Non-Disclosure Agreements before signing.  
All vendors, consultants, and/or contractors shall only be granted access to PA Cyber’s Technology Resources to 
make changes or updates with prior written authorization from the CEO or his designee. Once the vendor, consultant 
and/or contractor, completes its work, access to PA Cyber’s Technology Resources will be removed.  
Vendors, consultants and contractors are required to assign unique user IDs and passwords to each of their 
employees authorized to access PA Cyber’s system. Vendors, consultants and/or contractors may be terminated for 
violating this Policy and/or violating any state or federal laws.  
All vendors, consultants and/or contractors and their employees, who have direct contact with students, must comply 
with the mandatory background check requirements for federal and state criminal history and child abuse. As required 
by applicable law, an official child abuse clearance statement for each of the vendors’, consultants’, and/or contractors’ 
employees shall be submitted to PA Cyber prior to beginning employment with PA Cyber. Failure to comply with the 
background check requirements shall lead to immediate termination.  
 
Closed Forum  
PA Cyber’s Technology Resources are not a public forum for expression of any kind and are to be considered a closed 
forum to the extent allowed by law.  
All expressive activities involving PA Cyber Technology Resources that students, parents/guardians and members of 
the public might reasonably perceive to bear the approval of PA Cyber and that are designed to impart particular 
knowledge or skills to student participants and audiences are considered curricular publications. All curricular 
publications are subject to reasonable prior restraint, editing and deletion on behalf of PA Cyber for legitimate 
educational reasons. All other expressive activities involving PA Cyber’s technology are subject to reasonable prior 
restraint and subject matter restrictions as allowed by law and Board policies.  
 
Records Retention  
PA Cyber personnel shall establish a retention schedule for the regular archiving or deletion of data stored on PA 

Cyber Technology Resources that complies with PA Cyber’s Record Retention and Destruction Policy as well as all 

federal and state laws and regulations. It is the User’s responsibility to know which records are subject to these 

conditions and to comply with these laws and regulations or to contact the CEO for clarification. 

 

In the case of pending or threatened litigation, PA Cyber’s attorney will issue a litigation hold directive to the CEO or his 
designee. A hold directive will direct all PA Cyber administration and staff not to delete or destroy any electronic mail or 
other documentation on a computer as related to a specific student, employee, issue and/or for a specific time period. 
Failure to follow such a directive could result in negative legal consequences for the User and/or within the actual or 



threatened litigation. The litigation hold directive will override any records retention schedule that may have otherwise 
called for the transfer, disposal or destruction of relevant documents until the hold has been lifted by PA Cyber’s legal 
counsel.  
Email and computer accounts of separated employees that have been placed on a litigation hold will be maintained by 
PA Cyber until the hold is released. No employee, who has been so notified of a litigation hold, may alter or delete any 
electronic record that falls within the scope of the hold. Violation of the hold may subject the individual to disciplinary 
actions, up to and including termination of employment, as well as personal liability for civil and/or criminal sanctions by 
the courts or law enforcement agencies.  
 
Drafting Emails  
Like any other document, an email message and other computer information is discoverable during litigation. An email 
may be used in litigation to indicate what a User knew or felt. It is important to keep this in mind when creating emails 
and other documents. Even after you delete an email message or close a computer session, it may still be recoverable 
and may remain on the system. Since email communications are discoverable during litigation, they will have to be 
turned over to the opposing party unless determined to be privileged by PA Cyber’s legal counsel.  
Privileged Attorney-Client Communications  
Confidential email sent to or retained from counsel or an attorney representing PA Cyber shall include this warning 
header on each page: “ATTORNEY CLIENT PRIVILEGED: DO NOT FORWARD WITHOUT PERMISSION.”  
Damages  
All damages incurred by PA Cyber due to a User's intentional or negligent misuse of PA Cyber’s Technology 
Resources, including loss of property and staff time, may be charged to the User. PA Cyber administrators have the 
authority to sign any criminal complaint regarding damage to PA Cyber technology.  
No Warranty/No Endorsement  
PA Cyber makes no warranties of any kind, whether expressed or implied, for the services, products or access it 
provides.  
The electronic information available to students and staff on the Internet or through web-based services does not imply 
endorsement of the content by PA Cyber, with the exception of resources approved and adopted by the Board. Nor 
does PA Cyber guarantee the accuracy of information received using PA Cyber’s Technology Resources.  
PA Cyber is not and shall not be responsible for the loss of data, delays, non-deliveries, missed deliveries or service 
interruptions. PA Cyber is not and shall not be responsible for any information that may be damaged or unavailable 
when using PA Cyber Technology Resources or for any information that is retrieved via the Internet. PA Cyber is not 
and shall not be responsible for any damages incurred as the result of using PA Cyber’s Technology Resources, 
including but not limited to, the loss of personal property used to access Technology Resources. Further, PA Cyber is 
not and shall not be responsible for any unauthorized charges or fees resulting from access to the Internet or other 
commercial online services.  
Unauthorized Disclosure of Information of Minors  
It is a violation of state laws, including, but not limited to Chapter 12 of Title 22 of the Pennsylvania Code, The Family 
Educational Rights and Privacy Act (FERPA) (20 U.S.C. § 1232g) and all other federal laws and regulations, to access 
data of a student the User does not have a legitimate educational interest in or to disclosure information about a 
student without parental permission or absent an exception to the disclosure requirements. Access and distribution of 
student data is recorded.  
Questions regarding the disclosure of student information must be directed to the CEO prior to disclosure and must 
conform to PA Cyber’s student records and confidentiality policies. Unauthorized disclosure, use and dissemination of 
personal information regarding Minors is prohibited.  
Compliance with Applicable Laws and Licenses  
In their use of Technology Resources, Users must comply with all software licenses/copyrights and all other state, 

federal, and international laws governing intellectual property and online activities. Users shall not copy and distribute 

copyrighted material (e.g., software, database files, documentation, articles, graphics files, and downloaded 

information) through the email system or by any other means unless it is confirmed in advance from appropriate 

sources that PA Cyber has the right to copy or distribute the material. Failure to observe a copyright may result in 

disciplinary action by PA Cyber, as well as legal action by the copyright owner. Any questions concerning these rights 

should be directed to the CEO or his designee. 

Violations of Acceptable Technology Usage Policies and Procedures  
Use of Technology Resources and equipment in a disruptive, manifestly inappropriate or illegal manner impairs PA 
Cyber’s mission, squanders resources and shall not be tolerated. Therefore, a consistently high level of personal 
responsibility is expected of all Users granted access to PA Cyber’s Technology Resources. Any violation of PA Cyber 
policies or procedures regarding technology usage may result in temporary, long-term or permanent suspension of 



User privileges. User privileges may be suspended pending investigation into the use of PA Cyber’s Technology 
Resources and equipment.  
Employees may be disciplined or terminated, and students suspended or expelled, for violating this Policy. Any 
attempted violation of PA Cyber’s policies or procedures, regardless of the success or failure of the attempt, may result 
in the same discipline or suspension of privileges as that of an actual violation.  
 
Consequences for Inappropriate Use  
PA Cyber Users shall be responsible for damages to the equipment, systems, and software resulting from deliberate or 
willful acts.  
Illegal use of PA Cyber Technology Resources includes, but is not limited to: intentional copying, deletion or damage to 
files or data belonging to others; copyright violations; or theft of services. Any illegal usage of PA Cyber Technology 
Resources will be immediately reported to the appropriate legal authorities for possible prosecution.  
General rules for behavior and communications apply when using the Internet or any PA Cyber Technology Resource. 
Suspension of access, loss of access and other disciplinary actions may be consequences for inappropriate use. 
Vandalism may result in cancellation of access privileges, discipline and possible criminal action.  
 
Cessation of Access  
Upon termination or ending of enrollment, employment or the termination of any contract with or from PA Cyber, no 
further access to or use of Technology Resources is permitted without the express authorization from the CEO.  
 
Education of Technology Resource Users  
PA Cyber shall implement a program which educates students and staff about acceptable use and internet safety 

associated with PA Cyber’s Technology Resources. All students must complete a designated Technology Resources 

and Internet training prior to unsupervised use of PA Cyber’s Technology Resources as required by the 2008 

Broadband Data Improvement Act. This training includes, but is not limited to: appropriate online behavior, including 

interacting on social networking websites and in chat rooms; cyberbullying awareness and response; proper use of 

Technology Resources; restricted activities with Technology Resources; and access and monitoring of school-issued 

Technology Resources to students. 

 

 





: 

 

THE PENNSYLVANIA CYBER CHARTER SCHOOL 

Board  of Trustees Policy 
 

 

ANTI-BULLYING POLICY 
 
Purpose 

The  Board  of  Trustees  (“Board”)   of  The  Pennsylvania  Cyber   Charter School  (“PA 

Cyber”)  recognizes the importance of providing all students and  employees with  a safe 

school  and a safe  learning environment in  order  to  promote the  educational process.    

The Board  has  determined that  a  safe  and  civil  environment in  school  is  necessary 

for students to learn  and  achieve  high  academic standards.   Bullying  and  cyberbullying, 

like  other  disruptive or  violent   behaviors, is  conduct that  disrupts both  a  student’s 

ability   to  learn   and   PA  Cyber’s   ability   to  safely   educate  its  students  in  a  safe 

environment.  Therefore, in order  to ensure and promote a safe learning environment, it 

shall   be  the  policy   of  PA  Cyber   to  maintain  an  educational  environment  that   is 

intolerant of bullying and cyberbuylling in any form. 
 

Since students learn  by example, school administrators, faculty,  staff and  volunteers are 

directed to demonstrate appropriate behavior, treat  others  with  civility and  respect  and 

to refuse  to tolerate bullying and  cyberbullying.  This policy pertains to all students and 

staff, regardless of their  status.  This policy  also applies to all students and  staff whose 

conduct  out  of  school   materially  and   substantially  interferes  with   the  educational 

process  at PA Cyber. 

 
Definitions 

Bullying and  Cyberbullying are defined as an intentional electronic,  written, verbal  or 

physical act, or a series of acts: 

 
A)  directed at another student or students, faculty,  staff, or volunteers. 

 

B)       which  occurs  in  a “school  setting,” or  outside of school  and  PA  Cyber 

reasonably forecasted that the outside-of-school conduct would materially 

interfere with  or substantially disrupt the educational process  or program 

in  the  school,  and  the  outside-of-school conduct does  in  fact  materially 

interfere with  or substantially disrupt the educational process  or program 

in the school. 
 

C)  that is severe, persistent, or pervasive; and 
 

D)  that has the effect of doing  any of the following: 
 

1) substantially interfering with  a student’s education 



: 

 

2) creating a threatening environment 
 

3) substantially disrupting the orderly operation of the school 
 
 
Bullying  and  cyberbullying shall  encompass acts that  occur  outside a school  setting  if 

those acts meet the requirements found in (A), (C) and (D) listed above. 
 

 

School Setting shall mean  in PA Cyber,  on PA Cyber  grounds/property, in contracted 

transportation services,  using   PA  Cyber  equipment and  technology, on  PA  Cyber’s 

server  or PA Cyber’s electronic,  web-based, Internet or online  programs, in PA Cyber 

vehicles,  at designated bus stops  or at any activity  sponsored, supervised, or sanctioned 

by PA Cyber  and  any time spent  necessarily traveling to and  from these  locations. 

Additionally, any student whose  out of school conduct materially interferes with  or 

substantially disrupts the educational process  in the school is also subject to this policy. 

 
Cyberbullying 

Cyberbullying is often seen by sending harmful or cruel material, text messages and/or 

images  or engaging in other  forms  of social aggression and  bullying using  the Internet, 

cell phones, or other  technology resources/devices. 
 

All students, staff, volunteers, and  contractors shall comply  with  PA Cyber’s Acceptable 

Use  and   Internet  Safety   Policy,   which   is  required  under  the   Children’s   Internet 

Protection  Act  (“CIPA”),   and   review  PA   Cyber’s   Social  Media   and   Networking 

Guidelines Policy when  using  any technology resources. 

 
Cyberbullying via the  Internet is seen  through the  use  of one  or more  of a number of 

methods, including, but not limited to: 

 
A)  Email sent to the intended victim. 

 

B) Blog entries  regarding the intended victim. 

C)  Posts on social networking websites. 

D)  Posting victim’s  pictures on  the  Internet or  networking  websites with 

derogatory phrases or questions attached to them. 
 

E) Using instant messaging tools to harass victims. 
 

F) Creating an Internet parody of the intended victim. 
 

G)  Creating fake Internet profiles  for the victim on a public  website. 
 

H)  Creating or accessing  an unauthorized website which  harasses or bullies 

the victim. 
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I) Using  camera  phones and/or cameras to take  embarrassing photographs 

of students and/or staff and posting them  online. 
 

J) Excluding  others   from  an  online   group by  falsely  reporting  them   for 

inappropriate language to Internet service providers. 
 

K) Using  cell phones for  cyberbullying such  as  calling  or  texting  a  victim 

using  harassing language. 

 
The  use  of the  Internet or  PA  Cyber  email  does  not  necessarily have  to  involve  the 

creation of the  offensive  materials.  Rather,  the  person creating the  offensive  material 

may do it on a home  computer and  then  use PA Cyber’s computers to take such actions 

as accessing  it, viewing it, displaying it for others  to see, disseminating copies  of it to 

others  or otherwise publicizing the contents. 
 

 

PA Cyber  strictly  prohibits the above  conduct and  any conduct by any student or staff 

that   creates   or  intends  to  create   an  intimidating,  threatening,  offensive   or  hostile 

learning environment. 

 
Guidelines 

Students  shall   conduct  themselves  in  a  manner  in  keeping  with   their   levels   of 

development, maturity,  and  demonstrated  capabilities with  a  proper regard for  the 

rights  and welfare  of other  students, school staff, volunteers, and contractors. 
 

 

The  Board  believes   that   standards for  student  behavior must   be  set  cooperatively 

through interaction among the  students, parents and  guardians, staff, and  community 

members of PA Cyber,  producing an atmosphere that  encourages students to grow  in 

self-discipline.  The development of this atmosphere requires respect  for self and others, 

as  well  as  for  school  and   community property  on  the  part   of  students, staff,  and 

community members. 

 
Since  bystander support  of  bullying  and   cyberbullying  can  bolster   these   types   of 

behaviors, PA Cyber  prohibits both  active  and  passive support for acts of bullying and 

cyberbullying.  The staff should encourage all students to refuse  to engage  in these  acts 

and to report them  immediately to the CEO of PA Cyber. 
 
 

Reporting Procedure 

 

Any student who  feels he or she has been bullied or cyberbullied shall have  the right  to 

file a complaint of such  bullying. Complaints should be reported to PA Cyber’s Anti- 

Bullying  Liaison who  will report to appropriate staff and  CEO. Complaints may also be 

reported  directly to a  Teacher, an Academic   Advisor, School   Counselor,  or 
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Administrator who will notify the PA Cyber Anti-Bullying Liaison. 
 

 

Any staff who  sees any incidents of bullying or cyberbullying must  immediately report 

the incident(s) to the PA Cyber  Anti-Bullying Liaison.   All other  members of the school 

community, including students, parents, volunteers, and  visitors,  are  encouraged to 

report any act that  may be a violation of this policy.   It shall be the responsibility of PA 

Cyber    to   investigate  promptly   and    thoroughly  all   bullying  and    cyberbullying 

complaints received or  referred by  other  individuals and  to  make  recommendations 

based  upon the  investigation.  The investigation is to be commenced within three  (3) 

school days after a report of any bullying is received. 
 

 

The Board of Trustees requires the PA Cyber Anti-Bullying Liaison to be responsible for 

determining  whether  an   alleged    act   constitutes  a   violation  of   this   policy.      In 

determining whether alleged  conduct constitutes bullying or cyberbullying, the totality 

of  circumstances, nature  of  the  conduct, and  context   in  which   the  alleged   conduct 

occurred shall  be investigated.  If the investigation results in a substantiated charge  of 

the bullying, PA Cyber  CEO shall take  prompt corrective action  to ensure the bullying 

and/or cyberbullying ceases and will not reoccur. 

 
Reports  to PA Cyber  Staff may  be made  anonymously, but  formal  disciplinary action 

may not be based  solely on the anonymous report. 
 

 

The  CEO  shall  immediately notify  the  parent or  guardian of the  perpetrator of  the 

bullying and the parent or guardian of the victim of the bullying of the alleged  incident. 

 
Consequences for Violations 

Consequences and  appropriate remedial actions  for  a  student or  staff  member who 

commits  one  or  more   acts  of  bullying  or  cyberbullying  may   range   from   positive 

behavioral interventions up to and  including in school or out of school suspension from 

PA Cyber  or expulsion or other  disciplinary removal from  PA Cyber,  in the  case of a 

student, or  suspension or  termination in the  case  of an  employee, as set  forth  in PA 

Cyber’s student Code of Conduct or Employee Handbook. 

 
In some  cases, bullying and/or cyberbullying may  constitute criminal activity  and  the 

Police  Department will  be  notified.   This  may  lead  to  a  criminal investigation  and 

criminal charges against the student or staff. 

Consequences for a student who  commits an act of bullying and/or cyberbullying shall 

be unique to the individual incident and  will vary  in method and  severity according to 
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the  nature of the  behavior, the  developmental age  of the  student, and  the  student’s 

history of problem behaviors and performance, and must  be consistent with  PA Cyber’s 

student code of conduct.  Remedial measures shall  be designed to: correct  the problem 

behavior; prevent another occurrence of the behavior; and protect the victim of the act. 

The following intervention strategies for protecting victims may be followed as needed: 

A)  Supervise and discipline offending students fairly and consistently. 

B)       Provide adult supervision at PA Cyber  testing  sites or other  sites used  by 

PA  Cyber,  at  any  activity   sponsored, supervised, or  sanctioned by  PA 

Cyber   during  any   breaks,   lunch   times,   bathroom  breaks   and   in  the 

hallways during times of transition. 
 

C)  Maintain contact  with  parents and guardians of all involved parties. 

D)  Provide counseling for the victim if assessed that it is needed. 

E)        Inform  school  personnel of the incident and  instruct them  to monitor the 

victim  and  the  offending party for indications of harassing, intimidating, 

bullying and/or cyberbullying behavior.  Personnel are to intervene when 

prohibited behaviors are witnessed. 
 

F)        Check  with  the  victim  to  ensure that  there  have  been  no  incidents of 

retaliation from the offender or other  parties. 
 

Retaliation Prohibited 

The  Board  strictly   prohibits  retaliation or  reprisal against any  person who   reports 

bullying and/or cyberbullying incidents.  Retaliation includes, but  it is not  limited to, 

any form  of intimidation, reprisal or harassment used  against a person who  reports, in 

good  faith,  incident(s) of bullying and/or  cyberbullying.   Disciplinary action  against 

any  person who  retaliates or  engages in reprisals for reporting such  behavior(s) may 

include  sanctions  up   to  and   including  expulsion  or  suspension  for  students  and 

termination for staff engaging in such prohibited conduct.  The consequences and 

appropriate  remedial action   shall  be  determined  after  consideration  of  the  nature, 

severity, and circumstances of the act. 

 

False Accusations 

The Board  prohibits any  person from  falsely  accusing another of bullying and/or 

cyberbullying.  The consequences and  appropriate remedial action  for a student found to  

have  falsely  accused another  of  bullying and/or  cyberbullying  may  range   from 

behavioral interventions up  to and  including suspension or expulsion.  Consequences 

and  appropriate remedial action  for an employee found to have  falsely accused another of 

bullying and/or  cyberbullying shall  be  disciplined in  accordance with  PA  Cyber 
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policies, procedures, and agreements. 

 
Annual Distribution of Information 

The Board  requires PA Cyber  officials to annually disseminate the  policy  to all school 

staff, students, volunteers, independent contractors and  parents along  with  a statement 

explaining that  it applies to all applicable acts of bullying and  cyberbullying that  occur 

in PA Cyber,  on PA Cyber  grounds, on PA Cyber  property, using  PA Cyber  equipment 

and/or technology, on PA Cyber’s server  or PA Cyber’s electronic,  web-based, Internet 

or  online  programs, in PA  Cyber  vehicles,  at  designated bus  stops  or  at  any  activity 

sponsored, supervised  or  sanctioned by  PA  Cyber  and   any  time  spent   necessarily 

traveling to and  from these locations.   Additionally, any student or staff’s out of school 

conduct that  materially and  substantially interferes with  the educational process  in PA 

Cyber is also subject to this policy. 

 
PA Cyber is required to post this policy on its website and make the policy available for 

every  student. This policy shall also be posted at a prominent location  within every  PA 

Cyber  building where such  notices  are  usually posted.   PA  Cyber  shall  ensure this 

policy   and   its  procedures  for  reporting  bullying  and   cyberbullying  incidents  are 

reviewed  with   students  and   staff  within  ninety   (90)  days   after   its  adoption  and, 

thereafter, a minimum of one (1) time per school year. 

 
Compliance 

As required by the Federal  Broadband Data  Improvement Act of 2008, PA Cyber  shall 

educate elementary and  secondary school  aged  students with  computer access  to the 

Internet about  appropriate online  behavior, including online  interaction with  other 

individuals  on  social   networking  websites  and   in  chat   rooms   and   educate  them 

regarding cyberbullying awareness and response. 

 
The   Board   directs    the   Administration  to   develop  any   procedures   necessary  to 

implement  this   policy   and   to   develop  appropriate   prevention,  intervention  and 

education strategies related to bullying and cyberbullying. 

 
Acts of bullying and cyberbullying are prohibited by and a violation of PA Cyber’s 

Acceptable Use and  Internet Safety Policy and  its Child  Internet Protection Act (CIPA) 

Policy. 
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PA Cyber will comply  with  all applicable federal  and state laws relating to bullying and 

cyberbullying, including, but  not limited to, the requirements delineated in the 

Pennsylvania Charter School  Law,  24  P.S.  §  1701-A,  et seq., the  Federal   Children’s 

Internet  Protection Act  (CIPA),  47  U.S.C.  §  254(h)  and   (l),  and   the  Neighborhood 

Children’s Internet Protection Act  (N-CIPA)  and  any  applicable implementing 

regulations. 

 
PA Cyber  will also comply  with  Chapter 711 of Title 22 of the Pennsylvania Code,  the 

Public  School  Code,  the  applicable House Bill 1067 Public  School  Code  amendments 

relating to safe schools  and  bullying, and  applicable provisions of the Individuals with 

Disabilities Education Improvement Act of 2004 (IDEA 2004) and  its applicable 

implementing regulations regarding the discipline of special  education students and 

thought-to-be eligible students who engage  in an act of bullying. 

 
TO THE EXTENT THAT  ANYTHING IN THIS  POLICY  COULD BE CONSTRUED 

TO CONFLICT WITH  THE PENNSYLVANIA CYBER CHARTER SCHOOL’S 

CHARTER  OR  APPLICABLE   STATE  AND/OR  FEDERAL   LAWS,  THE 

APPLICABLE  STATE AND/OR FEDERAL LAWS AND/OR CHARTER CONTROL. 
 
 
 

APPROVED this day 20 of June, 2022. 
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Virtual Classroom (VC) - Live Session Attendance 
Attendance in all assigned live, virtual sessions is mandatory for any student enrolled in a VC course. Failure to attend a virtual class 

session for any given subject area may result in an unexcused absence for the individual course session unless a valid excuse is provided 

within three (3) school days to the Attendance Department. 

Students who miss more than 10 minutes of a class period may be marked as absent for the individual class at the teacher’s discretion. 
 

Absences 

Parents/guardians are responsible for notifying the Attendance Department if their child is absent for a valid excusable reason on a 
scheduled school day during the year. An absence is only classified as excused if the absence meets the identified valid and lawful 
excuse criteria identified in this policy. Such valid reasons for missing school must be submitted to the Attendance Department either 
electronically or telephonically by a parent or guardian. All absences are treated as unexcused until a parent provides the school with 
a valid excuse. 

Excused Absences 
Excused or legal absences must be reported to the Attendance Department within three (3) school days of the return to school. If a 
valid excuse is not provided within this time frame, the absence will remain unexcused. 

 
The following reasons are considered lawful and excused in accordance with the Pennsylvania State Attendance Laws: 

• College Visit: An excused absence may be approved for any student in 11th and 12th grade for college visitations. No more 
than three (3) absences will be excused for college visitations per school year. Written notification should be provided no 
later than 48 hours prior to the visit and approved by the Director of Attendance [Title 22 PA CODE § 11.26]. 

• Court Ordered Hearing: An absence may be excused if resulting from the attendance of a student at the proceedings of a 
court or administrative hearing, if the student is a party to the action or under subpoena as a witness. 

• Death of a Family Member: An absence may be excused for the death of a member of the student’s immediate family. The 
immediate family of a student includes, but is not necessarily limited to parents, grandparents, brothers and sisters. 

• Family Educational Trip: An absence may be excused when it is demonstrated that the purpose of the absence is to take 
advantage of a valid educational opportunity (non-PA Cyber related). Written notification should be provided at least 
fourteen (14) days prior to the trip and must be approved by the Director of Attendance. No more than five (5) total absences 
will be excused for family educational trips per school year [Title 22 PA CODE § 11.26]. 

• Family Emergency: An absence resulting from an urgent reason may be excused. PA Cyber shall strictly construe the term 
“urgent reason” as it applies to such absences and such excuse does not permit irregular attendance [Title 22 PA CODE § 
11.25]. 

• Illness or injury: An absence may be excused in which either illness or injury prevents the student from being physically or 
mentally able to participate in school. A note from a Commonwealth licensed practitioner will be required for any student 
missing more than three (3) consecutive school days due to illness or injury [Title 22 PA CODE §11.25]. 

• Maternity Leave: Pregnancy itself does not exempt a student or parents from compulsory attendance laws. Documentation 
from a Commonwealth licensed practitioner is required to excuse a student who is prevented from attending school due to 
pregnancy related illness or complications. In cases of normal pregnancy, only a Commonwealth licensed practitioner’s 
statement will be accepted for excusal to discontinue attendance prior to the birth of a child and resuming attendance after 
the birth. 

• Medical or Dental Appointment: An absence resulting from a medical (health care or therapy) or dental appointment for the 
student may be excused. Students and parents should make every effort possible to schedule appointments outside of 
scheduled live classroom sessions. Notice should be given to the attendance department prior to the absence, except in the 
case of an emergency [Title 24 PA Code § 13-1329] 

• Out-Of-School Program: Students are encouraged to participate in opportunities which provide real world exposure such as 
cooperative education, community service, job shadowing, and/or internships/apprenticeships; however, these 
opportunities should not interfere with any scheduled live sessions. Such absences shall be treated as education trips; 
therefore, no more than five (5) excused absences from a live classroom session will be approved for out-of-school 
opportunities. Approval from the Director of Attendance must be obtained seven (7) days prior to the activity. Non-virtual 
students attending an out-of-school program must still log attendance for the school day in the MySchool portal. 
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• Observance of a Religious Holiday: An absence may be considered excused if the tenets of a bona fide religion, to which the 
student or parent/guardian adheres, require observance of a religious event. Written notification should be provided at least 
fourteen (14) days prior to the holiday and must be approved by the Director of Attendance [Title 22 PA CODE § 11.21]. 

 
Reporting an Excused Absence 

• Electronic Form: Submit the Excusal Request Form found in the Parent Portal and/or Buzz. *Preferred* 
Complete all required fields on electronic form. 

• E-mail: Email attendance@pacyber.org 
Provide the following information: Student’s full name, student ID, grade level, date of absence, reason for 
absence, if the student missed a full school day or specific live classes, and your (parent) name. 

• Telephone: Contact the Attendance Department at 1-888-722-9237, ext. 7718. 
Provide the following information: Student’s full name, student ID, grade level, date of absence, reason for absence, 
if the student missed a full school day or specific live classes, and your (parent) name. 

Any supporting documentation such as, but not limited, to a physician note must be submitted to the school through an email 
attachment to attendance@pacyber.org or faxed to 717-558-0131. The student’s name and student ID should be clearly 
communicated. 

 
Students affected by chronic illness at any time during the school year must provide initial documentation of the diagnosis from a 
Commonwealth licensed practitioner with regard to school attendance. Additionally, parents are required to submit an excuse for all 
absences including absences affected by the illness and absences caused by other reasons. 

 
Classification of Absences 

• Exempt: An absence listed as medical or illness/injury when accompanied by the correct documentation is classified as 
exempt. Such absences are not counted when determining whether the student is out of compliance with state attendance 
laws, as long as verification is provided within the three (3) day limit. 

• Non-exempt: An absence accompanied with a lawful excuse from a parent/guardian within three (3) school days of the return 
to school is classified as non-exempt. (See Excused Absences section for listing of lawful excuses.) Absences classified as non- 
exempt count toward the state attendance law (10 days maximum permitted in a school year). 

• Unexcused (unlawful): An absence which no explanation is given within three (3) school days of the return to school and/or 
an absence which does not meet lawful criteria. (See Unexcused Absences section for listing of unlawful absence reasons.) 
Penalties through the magisterial district justice may be levied for excessive illegal absences (an accumulation of 6 or more, 
consecutive or non-consecutive). 

 
A maximum of ten (10) non-exempt absences may be approved per school year through communicated documentation by the parent. 
Absences accumulating beyond ten (10) cumulative non-exempt school days or the equivalent will require documentation from a 
Commonwealth licensed practitioner. The Director of Attendance holds the right to approve atypical excuses if deemed appropriate 
and necessary. 

 

Unexcused Absences 
If a student has not met the attendance requirements and the school day is not determined to be excused, that day will be considered 
an unexcused/unlawful absence. The following reasons are considered to be unexcused in accordance with the Pennsylvania State 
Attendance Laws: 

 

• Babysitting / Caretaking 

• Chores 

• Gainful employment 

• Hunting, fishing, or other unapproved sporting events 

• Oversleeping 

• Truancy 

• Unapproved educational travel 

• Any other reason not recognized as excused 
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Special Education Considerations   
PA Cyber shall give appropriate consideration to a student’s needs under an existing or proposed IEP, 504 Plan, or other Special 
Education program when evaluating how to serve the student and facilitate student attendance under this policy.   
 
State Testing Attendance 
All students in grades 3-8 and high school are required to participate in PSSA’s, Keystones, and/or other state assessments according 
to the laws outlined by The Pennsylvania Department of Education. An unexcused absence can be recorded for any student who is 
absent on a given testing day and does not participate in testing. 

 

During designated state testing days, the State Testing Attendance Policy supersedes PA Cyber’s traditional attendance policy. If a 
student is absent during an assigned testing day, the absence will be recorded as unexcused unless a valid excuse is provided. 
Completing curriculum coursework instead of the state testing is not considered meeting attendance requirements during that time 
unless otherwise approved by the CEO. 

 
Post-secondary Institutions 
Any student enrolled in college level courses at a community college, 2 - 4 year college, or university must still log attendance for the 
day in the MySchool portal. 

 

PA Cyber Family Link Events / Field Trips / Clubs 
Any student choosing to participate in a school sponsored event would be considered to be in attendance for the school day. Students 
are encouraged to log into the MySchool portal within the same day to log attendance. Otherwise, attendance would be updated upon 
confirmation from the authorized field trip supervisor that the student attended the event. Additionally, students will be excused from 
any live classroom sessions for participation in the school sponsored event. Students should notify their teacher prior to the absence; 
however, notification to the Attendance Department is not necessary. Students are responsible for watching the playback of the missed 
live session and meet all assignment deadlines. 

 

No Internet Access, Power Outage, or Technology Failure 
Internet access, computer access is essential for all cyber school students. In the event of internet failure, power outage, or computer 
failure, all students must have an alternative plan to go to a public library or public Wi-Fi enabled location with computer access to 
complete school work. If an alternate plan is not feasible due to extreme circumstances, notification to the Attendance Department 
must be made within 24 hours. All technology issues preventing daily attendance must be reported and documented with the PA 
Cyber Tech Help Desk in a timely manner. 

 
TRUANCY OVERVIEW 

 

Pennsylvania defines truancy as when a student of compulsory school age accumulates three or more unexcused absences in the 
current school year. Every parent, guardian, or person in a parental relationship who is responsible for a student age six to eighteen is 
responsible for making sure the student of compulsory age attends school on a regular basis. Students who have accumulated six or 
more unexcused absences are considered habitually truant by state law, Act 138 of 2016. Habitual truancy may be subject to legal 
penalties through the local Magisterial District Judge or county court system. 

 
PA Cyber students outside compulsory age are required to meet all attendance requirements to be considered a full-time, active 
student at PA Cyber. Truant students outside of compulsory age will be addressed through PA Cyber’s Code of Conduct requiring  
progressive disciplinary measures to be taken. 

 

Preventing Truancy 
Consistent attendance and progress in coursework are key factors in reaching academic success within our school. Every day a student 
is absent, he/she is missing critical instructional time, which may result in decreased academic performance. Once enrolled with PA 
Cyber, students and their parents will be held accountable for completing work in a manner consistent with the attendance policy and 
the specific requirements of their chosen academic curriculum. 

 
PA Cyber is committed to developing comprehensive approaches to ensure our students and parents are active participants in the 
child’s education. Attendance will be closely tracked by teachers, Principals, Assistant Principals, Special Education Coordinators, and 
the Attendance Department. PA Cyber understands children are truant for many reasons. We are dedicated to understanding and 
addressing such issues. Every effort will be made to keep youth in school and reduce referrals to county courts, child welfare, or 
juvenile justice systems in order to effectively intervene and eliminate truant behavior. 
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School Attendance Improvement Plan 
A School Attendance Improvement Plan (SAIP) is a school-family conference used to address chronic absences and/or academic 
difficulties. Students can be recommended for a SAIP by the Attendance Officer, teacher or other school staff. 

 
Issues addressed will include, but are not limited to: 

1. Appropriateness of the student’s educational environment 
2. Possible elements of the school environment that inhibit student success 
3. Student’s current academic level and needs 
4. Social, emotional, physical, mental and behavioral health issues 

5. Issues concerning family and home environment 
6. Any other issues affecting the student’s success 

 
SAIP meetings are an important step for the student’s continued success; therefore, cooperation and participation by student and 
parent/guardian is mandatory. 

 

Resulting Penalties of Truant Youth 
The law of the Commonwealth of Pennsylvania states that a person may be fined: (1) up to $300 per offense, with court costs, for the 
first offense; (2) up to $500 per offense, with court costs, for the second offense; and (3) up to $750 per offense, with court costs, for 
a third and any and all subsequent offenses. The law allows the court to impose educational parenting classes and community service 
sentences upon parents of a truant student who do not show they took reasonable steps to ensure the student’s school attendance. 
It provides that the parent and student must appear at a hearing before the Magisterial District Judge if pleading “not guilty.” This law 
also provides that truant students can lose their driver’s license for 90 days for a first offense and six months for a second offense. 
Additionally, students under the age of 15 shall be referred to a county children and youth agency for possible disposition as a 
dependent child. The Magisterial District Judge has the ability to suspend all or portions of a sentence if the child is no longer habitually 
truant. 







 

 
 

 

DATE 
 
Parent/Guardian 
Address 
City, State Zip 
 

                
Dear Parent/Guardian, 
 
In accordance with Act 22 Section 11.24 of the Pennsylvania Public School Code, PA Cyber has removed 
<<Student>> of <<Address>> from active membership roles for ten consecutive unexcused absences.  PA 
Cyber has determined that the above-named student has been unlawfully absent on the following dates:   
2/18/2022-3/4/2022 
 
Please contact your local school district immediately.  Your child is required to be actively enrolled in a school 
until he/she is no longer of compulsory age.  Your child may be considered truant for further unexcused 
absences accumulated while not actively enrolled in a school. 
 
 
The Pennsylvania Cyber Charter School 
Director of Attendance 
 
cc:  Student File 
cc:  School District:  





 

 
 

 

DATE 
 
School District 
ATTN: ATTENDANCE OFFICE/CHILD ACCOUNTING 
Address 
City, State Zip Code 
 
 
In accordance with Act 22 Section 11.24 of the Pennsylvania Public School Code, PA Cyber has removed 
<<Student>> (<<DOB>>) of <<Address>> from active membership roles for ten consecutive unexcused 
absences.  PA Cyber has determined that the above named student has been unlawfully absent on the following 
dates:   <<dates>> 
 
 
 
The Pennsylvania Cyber Charter School 
Director of Attendance 
 
cc:  Student File 
cc:  Parent/Guardian of the student:  
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Virtual Classroom (VC) - Live Session Attendance 
Attendance in all assigned live, virtual sessions is mandatory for any student enrolled in a VC course. Failure to attend a virtual class 

session for any given subject area may result in an unexcused absence for the individual course session unless a valid excuse is provided 

within three (3) school days to the Attendance Department. 

Students who miss more than 10 minutes of a class period may be marked as absent for the individual class at the teacher’s discretion. 
 

Absences 

Parents/guardians are responsible for notifying the Attendance Department if their child is absent for a valid excusable reason on a 
scheduled school day during the year. An absence is only classified as excused if the absence meets the identified valid and lawful 
excuse criteria identified in this policy. Such valid reasons for missing school must be submitted to the Attendance Department either 
electronically or telephonically by a parent or guardian. All absences are treated as unexcused until a parent provides the school with 
a valid excuse. 

Excused Absences 
Excused or legal absences must be reported to the Attendance Department within three (3) school days of the return to school. If a 
valid excuse is not provided within this time frame, the absence will remain unexcused. 

 
The following reasons are considered lawful and excused in accordance with the Pennsylvania State Attendance Laws: 

• College Visit: An excused absence may be approved for any student in 11th and 12th grade for college visitations. No more 
than three (3) absences will be excused for college visitations per school year. Written notification should be provided no 
later than 48 hours prior to the visit and approved by the Director of Attendance [Title 22 PA CODE § 11.26]. 

• Court Ordered Hearing: An absence may be excused if resulting from the attendance of a student at the proceedings of a 
court or administrative hearing, if the student is a party to the action or under subpoena as a witness. 

• Death of a Family Member: An absence may be excused for the death of a member of the student’s immediate family. The 
immediate family of a student includes, but is not necessarily limited to parents, grandparents, brothers and sisters. 

• Family Educational Trip: An absence may be excused when it is demonstrated that the purpose of the absence is to take 
advantage of a valid educational opportunity (non-PA Cyber related). Written notification should be provided at least 
fourteen (14) days prior to the trip and must be approved by the Director of Attendance. No more than five (5) total absences 
will be excused for family educational trips per school year [Title 22 PA CODE § 11.26]. 

• Family Emergency: An absence resulting from an urgent reason may be excused. PA Cyber shall strictly construe the term 
“urgent reason” as it applies to such absences and such excuse does not permit irregular attendance [Title 22 PA CODE § 
11.25]. 

• Illness or injury: An absence may be excused in which either illness or injury prevents the student from being physically or 
mentally able to participate in school. A note from a Commonwealth licensed practitioner will be required for any student 
missing more than three (3) consecutive school days due to illness or injury [Title 22 PA CODE §11.25]. 

• Maternity Leave: Pregnancy itself does not exempt a student or parents from compulsory attendance laws. Documentation 
from a Commonwealth licensed practitioner is required to excuse a student who is prevented from attending school due to 
pregnancy related illness or complications. In cases of normal pregnancy, only a Commonwealth licensed practitioner’s 
statement will be accepted for excusal to discontinue attendance prior to the birth of a child and resuming attendance after 
the birth. 

• Medical or Dental Appointment: An absence resulting from a medical (health care or therapy) or dental appointment for the 
student may be excused. Students and parents should make every effort possible to schedule appointments outside of 
scheduled live classroom sessions. Notice should be given to the attendance department prior to the absence, except in the 
case of an emergency [Title 24 PA Code § 13-1329] 

• Out-Of-School Program: Students are encouraged to participate in opportunities which provide real world exposure such as 
cooperative education, community service, job shadowing, and/or internships/apprenticeships; however, these 
opportunities should not interfere with any scheduled live sessions. Such absences shall be treated as education trips; 
therefore, no more than five (5) excused absences from a live classroom session will be approved for out-of-school 
opportunities. Approval from the Director of Attendance must be obtained seven (7) days prior to the activity. Non-virtual 
students attending an out-of-school program must still log attendance for the school day in the MySchool portal. 
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• Observance of a Religious Holiday: An absence may be considered excused if the tenets of a bona fide religion, to which the 
student or parent/guardian adheres, require observance of a religious event. Written notification should be provided at least 
fourteen (14) days prior to the holiday and must be approved by the Director of Attendance [Title 22 PA CODE § 11.21]. 

 
Reporting an Excused Absence 

• Electronic Form: Submit the Excusal Request Form found in the Parent Portal and/or Buzz. *Preferred* 
Complete all required fields on electronic form. 

• E-mail: Email attendance@pacyber.org 
Provide the following information: Student’s full name, student ID, grade level, date of absence, reason for 
absence, if the student missed a full school day or specific live classes, and your (parent) name. 

• Telephone: Contact the Attendance Department at 1-888-722-9237, ext. 7718. 
Provide the following information: Student’s full name, student ID, grade level, date of absence, reason for absence, 
if the student missed a full school day or specific live classes, and your (parent) name. 

Any supporting documentation such as, but not limited, to a physician note must be submitted to the school through an email 
attachment to attendance@pacyber.org or faxed to 717-558-0131. The student’s name and student ID should be clearly 
communicated. 

 
Students affected by chronic illness at any time during the school year must provide initial documentation of the diagnosis from a 
Commonwealth licensed practitioner with regard to school attendance. Additionally, parents are required to submit an excuse for all 
absences including absences affected by the illness and absences caused by other reasons. 

 
Classification of Absences 

• Exempt: An absence listed as medical or illness/injury when accompanied by the correct documentation is classified as 
exempt. Such absences are not counted when determining whether the student is out of compliance with state attendance 
laws, as long as verification is provided within the three (3) day limit. 

• Non-exempt: An absence accompanied with a lawful excuse from a parent/guardian within three (3) school days of the return 
to school is classified as non-exempt. (See Excused Absences section for listing of lawful excuses.) Absences classified as non- 
exempt count toward the state attendance law (10 days maximum permitted in a school year). 

• Unexcused (unlawful): An absence which no explanation is given within three (3) school days of the return to school and/or 
an absence which does not meet lawful criteria. (See Unexcused Absences section for listing of unlawful absence reasons.) 
Penalties through the magisterial district justice may be levied for excessive illegal absences (an accumulation of 6 or more, 
consecutive or non-consecutive). 

 
A maximum of ten (10) non-exempt absences may be approved per school year through communicated documentation by the parent. 
Absences accumulating beyond ten (10) cumulative non-exempt school days or the equivalent will require documentation from a 
Commonwealth licensed practitioner. The Director of Attendance holds the right to approve atypical excuses if deemed appropriate 
and necessary. 

 

Unexcused Absences 
If a student has not met the attendance requirements and the school day is not determined to be excused, that day will be considered 
an unexcused/unlawful absence. The following reasons are considered to be unexcused in accordance with the Pennsylvania State 
Attendance Laws: 

 

• Babysitting / Caretaking 

• Chores 

• Gainful employment 

• Hunting, fishing, or other unapproved sporting events 

• Oversleeping 

• Truancy 

• Unapproved educational travel 

• Any other reason not recognized as excused 
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Special Education Considerations   
PA Cyber shall give appropriate consideration to a student’s needs under an existing or proposed IEP, 504 Plan, or other Special 
Education program when evaluating how to serve the student and facilitate student attendance under this policy.   
 
State Testing Attendance 
All students in grades 3-8 and high school are required to participate in PSSA’s, Keystones, and/or other state assessments according 
to the laws outlined by The Pennsylvania Department of Education. An unexcused absence can be recorded for any student who is 
absent on a given testing day and does not participate in testing. 

 

During designated state testing days, the State Testing Attendance Policy supersedes PA Cyber’s traditional attendance policy. If a 
student is absent during an assigned testing day, the absence will be recorded as unexcused unless a valid excuse is provided. 
Completing curriculum coursework instead of the state testing is not considered meeting attendance requirements during that time 
unless otherwise approved by the CEO. 

 
Post-secondary Institutions 
Any student enrolled in college level courses at a community college, 2 - 4 year college, or university must still log attendance for the 
day in the MySchool portal. 

 

PA Cyber Family Link Events / Field Trips / Clubs 
Any student choosing to participate in a school sponsored event would be considered to be in attendance for the school day. Students 
are encouraged to log into the MySchool portal within the same day to log attendance. Otherwise, attendance would be updated upon 
confirmation from the authorized field trip supervisor that the student attended the event. Additionally, students will be excused from 
any live classroom sessions for participation in the school sponsored event. Students should notify their teacher prior to the absence; 
however, notification to the Attendance Department is not necessary. Students are responsible for watching the playback of the missed 
live session and meet all assignment deadlines. 

 

No Internet Access, Power Outage, or Technology Failure 
Internet access, computer access is essential for all cyber school students. In the event of internet failure, power outage, or computer 
failure, all students must have an alternative plan to go to a public library or public Wi-Fi enabled location with computer access to 
complete school work. If an alternate plan is not feasible due to extreme circumstances, notification to the Attendance Department 
must be made within 24 hours. All technology issues preventing daily attendance must be reported and documented with the PA 
Cyber Tech Help Desk in a timely manner. 

 
TRUANCY OVERVIEW 

 

Pennsylvania defines truancy as when a student of compulsory school age accumulates three or more unexcused absences in the 
current school year. Every parent, guardian, or person in a parental relationship who is responsible for a student age six to eighteen is 
responsible for making sure the student of compulsory age attends school on a regular basis. Students who have accumulated six or 
more unexcused absences are considered habitually truant by state law, Act 138 of 2016. Habitual truancy may be subject to legal 
penalties through the local Magisterial District Judge or county court system. 

 
PA Cyber students outside compulsory age are required to meet all attendance requirements to be considered a full-time, active 
student at PA Cyber. Truant students outside of compulsory age will be addressed through PA Cyber’s Code of Conduct requiring  
progressive disciplinary measures to be taken. 

 

Preventing Truancy 
Consistent attendance and progress in coursework are key factors in reaching academic success within our school. Every day a student 
is absent, he/she is missing critical instructional time, which may result in decreased academic performance. Once enrolled with PA 
Cyber, students and their parents will be held accountable for completing work in a manner consistent with the attendance policy and 
the specific requirements of their chosen academic curriculum. 

 
PA Cyber is committed to developing comprehensive approaches to ensure our students and parents are active participants in the 
child’s education. Attendance will be closely tracked by teachers, Principals, Assistant Principals, Special Education Coordinators, and 
the Attendance Department. PA Cyber understands children are truant for many reasons. We are dedicated to understanding and 
addressing such issues. Every effort will be made to keep youth in school and reduce referrals to county courts, child welfare, or 
juvenile justice systems in order to effectively intervene and eliminate truant behavior. 
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School Attendance Improvement Plan 
A School Attendance Improvement Plan (SAIP) is a school-family conference used to address chronic absences and/or academic 
difficulties. Students can be recommended for a SAIP by the Attendance Officer, teacher or other school staff. 

 
Issues addressed will include, but are not limited to: 

1. Appropriateness of the student’s educational environment 
2. Possible elements of the school environment that inhibit student success 
3. Student’s current academic level and needs 
4. Social, emotional, physical, mental and behavioral health issues 

5. Issues concerning family and home environment 
6. Any other issues affecting the student’s success 

 
SAIP meetings are an important step for the student’s continued success; therefore, cooperation and participation by student and 
parent/guardian is mandatory. 

 

Resulting Penalties of Truant Youth 
The law of the Commonwealth of Pennsylvania states that a person may be fined: (1) up to $300 per offense, with court costs, for the 
first offense; (2) up to $500 per offense, with court costs, for the second offense; and (3) up to $750 per offense, with court costs, for 
a third and any and all subsequent offenses. The law allows the court to impose educational parenting classes and community service 
sentences upon parents of a truant student who do not show they took reasonable steps to ensure the student’s school attendance. 
It provides that the parent and student must appear at a hearing before the Magisterial District Judge if pleading “not guilty.” This law 
also provides that truant students can lose their driver’s license for 90 days for a first offense and six months for a second offense. 
Additionally, students under the age of 15 shall be referred to a county children and youth agency for possible disposition as a 
dependent child. The Magisterial District Judge has the ability to suspend all or portions of a sentence if the child is no longer habitually 
truant. 
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GENERAL GUIDELINES 
 

School Policies and Procedures 
 
School policies and procedures are established to protect both employees and students. 
Employees are responsible to be aware of these policies and to apply them consistently. 
This booklet describes some of the most critical emergencies you may face as an em-
ployee and the specific action to take whenever possible. The goal is to obtain immedi-
ate help for all school personal. 
 
 
 
Some terminology in this chart is NIMS (National Incident Management System)  
compliant such as INCIDENT COMMANDER (IC) or INCIDENT COMMAND  
SYSTEM (ICS). What is important to remember about NIMS during moments of crisis 
is that it is designed to be so flexible that an IC can be the first person that deals with a 
crisis. That authority may be relinquished upon the notification of an administrator or 
when a crisis has ended.  
 
 

IMPORTANT NUMBERS 
Police………………………........………………………..……..…. .911 
Fire and Medic Rescue………………………………….……..…… 911 
Children &Youth Services Beaver County.....................…724-891-5800 
Midland Borough Police Department………......................................911 
Ambulance……………………………………….…………………..911 
Heritage Valley Hospital……………………..…...............724-728-7000 
PA Cyber Main Office……………………………………724-643-1180 
 

617 BUILDING ICS TEAM MEMBERS 
Shawn Lanious 
Dean Phillips 
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An EMERGENCY is a situation that must be handled immediately to avoid dan-
ger or to avoid a serious problem. Identify by: observable behavior, reports by a 
credible witness, or clues by the person. 

 
GENERAL GUIDELINES 

1. Keep calm. Do not panic. 
2. Those not directly involved should continue usual activities. Avoid crowds and 

excitement. 
3. Evaluate the situation in terms of 
 a. Immediate risks or danger. 
 b. Who is best to handle this situation? Send for them  
                   immediately. 
 c. What is the most appropriate immediate action to take?  
                  Comfort? First Aid? 
4. Inform building administration to notify IC as soon as possible. 
5. Remain at the scene until relieved. 
6. Keep accurate written records of all pertinent facts and actions taken relative to the 
emergency. Keep a copy of the report you submit. 

a. Enter the time, duration and date. 
 b. List the names of witnesses. 
 c. Describe the condition of the physical location; oily, wet,  etc. 
 d. Describe the emergency situation and condition of persons 
                  involved. 

e. Include relevant comments verbatim, if possible. 
7. Direct outside inquiries to the coordinator/director and refer all media inquiries to     
    Scot Rutledge scot.rutledge@pacyber.org Director of Marketing and Communica-
tions 
 
 
 

FEAR MANAGEMENT 
In this guide there are many things our staff can do when confronted by school crisis. 
The most crucial thing you can remember about this guide is to “STAY CALM - your 
attitude/actions will be mirrored by staff. ” This is referred to as Fear Management or 
remaining calm in the middle of class. Fear Management can minimize harm and 
even save lives in such an instance. 
 

ICS TEAM 
In case of a major traumatic event such as an accident, serious injury or death, which 
affects a number of students or staff, the 617 Building ICS Team will be activated. If a 
staff member becomes aware of such an event, he/she should contact coordinator/
director who will notify the IC and activate the ICS Team. 
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WINTER SAFETY TIPS 
 
FOOTWEAR IS IMPORTANT 
 
1. Rubber soled shoes or boots are less likely to slip on icy surfaces than leather soled 

shoes or high heels. 
2. Worn out soles increase the hazard of slips. Wear footwear with maximum traction. 
3. Carry your dress shoes; wear your boots!! Think safety before fashion. 
4. Watch your footing when getting out of your vehicle. Walk slowly and defensively. 
 
Prevention of winter related slips, trips and falls 
 
1. Put safety before fashion by wearing shoes or boots with slip resistant soles and 

carry your work shoes with you. 
2. Remove as much snow as possible off your shoes before entering the buildings. 
3. Watch for wet floors. If you encounter a wet surface, shorten your stride, point your 

feet out, and don’t cut corners, so you can make wider turns. 
4. Walk! Don’t run 
5. Bending your knees a little and taking slower steps can greatly reduce your chances 

of falling. 
6. Watch where your are walking. 
7. Use handrails on stairs. 
8. Long, loose pant cuffs present a tripping hazard. 
9. Use designated sidewalks and walkways. 
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MEDICAL EMERGENCY 

 
Immediate Action to be taken: 
1. Stay with injured person. DO NOT MOVE PERSON. 
2. Send a staff member to notify the coordinator/director of crisis.  
3. Send another staff member to help with crowd control. 
4. Trained staff will administer first aid. 
5. If an ambulance is needed, request from 911. 
 
Follow-up: 
1. Keep an accurate record of circumstances and actions taken. Nurse or IC may 

need it for further investigation.  
2. Coordinator/director shall file a written report. 

NUCLEAR EMERGENCY EVENT 
 

 How will you learn of a serious nuclear incident 
1. The signal is a steady three-minute signal– not a wailing or warbling signal 
2. When the alert signal is sounded tune your radio or TV to receive the alert mes-

sage. 
            Radio: WBVP 1230 AM, KDKA 1020AM, WMBA 460AM 
            TV: WPXI channel 11, WTAE Channel 4, KDKA channel 2   
 
IF YOU ARE TOLD TO TAKE SHELTER  
1. Close all windows and outside doors 
2. Shut all vents; turn off air conditioning units or turn down heaters 
3. Continue to listen to the EAS radio/TV stations 
4. Remain inside until you are told it’s safe to go out. 
5. Don’t use telephone, leave lines open for emergencies. 
 
IF YOU ARE TOLD TO EVACUATE 
1. Follow instruction promptly and carefully. The main evacuation routes are listed 

below. This is where you should go for temporary accommodations. 
Recommended Routes 
North on Rte. 168 to Rt. 60 North Exit Rt.108, Rt. 108 West to Rts. 317W/551N, Rt. 
317 West to Mohawk High School.      
 
Reception Center: Mohawk High School, Lawrence County 
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NATURAL DISASTERS 
 

SEVERE WEATHER 
(TORNADO) 

 
1. Upon Notification of Severe Weather. Administration will notify the staff/

students of impending weather. 
2. All staff/students will go to the basement. If you don’t have a basement  take 

staff/students to the inner walls of the building. 
3. Stay away from glass windows or doors. 
4. Assume the protective position 
 
 
 
 
 

 
 
 
 
5. Wait for further instructions from administration.  
 
 

EARTH QUAKES 
 

1. Wherever you are, drop down to your hands and knees and hold onto some-
thing sturdy until the shaking stops. 

2. Cover your head and neck with your arms. If a sturdy desk or table is nearby, 
crawl underneath it for shelter. If no shelter is nearby, crawl to an interior wall 
away from windows. Stay on your knees and bent over to protect vital organs. 

3. If you are under a table or desk hold on with one hand and be ready to move 
with it if it moves. 
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HIT THE DECK” 
(Explosion, gunfire is heard) 

 
1. If you recognize immediate danger or hear what sounds like gunshots……shout 

“Get on the floor” to your surrounding staff members. 
2. Ensure everyone immediately drops to the ground and lies flat. 
3. Tell staff to cover their heads with their arms and hands, and don’t move or get 
up. 
4. Remain on the floor until it is safe to move. 
 
 
 
 

WEAPONS 
Action to be taken: 
1. Stay calm. DO NOT try to be heroic! 
2. Position self at a 90 degree angle to person. 
3. Don’t physically attempt to take the weapon. 
4. Contact coordinator/director immediately if possible. 
5. Separate the individual from the group, if possible 
6. Keep yourself and others away from the weapon. 
7. DO NOT TRY TO CONFISCATE THE WEAPON.  
8. Attempt to reason with the individual but do not threaten or blame.  
9. Ask the person to put the weapon down, out of everyone’s reach. 
10. If the individual flees, don’t chase him or her. Observe the direction of the sus-

pect’s      flight to provide police with name, description and if applicable, li-
cense plate. 

 
Follow-up: 
1.  Keep an accurate record of circumstances and actions taken. 
2.  Coordinator/director shall file a written report. 
3.  Debrief with ICS Team. 
4.  Contact counselor for referrals. 
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SUICIDAL IDEATION 

(Hopeless, despairing, helpless, despondent ideas and feel-
ings gesture, note, self-mutilation) 

 
Action to be taken when a student expresses suicidal thoughts: 
1. Contact the school counselor 
2. If the school counselor cannot be reached, contact the principal and the school 

SAP representative. 
3. The school counselor will contact the student’s family. 
4. If the threat is deemed immediate, the school counselor, principal, and SAP repre-

sentative will call home. If the parent/guardian cannot be reached, the school coun-
selor will remain in contact with the student while the principal or SAP representa-
tive calls emergency services. 

 
 

DEATH/SUICIDE 
 

Outside of School Hours 
Action to be taken: 
1. The IC will notify the appropriate staff members 
 
During School Hours 
 
Action to be taken: 
1. Stay with person. 
2. Send someone to notify coordinator/director and the IC. 
3. IC or designee to call 911 immediately and ask for ambulance and police. 
4. Notify ICS Team for assistance. 
5. Have nearest adult help with crowd control. 
6. The IC or designee or coordinator/director will notify parents. 
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FIRE 
Action to be taken: 
1. If fire is minor (i.e. trash can) - extinguish, evacuate area if necessary, and notify 
   coordinator/director immediately. 

2. Pull fire alarm, when the health and safety of students and staff in the building is jeop-
ardized. 

3. Coordinator/director to call police and fire departments. 
4. Lights off and doors shut. Follow the designated evacuation routes. 
5. Account for 100% of students. Check and take your grade book, attendance cards, 

student roster, and sign out sheets with you. Report any missing students and staff to 
coordinator/director immediately. 

6. Do not re-enter until the IC says it is safe. 
7. If inclement weather, do not take coats. Students will be taken to safe location/

building. 
 

Follow-up: 
1.  Keep an accurate record of circumstances, actions taken, and people involved. 
2. Coordinator/director shall file a report. 
 
 
Example 
 Fire alarm goes off 
 Get your students ready to evacuate the building 
 Start evacuating the students out of the building. Make sure you don’t leave anybody 

behind 
 Once outside start accountability of your students 

 Make sure to say all the students names for accountability purposes. 
 If you have all your students, then Great Job!!! Wait on the fire department 
 If you are missing a student, make sure the following people are aware 

 911 Operator/ if the fire fighters haven’t arrived yet. 
 Fire Fighters 
 Staff of Facility (ONLY AT TESTING SITES) 

 Do not re-enter the building until the fire fighters give the okay 
 
Area of Rescue Assistance 
 
An area of rescue assistance, is for individuals with mobility challenges. For varying 
reason’s they require assistance in the event of an emergency and may include: 
 Person’s with disabilities 
 The elderly 
 The  blind 
 Sick people 
 Anyone who can’t access an emergency exit 
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STUDENT OUTBURSTS 
 

Verbal Escalation (Student becomes belligerent, challenges 
authority, loses sight of consequences) 
 
Action to be taken: 
1. Remain calm and non-threatening, ignore their challenges. 
2. Use a soft voice to defuse the situation. 
3. Isolate student, remove audience. 
4. Allow student to vent. 
5. Avoid power struggles. 
 a. Don’t defend your authority. 
 b. Ignore personal attacks. 
 c. Don’t discuss irrelevant issues. 
 d. Stick to the facts. 
6. Depersonalize the situation. 
 a. You’re the professional. 
 b. Don’t challenge them. 
 c. Remember precipitating factors. 
7. Give the student the power to choose. 
8. Escort student to coordinator/director if necessary. 
  
 
Physical (Fights/bullying) 
 
Action to be taken: 
1. Remain calm. 
2. Get help. Call the trained nonviolent crisis intervener. Do not leave the area. 

Send a student to notify the closest adult and, if applicable, security. 
3. Remove any audience. 
4. Use a loud directive to get the attention of the fighters. Direct the fighter who 

makes   eye contact with you to another area. The goal is to get separation be-
tween fighters without stepping in between them. (Your safety is just as im-
portant as the safety of the fighters.) 

5. If no cooperation, remove any object that can be used as a weapon in the fight. 
6. Assess the energy level of the fighters. 
        a. Wait for a lull in the fighting before stepping between the fighters. 
        b. Who is the aggressor? 
        c. The loser will be more willing to comply. 
7. Escort the fighters, separately to the coordinator/director. If anyone is injured, 

call 911. 
 
Follow-up: 
1. Keep an accurate record of circumstances and actions taken. 
2. Coordinator/director shall file a written report. 
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DRUG AND ALCOHOL ABUSE 
(Observed behavior raises suspicion of use) 

 
Action to be taken: 
1. Contact IC. Escort student to, or send for the guidance counselor, coordina-

tor/director  or SAP. 
2. Administrative investigation according to PA Cyber Charter School’s Student 

Code of Conduct 
 a. Parental Contact 
 b. Police Notified 
3. Referral to guidance counselor and SAP. 
 
Follow-up: 
1. Keep an accurate record of the circumstances and action taken. 
2. Coordinator/director shall file a written report. 
 
 

ILLEGAL BEHAVIOR 
(Stealing, selling illegal materials, vandalism, etc.) 

 
Action to be taken: 
1. Document observed behavior. Coordinator/director shall file a written report. 
 a. Date, time, location, type of behavior. 
 b. Description of people involved or near incident. 
2. Notify the IC who will determine need for prosecution and restitution. 
3. If vandalism, the staff shall notify coordinator/director who will immediately 

handle cleanup to discourage further acts. 
4. Coordinator/director shall file a written report. 
 
 

HATE ACTS  
(Including racial slurs, drawings) 

Action to be taken: 
1. Immediately remove any visible drawings, pictures, etc. and give to coordi-
nator/  
   director. 
2. Notify IC, who will decide whether or not to contact police. 
3. Notify psychologist, counselor or SAP who will set up a sensitivity program 

for students involved. 
 
Follow-up: 
1. Keep an accurate record of the circumstances and actions.  
2. Coordinator/director shall file a written report. 
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Fire Extinguisher 
What to do before you use a fire extinguisher 
 Pull the fire alarm and Call 911. Make sure everyone is evacuated out of the area. 

You want to make sure the fire department is on the way. 
 Position yourself accordingly. Always have your back facing an exit in case the fire 

gets out of control. You will still have a way out of the room 
 Make sure you are 6 to 8 feet away from the flames before discharging the extin-

guisher. You can move closer as you extinguish the flames. 
 
How to Operate a Fire Extinguisher 
 Pull the pin. This will also break the tamper seal 
 Aim low, point the extinguisher nozzle at the base of the fire 
 Squeeze the handle to release the extinguisher agent. 
 Sweep side to side at the base of the fire until it appears to be out 
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BOMB SCARE 
(Call comes to office/staff) 

Action to be taken: 
1. Whoever receives the call is to trace it if possible.  
2. Complete the Bomb Threat Checklist. 
3. Notify coordinator/director. 
4. IC will notify police, fire and school officials. 
5. IC will call for evacuation of the building by announcing “Teachers, please organ-

ize your students for a special assembly in the lobby.” 
6. Follow the designated evacuation routes, unless you are notified otherwise.  
     Stay Calm! 
7. Take grade book, attendance cards, student rosters, and sign out sheets to account   

for 100% of the students/staff outside of the building. 
8. If students/staff are missing, report their names to IC. 
9. If inclement weather, do no take coats. Students will be taken to a safe location/

building. 
10. Notify IC of any students who are extremely upset. 
 
IF ANY STAFF MEMBER IS INFORMED OF A BOMB OR THREAT:  
NOTIFY THE IC AND FOLLOW #2 THROUGH #9 LISTED ABOVE. 
 
Follow-up: 
1. Keep an accurate record of the circumstances and actions taken. Send copy to the 

IC. 
2. Coordinator/director shall file a written report. 
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CHILD ABUSE AND NEGLECT 
 

If child abuse is suspected, the law requires you to immediately make an oral report 
of suspected child abuse via the Statewide toll-free telephone number ChildLine at 1-
800-932-0313.  If you make an oral report to ChildLine you must follow-up with a 
written report, which may be submitted electronically, within 48 hours.  Your super-
visor may assist you in making the report as long as they don’t interfere in any way 
with the making of the report.  Afterward, you should inform your supervisor about 
the report. 
 
ChildLine will forward the report to the appropriate county child welfare agency, 
who will investigate the circumstances and proceed with whatever action is needed to 
insure the safety of the child.  You will be told the final status of the case and any 
services provided to the child/family. 

 
 
 
 

BE AWARE OF YOUR SURROUNDINGS 
 

Action to be taken: 
1. Report all strange vehicles to IC immediately. 
2. Report all suspicious person to the IC immediately. 
3. Repot all suspicious packages to the IC immediately 
4. IC should follow up with the local police. 
 
Follow-up: 
1. The IC will inform the ICS team of the incident. 
2. Coordinator/director shall file a written report.  
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HOSTAGE SITUATION 
 

GUIDELINES 
 
Handling a hostage situation will be coordinated with police personnel. 617 Building 
staff will be directed by the 617 IC who will be cooperating with the police. At 
times, police authorities cannot always be waited upon to take  
prudent action. Use discretion and “Fear Management” techniques to minimize harm 
to staff. DO NOT USE THE FIRE ALARM. 
 
IF YOU ARE THE HOSTAGE 
1. Do not agitate the captor (s). 
2. Do not provide more aid and support to the captor (s) than is essential to the  

survival of the staff and yourself. 
3. Use prudent judgment in following the directions of the captor (s). 
4. Try to establish a person-to-person relationship with the captor (s). 
 
IF YOU OBSERVE A HOSTAGE BEING TAKEN 
1. Immediately notify IC/coordinator/director and security, if applicable.  
2. The IC should take whatever action is necessary to stabilize the incident and  

provide for the safety of the staff. 
3. STOP: DO NOT APPROACH THE PERSON - DO NOT TRY TO  
    CONFISCATE A WEAPON. 
4. Ask the person in a calm voice for permission to evacuate the rest of the staff. 
5. Evacuate calmly and quietly if permitted. 
6. If evacuation is not allowed, keep talking with the person until police arrive. 
7. Ask, “What is wrong?” or “What do you want?” 
8. When police arrive do as they advise. 
9. Report as many details as you observe. 
 a. Location of the abduction. 
 b. Number of captors. 
 c. Appearance of captors. 
 d. Weapons: types, numbers. 
 e. Number of hostages. 
 f. Demands of the captors. 
10. In an open area, use the evacuation plan to get as many staff as possible away. 
11. Staff will be told room by room where to evacuate to.  
 
Follow-up: 
Coordinator/director shall file a written report. 
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DANGEROUS INTRUDER/ACTIVE SHOOTER 
 

An Active Shooter is an individual actively engaged in killing or attempting to kill 
people in a confined and populated area; in most cases, active shooters use firearms 
and there is no pattern or method to their selection of victims. 
 
Active shooter situations are unpredictable and evolve quickly. Typically, the imme-
diate deployment of law enforcement is required to stop the shooting and mitigate 
harm to victims. 
 
Because active shooter situations are often over with in 10 to 15 minutes, before law 
enforcement arrives on the scene, individuals must be prepared both mentally and 
physically to deal with an active shooter situation. Put yourself into RUN HIDE 
FIGHT MODE. 
 
HOW TO RESPOND WHEN AN ACTIVE SHOOTER IS IN YOUR VICINITY 
 
Quickly determine the most reasonable way to protect your own life. Remember that 
customers and clients are likely to follow the lead of employees and managers during 
and active shooter situation. 
 
1. RUN 
     If there is an accessible escape path, attempt to evacuate the premises. Be sure to: 

 Have an escape route and plan in mind 
 Evacuate regardless of whether others agree to follow 
 Leave your belongings behind 
 Help others escape, if possible 
 Prevent individuals from entering an area where the active shooter may 

be 
 Keep your hands visible 
 Follow the instructions of any police officers 
 Do not attempt to move wounded people 
 Call 911 when you are safe 

 
Getting out is by far the best option if you believe you can escape safely. This is why 
it is a good idea to make mental notes of means of escape wherever you may be in the 
building. If you hear something that could be gunshots, don’t wait: evacuate.  
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 2. HIDE 
 
If  evacuation is not possible, find a place to hide where the active shooter is less              
likely to find you. A pre-determined code phrase such as “Green” will assure the au-
thenticity of the lifting of the lockdown procedures. 
 
Your hiding place should: 

 Be out of the active shooter’s view 
 Provide protection if shots are fired in your direction (example: an office 

with a closed and locked door) 
 Don’t trap yourself or restrict your options for movement 

 
To prevent an active shooter from entering your hiding place: 

 Lock the door 
 Blockade the door with heavy furniture 

 
If the active shooter is nearby: 

 Lock the door 
 Silence your cell phone  
 Turn off  lights 
 Hide behind large items ( cabinets, desks) 
 Remain quiet 

 
If evacuation and hiding out are not possible: 

 Remain calm 
 Dial 911, if possible, to alert police to the active shooter’s location 
 If you cannot speak, leave the line open and allow the dispatcher to listen 

 
 
3. FIGHT 
 
As a last resort, and only when your life is in imminent danger, attempt to disrupt and/or 
incapacitate the active shooter  by: 

 Acting as aggressively as possible against the shooter 
 Throwing items and improvising weapons 
 Yelling 
 Committing to your actions 

 
4. Police Actions 
 
The first officers to arrive to the scene will not stop to help injured persons. Expect res-
cue teams to follow the initial officers. These rescue teams will treat and remove any 
injured persons. They may also call upon able-bodied individuals to assist in removing 
the wounded from the premises 
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HARD LOCKDOWN VS SOFT LOCKDOWN 
 

Hard Lockdown 
 Nobody goes in or out of the building 
 All Staff and Students are in their designated lockdown rooms 
 
 

Soft Lockdown  
 Staff and Students can move freely in the building 
 No visitors are allowed in the building 
 Students arriving for class at the Regional Offices are allowed in. 

Students are allowed to leave once class has finished.  
 Staff are not allowed to leave 
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GENERAL GUIDELINES 

 
School Policies and Procedures 

 
School policies and procedures are established to protect both employees and students. 
Employees are responsible to be aware of these policies and to apply them consistently. 
This booklet describes some of the most critical emergencies you may face as an em-
ployee and the specific action to take whenever possible. The goal is to obtain immedi-
ate help for  all school personal. 
 
 
Some terminology in this chart is NIMS (National Incident Management System)  
compliant such as INCIDENT COMMANDER (IC) or INCIDENT COMMAND  
SYSTEM (ICS). What is important to remember about NIMS during moments of crisis 
is that it is designed to be so flexible that an IC can be the first person that deals with a 
crisis. That authority may be relinquished upon the notification of an administrator or 
when a crisis has ended.  
 
 

IMPORTANT NUMBERS 
Police………………………........………………………..……..…. .911 
Fire and Medic Rescue………………………………….……..…… 911 
Children &Youth Services Beaver County.....................…724-891-5800 
Midland Borough Police Department………......................................911 
Ambulance……………………………………….…………………..911 
Heritage Valley Hospital……………………..…...............724-728-7000 
PA Cyber Main Office……………………………………724-643-1180 

 
652 BUILDING ICS TEAM MEMBERS 

Eric Woelfel 
Alan Fritz 
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An EMERGENCY is a situation that must be handled immediately to avoid dan-
ger or to avoid a serious problem. Identify by: observable behavior, reports by a 
credible witness, or clues by the person. 

 
GENERAL GUIDELINES 

1. Keep calm. Do not panic. 
2. Those not directly involved should continue usual activities. Avoid crowds and ex-

citement. 
3. Evaluate the situation in terms of 
 a. Immediate risks or danger. 
 b. Who is best to handle this situation? Send for them  
                   immediately. 
 c. What is the most appropriate immediate action to take?  
                  Comfort? First Aid? 
4. Inform building administration to notify IC as soon as possible. 
5. Remain at the scene until relieved. 
6. Keep accurate written records of all pertinent facts and actions taken relative to the 
emergency. Keep a copy of the report you submit. 

a. Enter the time, duration and date. 
 b. List the names of witnesses. 
 c. Describe the condition of the physical location; oily, wet,  etc. 
 d. Describe the emergency situation and condition of persons 
                  involved. 

e. Include relevant comments verbatim, if possible. 
7. Direct outside inquiries to the coordinator/director and refer all media inquiries to 
Scot Rutledge scot.rutledge@pacyber.org Director of Marketing and Communications 
 
 

FEAR MANAGEMENT 
In this guide there are many things our staff can do when confronted by school crisis. 
The most crucial thing you can remember about this guide is to “STAY CALM - your 
attitude/actions will be mirrored by staff. ” This is referred to as Fear Management or 
remaining calm in the middle of class. Fear Management can minimize harm and even 
save lives in such an instance. 
 

ICS TEAM 
In case of a major traumatic event such as an accident, serious injury or death, which 
affects a number of students or staff, the 652 Building ICS Team will be activated. If a 
staff member becomes aware of such an event, he/she should contact coordinator/
director who will notify the IC and activate the ICS Team. 
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WINTER SAFETY TIPS 

 
FOOTWEAR IS IMPORTANT 
 
1. Rubber soled shoes or boots are less likely to slip on icy surfaces than leather 

soled shoes or high heels. 
2. Worn out soles increase the hazard of slips. Wear footwear with maximum trac-

tion. 
3. Carry your dress shoes; wear your boots!! Think safety before fashion. 
4. Watch your footing when getting out of your vehicle. Walk slowly and defen-

sively. 
 
Prevention of winter related slips, trips and falls 
 
1. Put safety before fashion by wearing shoes or boots with slip resistant soles and 

carry your work shoes with you. 
2. Remove as much snow as possible off your shoes before entering the buildings. 
3. Watch for wet floors. If you encounter a wet surface, shorten your stride, point 

your feet out, and don’t cut corners, so you can make wider turns. 
4. Walk! Don’t run 
5. Bending your knees a little and taking slower steps can greatly reduce your 

chances of falling. 
6. Watch where your are walking. 
7. Use handrails on stairs. 
8. Long, loose pant cuffs present a tripping hazard. 
9. Use designated sidewalks and walkways. 
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MEDICAL EMERGENCY 

 
Immediate Action to be taken: 
1. Stay with injured person. DO NOT MOVE PERSON. 
2. Send a staff member to notify the coordinator/director of crisis.  
3. Send another staff member to help with crowd control. 
4. Trained staff will administer first aid. 
5. If an ambulance is needed, request from 911. 
 
Follow-up: 
1. Keep an accurate record of circumstances and actions taken. Nurse or IC may 

need it for further investigation.  
2. Coordinator/director shall file a written report. 

NUCLEAR EMERGENCY EVENT 
 

 How will you learn of a serious nuclear incident 
1. The signal is a steady three-minute signal– not a wailing or warbling signal 
2. When the alert signal is sounded tune your radio or TV to receive the alert mes-

sage. 
            Radio: WBVP 1230 AM, KDKA 1020AM, WMBA 460AM 
            TV: WPXI channel 11, WTAE Channel 4, KDKA channel 2   
 
IF YOU ARE TOLD TO TAKE SHELTER  
1. Close all windows and outside doors 
2. Shut all vents; turn off air conditioning units or turn down heaters 
3. Continue to listen to the EAS radio/TV stations 
4. Remain inside until you are told it’s safe to go out. 
5. Don’t use telephone, leave lines open for emergencies. 
 
IF YOU ARE TOLD TO EVACUATE 
1. Follow instruction promptly and carefully. The main evacuation routes are listed 

below. This is where you should go for temporary accommodations. 
Recommended Routes 
North on Rte. 168 to Rt. 60 North Exit Rt.108, Rt. 108 West to Rts. 317W/551N, Rt. 
317 West to Mohawk High School.      
 
Reception Center: Mohawk High School, Lawrence County 
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NATURAL DISASTERS 

 
SEVERE WEATHER 

(TORNADO) 
 

1. Upon Notification of Severe Weather. Administration will notify the staff/students 
of impending weather. 

2. All staff/students will go to the basement. If you don’t have a basement  take staff/
students to the inner walls of the building. 

3. Stay away from glass windows or doors. 
4. Assume the protective position 
 
 

 
 
 

 
 
 
 
 
5. Wait for further instructions from administration.  
 
 

EARTH QUAKES 
 

1. Wherever you are, drop down to your hands and knees and hold onto something 
sturdy until the shaking stops. 

2. Cover your head and neck with your arms. If a sturdy desk or table is nearby, crawl 
underneath it for shelter. If no shelter is nearby, crawl to an interior wall away from 
windows. Stay on your knees and bent over to protect vital organs. 

3. If you are under a table or desk hold on with one hand and be ready to move with it 
if it moves. 
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“HIT THE DECK” 
(Explosion, gunfire is heard) 

 
1. If you recognize immediate danger or hear what sounds like gunshots……shout 

“Get on the floor” to your surrounding staff members. 
2. Ensure everyone immediately drops to the ground and lies flat. 
3. Tell staff to cover their heads with their arms and hands, and don’t move or get 
up. 
4. Remain on the floor until it is safe to move. 
 
 

 
 

WEAPONS 
Action to be taken: 
1. Stay calm. DO NOT try to be heroic! 
2. Position self at a 90 degree angle to person. 
3. Don’t physically attempt to take the weapon. 
4. Contact coordinator/director immediately if possible. 
5. Separate the individual from the group, if possible 
6. Keep yourself and others away from the weapon. 
7. DO NOT TRY TO CONFISCATE THE WEAPON.  
8. Attempt to reason with the individual but do not threaten or blame.  
9. Ask the person to put the weapon down, out of everyone’s reach. 
10. If the individual flees, don’t chase him or her. Observe the direction of the sus-

pect’s      flight to provide police with name, description and if applicable, li-
cense plate. 

 
Follow-up: 
1.  Keep an accurate record of circumstances and actions taken. 
2.  Coordinator/director shall file a written report. 
3.  Debrief with ICS Team. 
4.  Contact counselor for referrals. 
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SUICIDAL IDEATION 

(Hopeless, despairing, helpless, despondent ideas and feel-
ings gesture, note, self-mutilation) 

Action to be taken when a student expresses suicidal thoughts: 
1. Contact the school counselor 
2. If the school counselor cannot be reached, contact the principal and the school 

SAP representative. 
3. The school counselor will contact the student’s family. 
4. If the threat is deemed immediate, the school counselor, principal, and SAP repre-

sentative will call home. If the parent/guardian cannot be reached, the school 
counselor will remain in contact with the student while the principal or SAP repre-
sentative calls emergency services. 

 
 

DEATH/SUICIDE 
 

Outside of School Hours 
Action to be taken: 
1. The IC will notify the appropriate staff members 
 
During School Hours 
 
Action to be taken: 
1. Stay with person. 
2. Send someone to notify coordinator/director and the IC. 
3. IC or designee to call 911 immediately and ask for ambulance and police. 
4. Notify ICS Team for assistance. 
5. Have nearest adult help with crowd control. 
6. The IC or designee or coordinator/director will notify parents. 
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FIRE 
Action to be taken: 
1. If fire is minor (i.e. trash can) - extinguish, evacuate area if necessary, and notify 
   coordinator/director immediately. 

2. Pull fire alarm, when the health and safety of students and staff in the building is 
jeopardized. 

3. Coordinator/director to call police and fire departments. 
4. Lights off and doors shut. Follow the designated evacuation routes. 
5. Account for 100% of students. Check and take your grade book, attendance cards, 

student roster, and sign out sheets with you. Report any missing students and staff 
to coordinator/director immediately. 

6. Do not re-enter until the IC says it is safe. 
7. If inclement weather, do not take coats. Students will be taken to safe location/

building. 
 

Follow-up: 
1.  Keep an accurate record of circumstances, actions taken, and people involved. 
2. Coordinator/director shall file a report. 
 
 
Example 
 Fire alarm goes off 
 Get your students ready to evacuate the building 
 Start evacuating the students out of the building. Make sure you don’t leave any-

body behind 
 Once outside start accountability of your students 

 Make sure to say all the students names for accountability purposes. 
 If you have all your students, then Great Job!!! Wait on the fire department 
 If you are missing a student, make sure the following people are aware 

 911 Operator/ if the fire fighters haven’t arrived yet. 
 Fire Fighters 
 Staff of Facility (ONLY AT TESTING SITES) 

 Do not re-enter the building until the fire fighters give the okay 
 
Area of Rescue Assistance 
 
An area of rescue assistance, is for individuals with mobility challenges. For varying 
reason’s they require assistance in the event of an emergency and may include: 
 Person’s with disabilities 
 The elderly 
 The  blind 
 Sick people 
 Anyone who can’t access an emergency exit 
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STUDENT OUTBURSTS 

 
Verbal Escalation (Student becomes belligerent, challenges au-
thority, loses sight of consequences) 
 
Action to be taken: 
1. Remain calm and non-threatening, ignore their challenges. 
2. Use a soft voice to defuse the situation. 
3. Isolate student, remove audience. 
4. Allow student to vent. 
5. Avoid power struggles. 
 a. Don’t defend your authority. 
 b. Ignore personal attacks. 
 c. Don’t discuss irrelevant issues. 
 d. Stick to the facts. 
6. Depersonalize the situation. 
 a. You’re the professional. 
 b. Don’t challenge them. 
 c. Remember precipitating factors. 
7. Give the student the power to choose. 
8. Escort student to coordinator/director if necessary. 
  
 
Physical (Fights/bullying) 
 
Action to be taken: 
1. Remain calm. 
2. Get help. Call the trained nonviolent crisis intervener. Do not leave the area. Send a 

student to notify the closest adult and, if applicable, security. 
3. Remove any audience. 
4. Use a loud directive to get the attention of the fighters. Direct the fighter who makes   

eye contact with you to another area. The goal is to get separation between fighters 
without stepping in between them. (Your safety is just as important as the safety of 
the fighters.) 

5. If no cooperation, remove any object that can be used as a weapon in the fight. 
6. Assess the energy level of the fighters. 
        a. Wait for a lull in the fighting before stepping between the fighters. 
        b. Who is the aggressor? 
        c. The loser will be more willing to comply. 
7. Escort the fighters, separately to the coordinator/director. If anyone is injured, call 

911. 
 
Follow-up: 
1. Keep an accurate record of circumstances and actions taken. 
2. Coordinator/director shall file a written report. 
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DRUG AND ALCOHOL ABUSE 
(Observed behavior raises suspicion of use) 

 
Action to be taken: 
1. Contact IC. Escort student to, or send for the guidance counselor, coordina-

tor/director  or SAP. 
2. Administrative investigation according to PA Cyber Charter School’s Student 

Code of Conduct 
 a. Parental Contact 
 b. Police Notified 
3. Referral to guidance counselor and SAP. 
 
Follow-up: 
1. Keep an accurate record of the circumstances and action taken. 
2. Coordinator/director shall file a written report. 
 
 

ILLEGAL BEHAVIOR 
(Stealing, selling illegal materials, vandalism, etc.) 

 
Action to be taken: 
1. Document observed behavior. Coordinator/director shall file a written report. 
 a. Date, time, location, type of behavior. 
 b. Description of people involved or near incident. 
2. Notify the IC who will determine need for prosecution and restitution. 
3. If vandalism, the staff shall notify coordinator/director who will immediately 

handle cleanup to discourage further acts. 
4. Coordinator/director shall file a written report. 
 
 

HATE ACTS  
(Including racial slurs, drawings) 

Action to be taken: 
1. Immediately remove any visible drawings, pictures, etc. and give to coordi-
nator/  
   director. 
2. Notify IC, who will decide whether or not to contact police. 
3. Notify psychologist, counselor or SAP who will set up a sensitivity program 

for students involved. 
 
Follow-up: 
1. Keep an accurate record of the circumstances and actions.  
2. Coordinator/director shall file a written report. 
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Fire Extinguisher 
What to do before you use a fire extinguisher 
 Pull the fire alarm and Call 911. Make sure everyone is evacuated out of the area. 

You want to make sure the fire department is on the way. 
 Position yourself accordingly. Always have your back facing an exit in case the fire 

gets out of control. You will still have a way out of the room 
 Make sure you are 6 to 8 feet away from the flames before discharging the extin-

guisher. You can move closer as you extinguish the flames. 
 
How to Operate a Fire Extinguisher 
 Pull the pin. This will also break the tamper seal 
 Aim low, point the extinguisher nozzle at the base of the fire 
 Squeeze the handle to release the extinguisher agent. 
 Sweep side to side at the base of the fire until it appears to be out 
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BOMB SCARE 
(Call comes to office/staff) 

Action to be taken: 
1. Whoever receives the call is to trace it if possible.  
2. Complete the Bomb Threat Checklist. 
3. Notify coordinator/director. 
4. IC will notify police, fire and school officials. 
5. IC will call for evacuation of the building by announcing “Teachers, please organ-

ize your students for a special assembly in the lobby.” 
6. Follow the designated evacuation routes, unless you are notified otherwise.  
     Stay Calm! 
7. Take grade book, attendance cards, student rosters, and sign out sheets to account   

for 100% of the students/staff outside of the building. 
8. If students/staff are missing, report their names to IC. 
9. If inclement weather, do no take coats. Students will be taken to a safe location/

building. 
10. Notify IC of any students who are extremely upset. 
 
IF ANY STAFF MEMBER IS INFORMED OF A BOMB OR THREAT:  
NOTIFY THE IC AND FOLLOW #2 THROUGH #9 LISTED ABOVE. 
 
Follow-up: 
1. Keep an accurate record of the circumstances and actions taken. Send copy to the 

IC. 
2. Coordinator/director shall file a written report. 
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CHILD ABUSE AND NEGLECT 

 
If child abuse is suspected, the law requires you to immediately make an oral report of 
suspected child abuse via the Statewide toll-free telephone number ChildLine at 1-800-
932-0313.  If you make an oral report to ChildLine you must follow-up with a written 
report, which may be submitted electronically, within 48 hours.  Your supervisor may 
assist you in making the report as long as they don’t interfere in any way with the making 
of the report.  Afterward, you should inform your supervisor about the report. 
 
ChildLine will forward the report to the appropriate county child welfare agency, who 
will investigate the circumstances and proceed with whatever action is needed to insure 
the safety of the child.  You will be told the final status of the case and any services pro-
vided to the child/family. 

 
 
 
 

BE AWARE OF YOUR SURROUNDINGS 
 

Action to be taken: 
1. Report all strange vehicles to IC immediately. 
2. Report all suspicious person to the IC immediately. 
3. Repot all suspicious packages to the IC immediately 
4. IC should follow up with the local police. 
 
Follow-up: 
1. The IC will inform the ICS team of the incident. 
2. Coordinator/director shall file a written report.  
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HOSTAGE SITUATION 
 

GUIDELINES 
 
Handling a hostage situation will be coordinated with police personnel. 652 Building 
staff will be directed by the 652 IC who will be cooperating with the police. At times, 
police authorities cannot always be waited upon to take  
prudent action. Use discretion and “Fear Management” techniques to minimize harm 
to staff. DO NOT USE THE FIRE ALARM. 
 
IF YOU ARE THE HOSTAGE 
1. Do not agitate the captor (s). 
2. Do not provide more aid and support to the captor (s) than is essential to the  

survival of the staff and yourself. 
3. Use prudent judgment in following the directions of the captor (s). 
4. Try to establish a person-to-person relationship with the captor (s). 
 
IF YOU OBSERVE A HOSTAGE BEING TAKEN 
1. Immediately notify IC/coordinator/director and security, if applicable.  
2. The IC should take whatever action is necessary to stabilize the incident and  

provide for the safety of the staff. 
3. STOP: DO NOT APPROACH THE PERSON - DO NOT TRY TO  
    CONFISCATE A WEAPON. 
4. Ask the person in a calm voice for permission to evacuate the rest of the staff. 
5. Evacuate calmly and quietly if permitted. 
6. If evacuation is not allowed, keep talking with the person until police arrive. 
7. Ask, “What is wrong?” or “What do you want?” 
8. When police arrive do as they advise. 
9. Report as many details as you observe. 
 a. Location of the abduction. 
 b. Number of captors. 
 c. Appearance of captors. 
 d. Weapons: types, numbers. 
 e. Number of hostages. 
 f. Demands of the captors. 
10. In an open area, use the evacuation plan to get as many staff as possible away. 
11. Staff will be told room by room where to evacuate to.  
 
Follow-up: 
Coordinator/director shall file a written report. 
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DANGEROUS INTRUDER/ACTIVE SHOOTER 
 

An Active Shooter is an individual actively engaged in killing or attempting to kill 
people in a confined and populated area; in most cases, active shooters use firearms 
and there is no pattern or method to their selection of victims. 
 
Active shooter situations are unpredictable and evolve quickly. Typically, the imme-
diate deployment of law enforcement is required to stop the shooting and mitigate 
harm to victims. 
 
Because active shooter situations are often over with in 10 to 15 minutes, before law 
enforcement arrives on the scene, individuals must be prepared both mentally and 
physically to deal with an active shooter situation. Put yourself into RUN HIDE 
FIGHT MODE. 
 
HOW TO RESPOND WHEN AN ACTIVE SHOOTER IS IN YOUR VICINITY 
 
Quickly determine the most reasonable way to protect your own life. Remember that 
customers and clients are likely to follow the lead of employees and managers during 
and active shooter situation. 
 
1. RUN 
     If there is an accessible escape path, attempt to evacuate the premises. Be sure to: 

 Have an escape route and plan in mind 
 Evacuate regardless of whether others agree to follow 
 Leave your belongings behind 
 Help others escape, if possible 
 Prevent individuals from entering an area where the active shooter may 

be 
 Keep your hands visible 
 Follow the instructions of any police officers 
 Do not attempt to move wounded people 
 Call 911 when you are safe 

 
Getting out is by far the best option if you believe you can escape safely. This is why 
it is a good idea to make mental notes of means of escape wherever you may be in the 
building. If you hear something that could be gunshots, don’t wait: evacuate.  
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2. HIDE 
If  evacuation is not possible, find a place to hide where the active shooter is less              
likely to find you. A pre-determined code phrase such as “Green” will assure the 
authenticity of the lifting of the lockdown procedures. 
 
Your hiding place should: 

 Be out of the active shooter’s view 
 Provide protection if shots are fired in your direction (example: an 

office with a closed and locked door) 
 Don’t trap yourself or restrict your options for movement 

 
To prevent an active shooter from entering your hiding place: 

 Lock the door 
 Blockade the door with heavy furniture 

 
If the active shooter is nearby: 

 Lock the door 
 Silence your cell phone  
 Turn off  lights 
 Hide behind large items ( cabinets, desks) 
 Remain quiet 

 
If evacuation and hiding out are not possible: 

 Remain calm 
 Dial 911, if possible, to alert police to the active shooter’s location 
 If you cannot speak, leave the line open and allow the dispatcher to 

listen 
 
 
3. FIGHT 
 
As a last resort, and only when your life is in imminent danger, attempt to disrupt 
and/or incapacitate the active shooter  by: 

 Acting as aggressively as possible against the shooter 
 Throwing items and improvising weapons 
 Yelling 
 Committing to your actions 

 
4. Police Actions 
 
The first officers to arrive to the scene will not stop to help injured persons. Expect 
rescue teams to follow the initial officers. These rescue teams will treat and remove 
any injured persons. They may also call upon able-bodied individuals to assist in 
removing the wounded from the premises 
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HARD LOCKDOWN VS SOFT LOCKDOWN 

 
Hard Lockdown 

 Nobody goes in or out of the building 
 All Staff and Students are in their designated lockdown rooms 
 
 

Soft Lockdown  
 Staff and Students can move freely in the building 
 No visitors are allowed in the building 
 Students arriving for class at the Regional Offices are allowed in. Stu-

dents are allowed to leave once class has finished.  
 Staff are not allowed to leave 
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GENERAL GUIDELINES 

 
School Policies and Procedures 

 
School policies and procedures are established to protect both employees and students. 
Employees are responsible to be aware of these policies and to apply them consistently. 
This booklet describes some of the most critical emergencies you may face as an em-
ployee and the specific action to take whenever possible. The goal is to obtain immedi-
ate help for all school personal. 
 
 
Some terminology in this chart is NIMS (National Incident Management System)  
compliant such as INCIDENT COMMANDER (IC) or INCIDENT COMMAND  
SYSTEM (ICS). What is important to remember about NIMS during moments of crisis 
is that it is designed to be so flexible that an IC can be the first person that deals with a 
crisis. That authority may be relinquished upon the notification of an administrator or 
when a crisis has ended.  
 
 

IMPORTANT NUMBERS 
Police………………………........………………………..……..…. .911 
Fire and Medic Rescue………………………………….……..…… 911 
Children &Youth Services Beaver County.....................…724-891-5800 
Midland Borough Police Department………......................................911 
Ambulance……………………………………….…………………..911 
Heritage Valley Hospital……………………..…...............724-728-7000 
PA Cyber Main Office……………………………………724-643-1180 
 

722 BUILDING ICS TEAM MEMBERS 
Eric Winters 
Ryan Miller 
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An EMERGENCY is a situation that must be handled immediately to avoid dan-
ger or to avoid a serious problem. Identify by: observable behavior, reports by a 
credible witness, or clues by the person. 

 
GENERAL GUIDELINES 

1. Keep calm. Do not panic. 
2. Those not directly involved should continue usual activities. Avoid crowds and ex-

citement. 
3. Evaluate the situation in terms of 
 a. Immediate risks or danger. 
 b. Who is best to handle this situation? Send for them  
                   immediately. 
 c. What is the most appropriate immediate action to take?  
                  Comfort? First Aid? 
4. Inform building administration to notify IC as soon as possible. 
5. Remain at the scene until relieved. 
6. Keep accurate written records of all pertinent facts and actions taken relative to the 
emergency. Keep a copy of the report you submit. 

a. Enter the time, duration and date. 
 b. List the names of witnesses. 
 c. Describe the condition of the physical location; oily, wet,  etc. 
 d. Describe the emergency situation and condition of persons 
                  involved. 

e. Include relevant comments verbatim, if possible. 
7. Direct outside inquiries to the coordinator/director and refer all media inquiries to  
Scot Rutledge scot.rutledge@pacyber.org Director of Marketing and Communications 
 

 
 

FEAR MANAGEMENT 
In this guide there are many things our staff can do when confronted by school crisis. 
The most crucial thing you can remember about this guide is to “STAY CALM - your 
attitude/actions will be mirrored by staff. ” This is referred to as Fear Management or 
remaining calm in the middle of class. Fear Management can minimize harm and even 
save lives in such an instance. 
 

ICS TEAM 
In case of a major traumatic event such as an accident, serious injury or death, which 
affects a number of students or staff, the 722 Building ICS Team will be activated. If a 
staff member becomes aware of such an event, he/she should contact coordinator/
director who will notify the IC and activate the ICS Team. 
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WINTER SAFETY TIPS 
 
FOOTWEAR IS IMPORTANT 
 
1. Rubber soled shoes or boots are less likely to slip on icy surfaces than leather soled 

shoes or high heels. 
2. Worn out soles increase the hazard of slips. Wear footwear with maximum traction. 
3. Carry your dress shoes; wear your boots!! Think safety before fashion. 
4. Watch your footing when getting out of your vehicle. Walk slowly and defensively. 
 
Prevention of winter related slips, trips and falls 
 
1. Put safety before fashion by wearing shoes or boots with slip resistant soles and 

carry your work shoes with you. 
2. Remove as much snow as possible off your shoes before entering the buildings. 
3. Watch for wet floors. If you encounter a wet surface, shorten your stride, point your 

feet out, and don’t cut corners, so you can make wider turns. 
4. Walk! Don’t run 
5. Bending your knees a little and taking slower steps can greatly reduce your chances 

of falling. 
6. Watch where your are walking. 
7. Use handrails on stairs. 
8. Long, loose pant cuffs present a tripping hazard. 
9. Use designated sidewalks and walkways. 

3  

 
TABLE OF CONTENTS  

 
 
Medical Emergency   Page 4 
 
Nuclear Emergency Event  Page 4 
 
Suicidal Ideation     Page 5 
 
Death/Suicide    Page 5 
 
Fire     Page 6 
 
Bomb Scare    Page 8 
  
Dangerous Intruder/Active Shooter  Page 9 
 
Hard Lockdown VS Soft Lockdown Page 11 
 
Hostage Situation    Page 12 
 
Child Abuse & Neglect     Page 13 
 
Be Aware of Your Surroundings  Page 13 
 
Drug & Alcohol Abuse     Page 14 
 
Illegal Behavior  Page 14 
 
Hate Acts  Page 14 
 
Student Outburst  Page 15 
 
Physical (Fights/Bulling)   Page 15 
 
Hit the Deck/ Weapons  Page 16 
 
Natural Disasters  Page 17 
 
Winter Safety Tips  Page 18 
 
General Guidelines  Page 19 



4  

 
MEDICAL EMERGENCY 

 
Immediate Action to be taken: 
1. Stay with injured person. DO NOT MOVE PERSON. 
2. Send a staff member to notify the coordinator/director of crisis.  
3. Send another staff member to help with crowd control. 
4. Trained staff will administer first aid. 
5. If an ambulance is needed, request from 911. 
 
Follow-up: 
1. Keep an accurate record of circumstances and actions taken. Nurse or IC may 

need it for further investigation.  
2. Coordinator/director shall file a written report. 

NUCLEAR EMERGENCY EVENT 
 

 How will you learn of a serious nuclear incident 
1. The signal is a steady three-minute signal– not a wailing or warbling signal 
2. When the alert signal is sounded tune your radio or TV to receive the alert mes-

sage. 
            Radio: WBVP 1230 AM, KDKA 1020AM, WMBA 460AM 
            TV: WPXI channel 11, WTAE Channel 4, KDKA channel 2   
 
IF YOU ARE TOLD TO TAKE SHELTER  
1. Close all windows and outside doors 
2. Shut all vents; turn off air conditioning units or turn down heaters 
3. Continue to listen to the EAS radio/TV stations 
4. Remain inside until you are told it’s safe to go out. 
5. Don’t use telephone, leave lines open for emergencies. 
 
IF YOU ARE TOLD TO EVACUATE 
1. Follow instruction promptly and carefully. The main evacuation routes are listed 

below. This is where you should go for temporary accommodations. 
Recommended Routes 
North on Rte. 168 to Rt. 60 North Exit Rt.108, Rt. 108 West to Rts. 317W/551N, Rt. 
317 West to Mohawk High School.      
 
Reception Center: Mohawk High School, Lawrence County 
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NATURAL DISASTERS 

 
SEVERE WEATHER 

(TORNADO) 
 

1. Upon Notification of Severe Weather. Administration will notify the staff/students 
of impending weather. 

2. All staff/students will go to the basement. If you don’t have a basement  take staff/
students to the inner walls of the building. 

3. Stay away from glass windows or doors. 
4. Assume the protective position 
 
 

 
 
 

 
 
 
 
5. Wait for further instructions from administration.  
 
 

EARTH QUAKES 
 

1. Wherever you are, drop down to your hands and knees and hold onto something 
sturdy until the shaking stops. 

2. Cover your head and neck with your arms. If a sturdy desk or table is nearby, 
crawl underneath it for shelter. If no shelter is nearby, crawl to an interior wall 
away from windows. Stay on your knees and bent over to protect vital organs. 

3. If you are under a table or desk hold on with one hand and be ready to move with it 
if it moves. 
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“HIT THE DECK” 

(Explosion, gunfire is heard) 
 

1. If you recognize immediate danger or hear what sounds like gunshots……shout 
“Get on the floor” to your surrounding staff members. 

2. Ensure everyone immediately drops to the ground and lies flat. 
3. Tell staff to cover their heads with their arms and hands, and don’t move or get 
up. 
4. Remain on the floor until it is safe to move. 
 
 
 

WEAPONS 
Action to be taken: 
1. Stay calm. DO NOT try to be heroic! 
2. Position self at a 90 degree angle to person. 
3. Don’t physically attempt to take the weapon. 
4. Contact coordinator/director immediately if possible. 
5. Separate the individual from the group, if possible 
6. Keep yourself and others away from the weapon. 
7. DO NOT TRY TO CONFISCATE THE WEAPON.  
8. Attempt to reason with the individual but do not threaten or blame.  
9. Ask the person to put the weapon down, out of everyone’s reach. 
10. If the individual flees, don’t chase him or her. Observe the direction of the sus-

pect’s      flight to provide police with name, description and if applicable, li-
cense plate. 

 
Follow-up: 
1.  Keep an accurate record of circumstances and actions taken. 
2.  Coordinator/director shall file a written report. 
3.  Debrief with ICS Team. 
4.  Contact counselor for referrals. 
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SUICIDAL IDEATION 

(Hopeless, despairing, helpless, despondent ideas and feel-
ings gesture, note, self-mutilation) 

Action to be taken when a student expresses suicidal thoughts: 
1. Contact the school counselor 
2. If the school counselor cannot be reached, contact the principal and the school 

SAP representative. 
3. The school counselor will contact the student’s family. 
4. If the threat is deemed immediate, the school counselor, principal, and SAP repre-

sentative will call home. If the parent/guardian cannot be reached, the school 
counselor will remain in contact with the student while the principal or SAP repre-
sentative calls emergency services. 

 
 

DEATH/SUICIDE 
 

Outside of School Hours 
Action to be taken: 
1. The IC will notify the appropriate staff members 
 
During School Hours 
 
Action to be taken: 
1. Stay with person. 
2. Send someone to notify coordinator/director and the IC. 
3. IC or designee to call 911 immediately and ask for ambulance and police. 
4. Notify ICS Team for assistance. 
5. Have nearest adult help with crowd control. 
6. The IC or designee or coordinator/director will notify parents. 
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FIRE 
Action to be taken: 
1. If fire is minor (i.e. trash can) - extinguish, evacuate area if necessary, and noti-
fy 
   coordinator/director immediately. 

2. Pull fire alarm, when the health and safety of students and staff in the building 
is jeopardized. 

3. Coordinator/director to call police and fire departments. 
4. Lights off and doors shut. Follow the designated evacuation routes. 
5. Account for 100% of students. Check and take your grade book, attendance 

cards, student roster, and sign out sheets with you. Report any missing students 
and staff to coordinator/director immediately. 

6. Do not re-enter until the IC says it is safe. 
7. If inclement weather, do not take coats. Students will be taken to safe location/

building. 
 

Follow-up: 
1.  Keep an accurate record of circumstances, actions taken, and people involved. 
2. Coordinator/director shall file a report. 
 
 
Example 
 Fire alarm goes off 
 Get your students ready to evacuate the building 
 Start evacuating the students out of the building. Make sure you don’t leave 

anybody behind 
 Once outside start accountability of your students 

 Make sure to say all the students names for accountability purposes. 
 If you have all your students, then Great Job!!! Wait on the fire department 
 If you are missing a student, make sure the following people are aware 

 911 Operator/ if the fire fighters haven’t arrived yet. 
 Fire Fighters 
 Staff of Facility (ONLY AT TESTING SITES) 

 Do not re-enter the building until the fire fighters give the okay 
 
Area of Rescue Assistance 
 
An area of rescue assistance, is for individuals with mobility challenges. For vary-
ing reason’s they require assistance in the event of an emergency and may include: 
 Person’s with disabilities 
 The elderly 
 The  blind 
 Sick people 
 Anyone who can’t access an emergency exit 
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STUDENT OUTBURSTS 
 

Verbal Escalation (Student becomes belligerent, challenges au-
thority, loses sight of consequences) 
 
Action to be taken: 
1. Remain calm and non-threatening, ignore their challenges. 
2. Use a soft voice to defuse the situation. 
3. Isolate student, remove audience. 
4. Allow student to vent. 
5. Avoid power struggles. 
 a. Don’t defend your authority. 
 b. Ignore personal attacks. 
 c. Don’t discuss irrelevant issues. 
 d. Stick to the facts. 
6. Depersonalize the situation. 
 a. You’re the professional. 
 b. Don’t challenge them. 
 c. Remember precipitating factors. 
7. Give the student the power to choose. 
8. Escort student to coordinator/director if necessary. 
  
 
Physical (Fights/bullying) 
 
Action to be taken: 
1. Remain calm. 
2. Get help. Call the trained nonviolent crisis intervener. Do not leave the area. Send a 

student to notify the closest adult and, if applicable, security. 
3. Remove any audience. 
4. Use a loud directive to get the attention of the fighters. Direct the fighter who makes   

eye contact with you to another area. The goal is to get separation between fighters 
without stepping in between them. (Your safety is just as important as the safety of 
the fighters.) 

5. If no cooperation, remove any object that can be used as a weapon in the fight. 
6. Assess the energy level of the fighters. 
        a. Wait for a lull in the fighting before stepping between the fighters. 
        b. Who is the aggressor? 
        c. The loser will be more willing to comply. 
7. Escort the fighters, separately to the coordinator/director. If anyone is injured, call 

911. 
 
Follow-up: 
1. Keep an accurate record of circumstances and actions taken. 
2. Coordinator/director shall file a written report. 
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DRUG AND ALCOHOL ABUSE 
(Observed behavior raises suspicion of use) 

 
Action to be taken: 
1. Contact IC. Escort student to, or send for the guidance counselor, coordinator/

director  or SAP. 
2. Administrative investigation according to PA Cyber Charter School’s Student Code 

of Conduct 
 a. Parental Contact 
 b. Police Notified 
3. Referral to guidance counselor and SAP. 
 
Follow-up: 
1. Keep an accurate record of the circumstances and action taken. 
2. Coordinator/director shall file a written report. 
 
 

ILLEGAL BEHAVIOR 
(Stealing, selling illegal materials, vandalism, etc.) 

 
Action to be taken: 
1. Document observed behavior. Coordinator/director shall file a written report. 
 a. Date, time, location, type of behavior. 
 b. Description of people involved or near incident. 
2. Notify the IC who will determine need for prosecution and restitution. 
3. If vandalism, the staff shall notify coordinator/director who will immediately handle 

cleanup to discourage further acts. 
4. Coordinator/director shall file a written report. 
 
 

HATE ACTS  
(Including racial slurs, drawings) 

Action to be taken: 
1. Immediately remove any visible drawings, pictures, etc. and give to coordinator/  
   director. 
2. Notify IC, who will decide whether or not to contact police. 
3. Notify psychologist, counselor or SAP who will set up a sensitivity program for 

students involved. 
 
Follow-up: 
1. Keep an accurate record of the circumstances and actions.  
2. Coordinator/director shall file a written report. 
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Fire Extinguisher 
What to do before you use a fire extinguisher 
 Pull the fire alarm and Call 911. Make sure everyone is evacuated out of the area. 

You want to make sure the fire department is on the way. 
 Position yourself accordingly. Always have your back facing an exit in case the 

fire gets out of control. You will still have a way out of the room 
 Make sure you are 6 to 8 feet away from the flames before discharging the extin-

guisher. You can move closer as you extinguish the flames. 
 
How to Operate a Fire Extinguisher 
 Pull the pin. This will also break the tamper seal 
 Aim low, point the extinguisher nozzle at the base of the fire 
 Squeeze the handle to release the extinguisher agent. 
 Sweep side to side at the base of the fire until it appears to be out 
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BOMB SCARE 

(Call comes to office/staff) 
Action to be taken: 
1. Whoever receives the call is to trace it if possible.  
2. Complete the Bomb Threat Checklist. 
3. Notify coordinator/director. 
4. IC will notify police, fire and school officials. 
5. IC will call for evacuation of the building by announcing “Teachers, please or-

ganize your students for a special assembly in the lobby.” 
6. Follow the designated evacuation routes, unless you are notified otherwise.  
     Stay Calm! 
7. Take grade book, attendance cards, student rosters, and sign out sheets to ac-

count   for 100% of the students/staff outside of the building. 
8. If students/staff are missing, report their names to IC. 
9. If inclement weather, do no take coats. Students will be taken to a safe loca-

tion/building. 
10. Notify IC of any students who are extremely upset. 
 
IF ANY STAFF MEMBER IS INFORMED OF A BOMB OR THREAT:  
NOTIFY THE IC AND FOLLOW #2 THROUGH #9 LISTED ABOVE. 
 
Follow-up: 
1. Keep an accurate record of the circumstances and actions taken. Send copy to 

the IC. 
2. Coordinator/director shall file a written report. 
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CHILD ABUSE AND NEGLECT 
 

If child abuse is suspected, the law requires you to immediately make an oral report of 
suspected child abuse via the Statewide toll-free telephone number ChildLine at 1-800-
932-0313.  If you make an oral report to ChildLine you must follow-up with a written 
report, which may be submitted electronically, within 48 hours.  Your supervisor may 
assist you in making the report as long as they don’t interfere in any way with the mak-
ing of the report.  Afterward, you should inform your supervisor about the report. 
 
ChildLine will forward the report to the appropriate county child welfare agency, who 
will investigate the circumstances and proceed with whatever action is needed to in-
sure the safety of the child.  You will be told the final status of the case and any ser-
vices provided to the child/family. 

 
 
 
 

BE AWARE OF YOUR SURROUNDINGS 
 

Action to be taken: 
1. Report all strange vehicles to IC immediately. 
2. Report all suspicious person to the IC immediately. 
3. Repot all suspicious packages to the IC immediately 
4. IC should follow up with the local police. 
 
Follow-up: 
1. The IC will inform the ICS team of the incident. 
2. Coordinator/director shall file a written report.  
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HOSTAGE SITUATION 
 

GUIDELINES 
 
Handling a hostage situation will be coordinated with police personnel. 722 Building 
staff will be directed by the 722  IC who will be cooperating with the police. At 
times, police authorities cannot always be waited upon to take  
prudent action. Use discretion and “Fear Management” techniques to minimize harm 
to staff. DO NOT USE THE FIRE ALARM. 
 
IF YOU ARE THE HOSTAGE 
1. Do not agitate the captor (s). 
2. Do not provide more aid and support to the captor (s) than is essential to the  

survival of the staff and yourself. 
3. Use prudent judgment in following the directions of the captor (s). 
4. Try to establish a person-to-person relationship with the captor (s). 
 
IF YOU OBSERVE A HOSTAGE BEING TAKEN 
1. Immediately notify IC/coordinator/director and security, if applicable.  
2. The IC should take whatever action is necessary to stabilize the incident and  

provide for the safety of the staff. 
3. STOP: DO NOT APPROACH THE PERSON - DO NOT TRY TO  
    CONFISCATE A WEAPON. 
4. Ask the person in a calm voice for permission to evacuate the rest of the staff. 
5. Evacuate calmly and quietly if permitted. 
6. If evacuation is not allowed, keep talking with the person until police arrive. 
7. Ask, “What is wrong?” or “What do you want?” 
8. When police arrive do as they advise. 
9. Report as many details as you observe. 
 a. Location of the abduction. 
 b. Number of captors. 
 c. Appearance of captors. 
 d. Weapons: types, numbers. 
 e. Number of hostages. 
 f. Demands of the captors. 
10. In an open area, use the evacuation plan to get as many staff as possible away. 
11. Staff will be told room by room where to evacuate to.  
 
Follow-up: 
Coordinator/director shall file a written report. 
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DANGEROUS INTRUDER/ACTIVE SHOOTER 

 
An Active Shooter is an individual actively engaged in killing or attempting to kill people 
in a confined and populated area; in most cases, active shooters use firearms and there is 
no pattern or method to their selection of victims. 
 
Active shooter situations are unpredictable and evolve quickly. Typically, the immediate 
deployment of law enforcement is required to stop the shooting and mitigate harm to vic-
tims. 
 
Because active shooter situations are often over with in 10 to 15 minutes, before law en-
forcement arrives on the scene, individuals must be prepared both mentally and physically 
to deal with an active shooter situation. Put yourself into RUN HIDE FIGHT MODE. 
 
HOW TO RESPOND WHEN AN ACTIVE SHOOTER IS IN YOUR VICINITY 
 
Quickly determine the most reasonable way to protect your own life. Remember that cus-
tomers and clients are likely to follow the lead of employees and managers during and 
active shooter situation. 
 
1. RUN 
     If there is an accessible escape path, attempt to evacuate the premises. Be sure to: 

 Have an escape route and plan in mind 
 Evacuate regardless of whether others agree to follow 
 Leave your belongings behind 
 Help others escape, if possible 
 Prevent individuals from entering an area where the active shooter may be 
 Keep your hands visible 
 Follow the instructions of any police officers 
 Do not attempt to move wounded people 
 Call 911 when you are safe 

 
Getting out is by far the best option if you believe you can escape safely. This is why it is 
a good idea to make mental notes of means of escape wherever you may be in the build-
ing. If you hear something that could be gunshots, don’t wait: evacuate.  
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2. HIDE 
 
If  evacuation is not possible, find a place to hide where the active shooter is less              
likely to find you. A pre-determined code phrase such as “Green” will assure the 
authenticity of the lifting of the lockdown procedures. 
 
Your hiding place should: 

 Be out of the active shooter’s view 
 Provide protection if shots are fired in your direction (example: an 

office with a closed and locked door) 
 Don’t trap yourself or restrict your options for movement 

 
To prevent an active shooter from entering your hiding place: 

 Lock the door 
 Blockade the door with heavy furniture 

 
If the active shooter is nearby: 

 Lock the door 
 Silence your cell phone  
 Turn off  lights 
 Hide behind large items ( cabinets, desks) 
 Remain quiet 

 
If evacuation and hiding out are not possible: 

 Remain calm 
 Dial 911, if possible, to alert police to the active shooter’s location 
 If you cannot speak, leave the line open and allow the dispatcher to 

listen 
 
 
3. FIGHT 
As a last resort, and only when your life is in imminent danger, attempt to disrupt 
and/or incapacitate the active shooter  by: 

 Acting as aggressively as possible against the shooter 
 Throwing items and improvising weapons 
 Yelling 
 Committing to your actions 

 
4. Police Actions 
 
The first officers to arrive to the scene will not stop to help injured persons. Expect 
rescue teams to follow the initial officers. These rescue teams will treat and re-
move any injured persons. They may also call upon able-bodied individuals to 
assist in removing the wounded from the premises 
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HARD LOCKDOWN VS SOFT LOCKDOWN 
 

Hard Lockdown 
 Nobody goes in or out of the building 
 All Staff and Students are in their designated lockdown rooms 
 
 

Soft Lockdown  
 Staff and Students can move freely in the building 
 No visitors are allowed in the building 
 Students arriving for class at the Regional Offices are allowed in. Students 

are allowed to leave once class has finished.  
 Staff are not allowed to leave 
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GENERAL GUIDELINES 

 
School Policies and Procedures 

 
School policies and procedures are established to protect both employees and students. 
Employees are responsible to be aware of these policies and to apply them consistently. 
This booklet describes some of the most critical emergencies you may face as an em-
ployee and the specific action to take whenever possible. The goal is to obtain immedi-
ate help for all school personal. 
 
 
Some terminology in this chart is NIMS (National Incident Management System)  
compliant such as INCIDENT COMMANDER (IC) or INCIDENT COMMAND  
SYSTEM (ICS). What is important to remember about NIMS during moments of crisis 
is that it is designed to be so flexible that an IC can be the first person that deals with a 
crisis. That authority may be relinquished upon the notification of an administrator or 
when a crisis has ended.  
 
 

IMPORTANT NUMBERS 
Police………………………........………………………..……..…. .911 
Fire and Medic Rescue………………………………….……..…… 911 
Children &Youth Services Beaver County.....................…724-891-5800 
Midland Borough Police Department………......................................911 
Ambulance……………………………………….…………………..911 
Heritage Valley Hospital……………………..…...............724-728-7000 
PA Cyber Main Office……………………………………724-643-1180 
 

 
735 BUILDING ICS TEAM MEMBERS 

Sean Snowden 
Chad Francis 

19  

 

 
 
An EMERGENCY is a situation that must be handled immediately to avoid 
danger or to avoid a serious problem. Identify by: observable behavior, reports 
by a credible witness, or clues by the person. 

 
GENERAL GUIDELINES 

1. Keep calm. Do not panic. 
2. Those not directly involved should continue usual activities. Avoid crowds and 

excitement. 
3. Evaluate the situation in terms of 
 a. Immediate risks or danger. 
 b. Who is best to handle this situation? Send for them  
                   immediately. 
 c. What is the most appropriate immediate action to take?  
                  Comfort? First Aid? 
4. Inform building administration to notify IC as soon as possible. 
5. Remain at the scene until relieved. 
6. Keep accurate written records of all pertinent facts and actions taken relative to 
the emergency. Keep a copy of the report you submit. 

a. Enter the time, duration and date. 
 b. List the names of witnesses. 
 c. Describe the condition of the physical location; oily, wet,  etc. 
 d. Describe the emergency situation and condition of persons 
                  involved. 

e. Include relevant comments verbatim, if possible. 
7. Direct outside inquiries to the coordinator/director and refer all media inquiries to     
    Scot Rutledge scot.rutledge@pacyber.org Director of Marketing and Communi-
cations 
 

FEAR MANAGEMENT 
In this guide there are many things our staff can do when confronted by school cri-
sis. The most crucial thing you can remember about this guide is to “STAY CALM - 
your attitude/actions will be mirrored by staff. ” This is referred to as Fear Manage-
ment or remaining calm in the middle of class. Fear Management can minimize 
harm and even save lives in such an instance. 
 

ICS TEAM 
In case of a major traumatic event such as an accident, serious injury or death, which 
affects a number of students or staff, the 735 Building ICS Team will be activated. If 
a staff member becomes aware of such an event, he/she should contact coordinator/
director who will notify the IC and activate the ICS Team. 
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WINTER SAFETY TIPS 

 
FOOTWEAR IS IMPORTANT 
 
1. Rubber soled shoes or boots are less likely to slip on icy surfaces than leather 

soled shoes or high heels. 
2. Worn out soles increase the hazard of slips. Wear footwear with maximum 

traction. 
3. Carry your dress shoes; wear your boots!! Think safety before fashion. 
4. Watch your footing when getting out of your vehicle. Walk slowly and defen-

sively. 
 
Prevention of winter related slips, trips and falls 
 
1. Put safety before fashion by wearing shoes or boots with slip resistant soles 

and carry your work shoes with you. 
2. Remove as much snow as possible off your shoes before entering the build-

ings. 
3. Watch for wet floors. If you encounter a wet surface, shorten your stride, 

point your feet out, and don’t cut corners, so you can make wider turns. 
4. Walk! Don’t run 
5. Bending your knees a little and taking slower steps can greatly reduce your 

chances of falling. 
6. Watch where your are walking. 
7. Use handrails on stairs. 
8. Long, loose pant cuffs present a tripping hazard. 
9. Use designated sidewalks and walkways. 
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MEDICAL EMERGENCY 

 
Immediate Action to be taken: 
1. Stay with injured person. DO NOT MOVE PERSON. 
2. Send a staff member to notify the coordinator/director of crisis.  
3. Send another staff member to help with crowd control. 
4. Trained staff will administer first aid. 
5. If an ambulance is needed, request from 911. 
 
Follow-up: 
1. Keep an accurate record of circumstances and actions taken. Nurse or IC may 

need it for further investigation.  
2. Coordinator/director shall file a written report. 

NUCLEAR EMERGENCY EVENT 
 

 How will you learn of a serious nuclear incident 
1. The signal is a steady three-minute signal– not a wailing or warbling signal 
2. When the alert signal is sounded tune your radio or TV to receive the alert mes-

sage. 
            Radio: WBVP 1230 AM, KDKA 1020AM, WMBA 460AM 
            TV: WPXI channel 11, WTAE Channel 4, KDKA channel 2   
 
IF YOU ARE TOLD TO TAKE SHELTER  
1. Close all windows and outside doors 
2. Shut all vents; turn off air conditioning units or turn down heaters 
3. Continue to listen to the EAS radio/TV stations 
4. Remain inside until you are told it’s safe to go out. 
5. Don’t use telephone, leave lines open for emergencies. 
 
IF YOU ARE TOLD TO EVACUATE 
1. Follow instruction promptly and carefully. The main evacuation routes are listed 

below. This is where you should go for temporary accommodations. 
Recommended Routes 
North on Rte. 168 to Rt. 60 North Exit Rt.108, Rt. 108 West to Rts. 317W/551N, Rt. 
317 West to Mohawk High School.      
 
Reception Center: Mohawk High School, Lawrence County 
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NATURAL DISASTERS 

 
SEVERE WEATHER 

(TORNADO) 
 

1. Upon Notification of Severe Weather. Administration will notify the staff/students 
of impending weather. 

2. All staff/students will go to the basement. If you don’t have a basement  take staff/
students to the inner walls of the building. 

3. Stay away from glass windows or doors. 
4. Assume the protective position 
 
 

 
 
 

 
 
 
 
5. Wait for further instructions from administration.  
 
 

EARTH QUAKES 
 

1. Wherever you are, drop down to your hands and knees and hold onto something 
sturdy until the shaking stops. 

2. Cover your head and neck with your arms. If a sturdy desk or table is nearby, 
crawl underneath it for shelter. If no shelter is nearby, crawl to an interior wall 
away from windows. Stay on your knees and bent over to protect vital organs. 

3. If you are under a table or desk hold on with one hand and be ready to move with 
it if it moves. 
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HIT THE DECK” 

(Explosion, gunfire is heard) 
 

1. If you recognize immediate danger or hear what sounds like gunshots……shout 
“Get on the floor” to your surrounding staff members. 

2. Ensure everyone immediately drops to the ground and lies flat. 
3. Tell staff to cover their heads with their arms and hands, and don’t move or get 
up. 
4. Remain on the floor until it is safe to move. 
 
 
 
 

WEAPONS 
Action to be taken: 
1. Stay calm. DO NOT try to be heroic! 
2. Position self at a 90 degree angle to person. 
3. Don’t physically attempt to take the weapon. 
4. Contact coordinator/director immediately if possible. 
5. Separate the individual from the group, if possible 
6. Keep yourself and others away from the weapon. 
7. DO NOT TRY TO CONFISCATE THE WEAPON.  
8. Attempt to reason with the individual but do not threaten or blame.  
9. Ask the person to put the weapon down, out of everyone’s reach. 
10. If the individual flees, don’t chase him or her. Observe the direction of the sus-

pect’s      flight to provide police with name, description and if applicable, li-
cense plate. 

 
Follow-up: 
1.  Keep an accurate record of circumstances and actions taken. 
2.  Coordinator/director shall file a written report. 
3.  Debrief with ICS Team. 
4.  Contact counselor for referrals. 
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SUICIDAL IDEATION 
(Hopeless, despairing, helpless, despondent ideas and feel-

ings gesture, note, self-mutilation) 
Action to be taken when a student expresses suicidal thoughts: 
1. Contact the school counselor 
2. If the school counselor cannot be reached, contact the principal and the school 

SAP representative. 
3. The school counselor will contact the student’s family. 
4. If the threat is deemed immediate, the school counselor, principal, and SAP repre-

sentative will call home. If the parent/guardian cannot be reached, the school coun-
selor will remain in contact with the student while the principal or SAP representa-
tive calls emergency services. 

 
 

DEATH/SUICIDE 
 

Outside of School Hours 
Action to be taken: 
1. The IC will notify the appropriate staff members 
 
During School Hours 
 
Action to be taken: 
1. Stay with person. 
2. Send someone to notify coordinator/director and the IC. 
3. IC or designee to call 911 immediately and ask for ambulance and police. 
4. Notify ICS Team for assistance. 
5. Have nearest adult help with crowd control. 
6. The IC or designee or coordinator/director will notify parents. 
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FIRE 
Action to be taken: 
1. If fire is minor (i.e. trash can) - extinguish, evacuate area if necessary, and noti-
fy 
   coordinator/director immediately. 

2. Pull fire alarm, when the health and safety of students and staff in the building 
is jeopardized. 

3. Coordinator/director to call police and fire departments. 
4. Lights off and doors shut. Follow the designated evacuation routes. 
5. Account for 100% of students. Check and take your grade book, attendance 

cards, student roster, and sign out sheets with you. Report any missing students 
and staff to coordinator/director immediately. 

6. Do not re-enter until the IC says it is safe. 
7. If inclement weather, do not take coats. Students will be taken to safe location/

building. 
 

Follow-up: 
1.  Keep an accurate record of circumstances, actions taken, and people involved. 
2. Coordinator/director shall file a report. 
 
 
Example 
 Fire alarm goes off 
 Get your students ready to evacuate the building 
 Start evacuating the students out of the building. Make sure you don’t leave 

anybody behind 
 Once outside start accountability of your students 

 Make sure to say all the students names for accountability purposes. 
 If you have all your students, then Great Job!!! Wait on the fire department 
 If you are missing a student, make sure the following people are aware 

 911 Operator/ if the fire fighters haven’t arrived yet. 
 Fire Fighters 
 Staff of Facility (ONLY AT TESTING SITES) 

 Do not re-enter the building until the fire fighters give the okay 
 
Area of Rescue Assistance 
 
An area of rescue assistance, is for individuals with mobility challenges. For vary-
ing reason’s they require assistance in the event of an emergency and may include: 
 Person’s with disabilities 
 The elderly 
 The  blind 
 Sick people 
 Anyone who can’t access an emergency exit 
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STUDENT OUTBURSTS 
 

Verbal Escalation (Student becomes belligerent, challenges au-
thority, loses sight of consequences) 
 
Action to be taken: 
1. Remain calm and non-threatening, ignore their challenges. 
2. Use a soft voice to defuse the situation. 
3. Isolate student, remove audience. 
4. Allow student to vent. 
5. Avoid power struggles. 
 a. Don’t defend your authority. 
 b. Ignore personal attacks. 
 c. Don’t discuss irrelevant issues. 
 d. Stick to the facts. 
6. Depersonalize the situation. 
 a. You’re the professional. 
 b. Don’t challenge them. 
 c. Remember precipitating factors. 
7. Give the student the power to choose. 
8. Escort student to coordinator/director if necessary. 
  
 
Physical (Fights/bullying) 
 
Action to be taken: 
1. Remain calm. 
2. Get help. Call the trained nonviolent crisis intervener. Do not leave the area. Send a 

student to notify the closest adult and, if applicable, security. 
3. Remove any audience. 
4. Use a loud directive to get the attention of the fighters. Direct the fighter who makes   

eye contact with you to another area. The goal is to get separation between fighters 
without stepping in between them. (Your safety is just as important as the safety of 
the fighters.) 

5. If no cooperation, remove any object that can be used as a weapon in the fight. 
6. Assess the energy level of the fighters. 
        a. Wait for a lull in the fighting before stepping between the fighters. 
        b. Who is the aggressor? 
        c. The loser will be more willing to comply. 
7. Escort the fighters, separately to the coordinator/director. If anyone is injured, call 

911. 
 
Follow-up: 
1. Keep an accurate record of circumstances and actions taken. 
2. Coordinator/director shall file a written report. 
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DRUG AND ALCOHOL ABUSE 
(Observed behavior raises suspicion of use) 

 
Action to be taken: 
1. Contact IC. Escort student to, or send for the guidance counselor, coordina-

tor/director  or SAP. 
2. Administrative investigation according to PA Cyber Charter School’s Student 

Code of Conduct 
 a. Parental Contact 
 b. Police Notified 
3. Referral to guidance counselor and SAP. 
 
Follow-up: 
1. Keep an accurate record of the circumstances and action taken. 
2. Coordinator/director shall file a written report. 
 
 

ILLEGAL BEHAVIOR 
(Stealing, selling illegal materials, vandalism, etc.) 

 
Action to be taken: 
1. Document observed behavior. Coordinator/director shall file a written report. 
 a. Date, time, location, type of behavior. 
 b. Description of people involved or near incident. 
2. Notify the IC who will determine need for prosecution and restitution. 
3. If vandalism, the staff shall notify coordinator/director who will immediately 

handle cleanup to discourage further acts. 
4. Coordinator/director shall file a written report. 
 
 

HATE ACTS  
(Including racial slurs, drawings) 

Action to be taken: 
1. Immediately remove any visible drawings, pictures, etc. and give to coordi-
nator/  
   director. 
2. Notify IC, who will decide whether or not to contact police. 
3. Notify psychologist, counselor or SAP who will set up a sensitivity program 

for students involved. 
 
Follow-up: 
1. Keep an accurate record of the circumstances and actions.  
2. Coordinator/director shall file a written report. 
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Fire Extinguisher 
What to do before you use a fire extinguisher 
 Pull the fire alarm and Call 911. Make sure everyone is evacuated out of the area. 

You want to make sure the fire department is on the way. 
 Position yourself accordingly. Always have your back facing an exit in case the 

fire gets out of control. You will still have a way out of the room 
 Make sure you are 6 to 8 feet away from the flames before discharging the extin-

guisher. You can move closer as you extinguish the flames. 
 
How to Operate a Fire Extinguisher 
 Pull the pin. This will also break the tamper seal 
 Aim low, point the extinguisher nozzle at the base of the fire 
 Squeeze the handle to release the extinguisher agent. 
 Sweep side to side at the base of the fire until it appears to be out 
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BOMB SCARE 
(Call comes to office/staff) 

Action to be taken: 
1. Whoever receives the call is to trace it if possible.  
2. Complete the Bomb Threat Checklist. 
3. Notify coordinator/director. 
4. IC will notify police, fire and school officials. 
5. IC will call for evacuation of the building by announcing “Teachers, please organ-

ize your students for a special assembly in the lobby.” 
6. Follow the designated evacuation routes, unless you are notified otherwise.  
     Stay Calm! 
7. Take grade book, attendance cards, student rosters, and sign out sheets to account   

for 100% of the students/staff outside of the building. 
8. If students/staff are missing, report their names to IC. 
9. If inclement weather, do no take coats. Students will be taken to a safe location/

building. 
10. Notify IC of any students who are extremely upset. 
 
IF ANY STAFF MEMBER IS INFORMED OF A BOMB OR THREAT:  
NOTIFY THE IC AND FOLLOW #2 THROUGH #9 LISTED ABOVE. 
 
Follow-up: 
1. Keep an accurate record of the circumstances and actions taken. Send copy to the 

IC. 
2. Coordinator/director shall file a written report. 
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CHILD ABUSE AND NEGLECT 
 

If child abuse is suspected, the law requires you to immediately make an oral 
report of suspected child abuse via the Statewide toll-free telephone number 
ChildLine at 1-800-932-0313.  If you make an oral report to ChildLine you must 
follow-up with a written report, which may be submitted electronically, within 48 
hours.  Your supervisor may assist you in making the report as long as they don’t 
interfere in any way with the making of the report.  Afterward, you should inform 
your supervisor about the report. 
 
ChildLine will forward the report to the appropriate county child welfare agency, 
who will investigate the circumstances and proceed with whatever action is need-
ed to insure the safety of the child.  You will be told the final status of the case 
and any services provided to the child/family. 

 
 
 
 

BE AWARE OF YOUR SURROUNDINGS 
 

Action to be taken: 
1. Report all strange vehicles to IC immediately. 
2. Report all suspicious person to the IC immediately. 
3. Repot all suspicious packages to the IC immediately 
4. IC should follow up with the local police. 
 
Follow-up: 
1. The IC will inform the ICS team of the incident. 
2. Coordinator/director shall file a written report.  
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HOSTAGE SITUATION 
 

GUIDELINES 
 
Handling a hostage situation will be coordinated with police personnel. 735 Build-
ing staff will be directed by the 735 IC who will be cooperating with the police. At 
times, police authorities cannot always be waited upon to take  
prudent action. Use discretion and “Fear Management” techniques to minimize 
harm to staff. DO NOT USE THE FIRE ALARM. 
 
IF YOU ARE THE HOSTAGE 
1. Do not agitate the captor (s). 
2. Do not provide more aid and support to the captor (s) than is essential to the  

survival of the staff and yourself. 
3. Use prudent judgment in following the directions of the captor (s). 
4. Try to establish a person-to-person relationship with the captor (s). 
 
IF YOU OBSERVE A HOSTAGE BEING TAKEN 
1. Immediately notify IC/coordinator/director and security, if applicable.  
2. The IC should take whatever action is necessary to stabilize the incident and  

provide for the safety of the staff. 
3. STOP: DO NOT APPROACH THE PERSON - DO NOT TRY TO  
    CONFISCATE A WEAPON. 
4. Ask the person in a calm voice for permission to evacuate the rest of the 
staff. 
5. Evacuate calmly and quietly if permitted. 
6. If evacuation is not allowed, keep talking with the person until police arrive. 
7. Ask, “What is wrong?” or “What do you want?” 
8. When police arrive do as they advise. 
9. Report as many details as you observe. 
 a. Location of the abduction. 
 b. Number of captors. 
 c. Appearance of captors. 
 d. Weapons: types, numbers. 
 e. Number of hostages. 
 f. Demands of the captors. 
10. In an open area, use the evacuation plan to get as many staff as possible away. 
11. Staff will be told room by room where to evacuate to.  
 
Follow-up: 
Coordinator/director shall file a written report. 
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DANGEROUS INTRUDER/ACTIVE SHOOTER 
 

An Active Shooter is an individual actively engaged in killing or attempting to kill 
people in a confined and populated area; in most cases, active shooters use firearms 
and there is no pattern or method to their selection of victims. 
 
Active shooter situations are unpredictable and evolve quickly. Typically, the immedi-
ate deployment of law enforcement is required to stop the shooting and mitigate harm 
to victims. 
 
Because active shooter situations are often over with in 10 to 15 minutes, before law 
enforcement arrives on the scene, individuals must be prepared both mentally and 
physically to deal with an active shooter situation. Put yourself into RUN HIDE 
FIGHT MODE. 
 
HOW TO RESPOND WHEN AN ACTIVE SHOOTER IS IN YOUR VICINITY 
 
Quickly determine the most reasonable way to protect your own life. Remember that 
customers and clients are likely to follow the lead of employees and managers during 
and active shooter situation. 
 
1. RUN 
     If there is an accessible escape path, attempt to evacuate the premises. Be sure to: 

 Have an escape route and plan in mind 
 Evacuate regardless of whether others agree to follow 
 Leave your belongings behind 
 Help others escape, if possible 
 Prevent individuals from entering an area where the active shooter may 

be 
 Keep your hands visible 
 Follow the instructions of any police officers 
 Do not attempt to move wounded people 
 Call 911 when you are safe 

 
Getting out is by far the best option if you believe you can escape safely. This is why it 
is a good idea to make mental notes of means of escape wherever you may be in the 
building. If you hear something that could be gunshots, don’t wait: evacuate.  
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2. HIDE 
If  evacuation is not possible, find a place to hide where the active shooter is less              
likely to find you. A pre-determined code phrase such as “Green” will assure the au-
thenticity of the lifting of the lockdown procedures. 
 
Your hiding place should: 

 Be out of the active shooter’s view 
 Provide protection if shots are fired in your direction (example: an office 

with a closed and locked door) 
 Don’t trap yourself or restrict your options for movement 

 
To prevent an active shooter from entering your hiding place: 

 Lock the door 
 Blockade the door with heavy furniture 

 
If the active shooter is nearby: 

 Lock the door 
 Silence your cell phone  
 Turn off  lights 
 Hide behind large items ( cabinets, desks) 
 Remain quiet 

 
If evacuation and hiding out are not possible: 

 Remain calm 
 Dial 911, if possible, to alert police to the active shooter’s location 
 If you cannot speak, leave the line open and allow the dispatcher to listen 

 
 
3. FIGHT 
 
As a last resort, and only when your life is in imminent danger, attempt to disrupt and/
or incapacitate the active shooter  by: 

 Acting as aggressively as possible against the shooter 
 Throwing items and improvising weapons 
 Yelling 
 Committing to your actions 

 
4. Police Actions 
 
The first officers to arrive to the scene will not stop to help injured persons. Expect 
rescue teams to follow the initial officers. These rescue teams will treat and remove 
any injured persons. They may also call upon able-bodied individuals to assist in re-
moving the wounded from the premises 

11  

 

HARD LOCKDOWN VS SOFT LOCKDOWN 
 

Hard Lockdown 
 Nobody goes in or out of the building 
 All Staff and Students are in their designated lockdown rooms 
 
 

Soft Lockdown  
 Staff and Students can move freely in the building 
 No visitors are allowed in the building 
 Students arriving for class at the Regional Offices are allowed in. Students 

are allowed to leave once class has finished.  
 Staff are not allowed to leave 
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GENERAL GUIDELINES 

 
School Policies and Procedures 

 
School policies and procedures are established to protect both employees and students. 
Employees are responsible to be aware of these policies and to apply them consistently. 
This booklet describes some of the most critical emergencies you may face as an em-
ployee and the specific action to take whenever possible. The goal is to obtain immedi-
ate help for all school personal. 
 
 
Some terminology in this chart is NIMS (National Incident Management System)  
compliant such as INCIDENT COMMANDER (IC) or INCIDENT COMMAND  
SYSTEM (ICS). What is important to remember about NIMS during moments of crisis 
is that it is designed to be so flexible that an IC can be the first person that deals with a 
crisis. That authority may be relinquished upon the notification of an administrator or 
when a crisis has ended. . 
 
 

IMPORTANT NUMBERS 
Police………………………........………………………..……..…. .911 
Fire and Medic Rescue………………………………….……..…… 911 
Children &Youth Services Beaver County.....................…724-891-5800 
Midland Borough Police Department………......................................911 
Ambulance……………………………………….…………………..911 
Heritage Valley Hospital……………………..…...............724-728-7000 
PA Cyber Main Office……………………………………724-643-1180 
 

 
1200 BUILDING ICS TEAM MEMBERS 

Alan Friedman 
Jay Barris 
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An EMERGENCY is a situation that must be handled immediately to avoid danger 
or to avoid a serious problem. Identify by: observable behavior, reports by a credi-
ble witness, or clues by the person. 

 
GENERAL GUIDELINES 

1. Keep calm. Do not panic. 
2. Those not directly involved should continue usual activities. Avoid crowds and excite-

ment. 
3. Evaluate the situation in terms of 
 a. Immediate risks or danger. 
 b. Who is best to handle this situation? Send for them  
                   immediately. 
 c. What is the most appropriate immediate action to take?  
                  Comfort? First Aid? 
4. Inform building administration to notify IC as soon as possible. 
5. Remain at the scene until relieved. 
6. Keep accurate written records of all pertinent facts and actions taken relative to the 
emergency. Keep a copy of the report you submit. 

a. Enter the time, duration and date. 
 b. List the names of witnesses. 
 c. Describe the condition of the physical location; oily, wet,  etc. 
 d. Describe the emergency situation and condition of persons 
                  involved. 

e. Include relevant comments verbatim, if possible. 
7. Direct outside inquiries to the coordinator/director and refer all media inquiries to     
    Scot Rutledge scot.rutledge@pacyber.org Director of Marketing and Communications 
 
 
 

FEAR MANAGEMENT 
In this guide there are many things our staff can do when confronted by school crisis. 
The most crucial thing you can remember about this guide is to “STAY CALM - your 
attitude/actions will be mirrored by staff. ” This is referred to as Fear Management or 
remaining calm in the middle of class. Fear Management can minimize harm and even 
save lives in such an instance. 
 

ICS TEAM 
In case of a major traumatic event such as an accident, serious injury or death, which 
affects a number of students or staff, the 1200 Building ICS Team will be activated. If a 
staff member becomes aware of such an event, he/she should contact coordinator/
director who will notify the IC and activate the ICS Team. 
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WINTER SAFETY TIPS 

 
FOOTWEAR IS IMPORTANT 
 
1. Rubber soled shoes or boots are less likely to slip on icy surfaces than leather 

soled shoes or high heels. 
2. Worn out soles increase the hazard of slips. Wear footwear with maximum trac-

tion. 
3. Carry your dress shoes; wear your boots!! Think safety before fashion. 
4. Watch your footing when getting out of your vehicle. Walk slowly and defen-

sively. 
 
Prevention of winter related slips, trips and falls 
 
1. Put safety before fashion by wearing shoes or boots with slip resistant soles and 

carry your work shoes with you. 
2. Remove as much snow as possible off your shoes before entering the buildings. 
3. Watch for wet floors. If you encounter a wet surface, shorten your stride, point 

your feet out, and don’t cut corners, so you can make wider turns. 
4. Walk! Don’t run 
5. Bending your knees a little and taking slower steps can greatly reduce your 

chances of falling. 
6. Watch where your are walking. 
7. Use handrails on stairs. 
8. Long, loose pant cuffs present a tripping hazard. 
9. Use designated sidewalks and walkways. 
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MEDICAL EMERGENCY 

 
Immediate Action to be taken: 
1. Stay with injured person. DO NOT MOVE PERSON. 
2. Send a staff member to notify the coordinator/director of crisis.  
3. Send another staff member to help with crowd control. 
4. Trained staff will administer first aid. 
5. If an ambulance is needed, request from 911. 
 
Follow-up: 
1. Keep an accurate record of circumstances and actions taken. Nurse or IC may 

need it for further investigation.  
2. Coordinator/director shall file a written report. 

NUCLEAR EMERGENCY EVENT 
 

 How will you learn of a serious nuclear incident 
1. The signal is a steady three-minute signal– not a wailing or warbling signal 
2. When the alert signal is sounded tune your radio or TV to receive the alert mes-

sage. 
            Radio: WBVP 1230 AM, KDKA 1020AM, WMBA 460AM 
            TV: WPXI channel 11, WTAE Channel 4, KDKA channel 2   
 
IF YOU ARE TOLD TO TAKE SHELTER  
1. Close all windows and outside doors 
2. Shut all vents; turn off air conditioning units or turn down heaters 
3. Continue to listen to the EAS radio/TV stations 
4. Remain inside until you are told it’s safe to go out. 
5. Don’t use telephone, leave lines open for emergencies. 
 
IF YOU ARE TOLD TO EVACUATE 
1. Follow instruction promptly and carefully. The main evacuation routes are listed 

below. This is where you should go for temporary accommodations. 
Recommended Routes 
North on Rte. 168 to Rt. 60 North Exit Rt.108, Rt. 108 West to Rts. 317W/551N, Rt. 
317 West to Mohawk High School.      
 
Reception Center: Mohawk High School, Lawrence County 
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NATURAL DISASTERS 

 
SEVERE WEATHER 

(TORNADO) 
 

1. Upon Notification of Severe Weather. Administration will notify the staff/
students of impending weather. 

2. All staff/students will go to the basement. If you don’t have a basement  take 
staff/students to the inner walls of the building. 

3. Stay away from glass windows or doors. 
4. Assume the protective position 
 
 

 
 
 

 
 
 
 
5. Wait for further instructions from administration.  
 
 

EARTH QUAKES 
 

1. Wherever you are, drop down to your hands and knees and hold onto something 
sturdy until the shaking stops. 

2. Cover your head and neck with your arms. If a sturdy desk or table is nearby, 
crawl underneath it for shelter. If no shelter is nearby, crawl to an interior wall 
away from windows. Stay on your knees and bent over to protect vital organs. 

3. If you are under a table or desk hold on with one hand and be ready to move with 
it if it moves. 
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HIT THE DECK” 

(Explosion, gunfire is heard) 
 

1. If you recognize immediate danger or hear what sounds like gunshots……shout 
“Get on the floor” to your surrounding staff members. 

2. Ensure everyone immediately drops to the ground and lies flat. 
3. Tell staff to cover their heads with their arms and hands, and don’t move or get 
up. 
4. Remain on the floor until it is safe to move. 
 
 
 
 

WEAPONS 
Action to be taken: 
1. Stay calm. DO NOT try to be heroic! 
2. Position self at a 90 degree angle to person. 
3. Don’t physically attempt to take the weapon. 
4. Contact coordinator/director immediately if possible. 
5. Separate the individual from the group, if possible 
6. Keep yourself and others away from the weapon. 
7. DO NOT TRY TO CONFISCATE THE WEAPON.  
8. Attempt to reason with the individual but do not threaten or blame.  
9. Ask the person to put the weapon down, out of everyone’s reach. 
10. If the individual flees, don’t chase him or her. Observe the direction of the sus-

pect’s      flight to provide police with name, description and if applicable, li-
cense plate. 

 
Follow-up: 
1.  Keep an accurate record of circumstances and actions taken. 
2.  Coordinator/director shall file a written report. 
3.  Debrief with ICS Team. 
4.  Contact counselor for referrals. 
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SUICIDAL IDEATION 
(Hopeless, despairing, helpless, despondent ideas and 

feelings gesture, note, self-mutilation) 
Action to be taken when a student expresses suicidal thoughts: 
1. Contact the school counselor 
2. If the school counselor cannot be reached, contact the principal and the school 

SAP representative. 
3. The school counselor will contact the student’s family. 
4. If the threat is deemed immediate, the school counselor, principal, and SAP rep-

resentative will call home. If the parent/guardian cannot be reached, the school 
counselor will remain in contact with the student while the principal or SAP 
representative calls emergency services. 

 
 

DEATH/SUICIDE 
 

Outside of School Hours 
Action to be taken: 
1. The IC will notify the appropriate staff members 
 
During School Hours 
 
Action to be taken: 
1. Stay with person. 
2. Send someone to notify coordinator/director and the IC. 
3. IC or designee to call 911 immediately and ask for ambulance and police. 
4. Notify ICS Team for assistance. 
5. Have nearest adult help with crowd control. 
6. The IC or designee or coordinator/director will notify parents. 
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FIRE 
Action to be taken: 
1. If fire is minor (i.e. trash can) - extinguish, evacuate area if necessary, and notify 
   coordinator/director immediately. 

2. Pull fire alarm, when the health and safety of students and staff in the building is 
jeopardized. 

3. Coordinator/director to call police and fire departments. 
4. Lights off and doors shut. Follow the designated evacuation routes. 
5. Account for 100% of students. Check and take your grade book, attendance cards, 

student roster, and sign out sheets with you. Report any missing students and staff 
to coordinator/director immediately. 

6. Do not re-enter until the IC says it is safe. 
7. If inclement weather, do not take coats. Students will be taken to safe location/

building. 
 

Follow-up: 
1.  Keep an accurate record of circumstances, actions taken, and people involved. 
2. Coordinator/director shall file a report. 
 
 
Example 
 Fire alarm goes off 
 Get your students ready to evacuate the building 
 Start evacuating the students out of the building. Make sure you don’t leave 

anybody behind 
 Once outside start accountability of your students 

 Make sure to say all the students names for accountability purposes. 
 If you have all your students, then Great Job!!! Wait on the fire department 
 If you are missing a student, make sure the following people are aware 

 911 Operator/ if the fire fighters haven’t arrived yet. 
 Fire Fighters 
 Staff of Facility (ONLY AT TESTING SITES) 

 Do not re-enter the building until the fire fighters give the okay 
 
Area of Rescue Assistance 
 
An area of rescue assistance, is for individuals with mobility challenges. For varying 
reason’s they require assistance in the event of an emergency and may include: 
 Person’s with disabilities 
 The elderly 
 The  blind 
 Sick people 
 Anyone who can’t access an emergency exit 
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STUDENT OUTBURSTS 
 

Verbal Escalation (Student becomes belligerent, challenges 
authority, loses sight of consequences) 
 
Action to be taken: 
1. Remain calm and non-threatening, ignore their challenges. 
2. Use a soft voice to defuse the situation. 
3. Isolate student, remove audience. 
4. Allow student to vent. 
5. Avoid power struggles. 
 a. Don’t defend your authority. 
 b. Ignore personal attacks. 
 c. Don’t discuss irrelevant issues. 
 d. Stick to the facts. 
6. Depersonalize the situation. 
 a. You’re the professional. 
 b. Don’t challenge them. 
 c. Remember precipitating factors. 
7. Give the student the power to choose. 
8. Escort student to coordinator/director if necessary. 
  
 
Physical (Fights/bullying) 
 
Action to be taken: 
1. Remain calm. 
2. Get help. Call the trained nonviolent crisis intervener. Do not leave the area. 

Send a student to notify the closest adult and, if applicable, security. 
3. Remove any audience. 
4. Use a loud directive to get the attention of the fighters. Direct the fighter who 

makes   eye contact with you to another area. The goal is to get separation be-
tween fighters without stepping in between them. (Your safety is just as im-
portant as the safety of the fighters.) 

5. If no cooperation, remove any object that can be used as a weapon in the fight. 
6. Assess the energy level of the fighters. 
        a. Wait for a lull in the fighting before stepping between the fighters. 
        b. Who is the aggressor? 
        c. The loser will be more willing to comply. 
7. Escort the fighters, separately to the coordinator/director. If anyone is injured, 

call 911. 
 
Follow-up: 
1. Keep an accurate record of circumstances and actions taken. 
2. Coordinator/director shall file a written report. 
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DRUG AND ALCOHOL ABUSE 
(Observed behavior raises suspicion of use) 

 
Action to be taken: 
1. Contact IC. Escort student to, or send for the guidance counselor, coordinator/

director  or SAP. 
2. Administrative investigation according to PA Cyber Charter School’s Student Code 

of Conduct 
 a. Parental Contact 
 b. Police Notified 
3. Referral to guidance counselor and SAP. 
 
Follow-up: 
1. Keep an accurate record of the circumstances and action taken. 
2. Coordinator/director shall file a written report. 
 
 

ILLEGAL BEHAVIOR 
(Stealing, selling illegal materials, vandalism, etc.) 

 
Action to be taken: 
1. Document observed behavior. Coordinator/director shall file a written report. 
 a. Date, time, location, type of behavior. 
 b. Description of people involved or near incident. 
2. Notify the IC who will determine need for prosecution and restitution. 
3. If vandalism, the staff shall notify coordinator/director who will immediately han-

dle cleanup to discourage further acts. 
4. Coordinator/director shall file a written report. 
 
 

HATE ACTS  
(Including racial slurs, drawings) 

Action to be taken: 
1. Immediately remove any visible drawings, pictures, etc. and give to coordinator/  
   director. 
2. Notify IC, who will decide whether or not to contact police. 
3. Notify psychologist, counselor or SAP who will set up a sensitivity program for 

students involved. 
 
Follow-up: 
1. Keep an accurate record of the circumstances and actions.  
2. Coordinator/director shall file a written report. 

7  

 

 
 
 
 
 
 
 
 
 
 
 

Fire Extinguisher 
What to do before you use a fire extinguisher 
 Pull the fire alarm and Call 911. Make sure everyone is evacuated out of the area. 

You want to make sure the fire department is on the way. 
 Position yourself accordingly. Always have your back facing an exit in case the 

fire gets out of control. You will still have a way out of the room 
 Make sure you are 6 to 8 feet away from the flames before discharging the extin-

guisher. You can move closer as you extinguish the flames. 
 
How to Operate a Fire Extinguisher 
 Pull the pin. This will also break the tamper seal 
 Aim low, point the extinguisher nozzle at the base of the fire 
 Squeeze the handle to release the extinguisher agent. 
 Sweep side to side at the base of the fire until it appears to be out 
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BOMB SCARE 
(Call comes to office/staff) 

Action to be taken: 
1. Whoever receives the call is to trace it if possible.  
2. Complete the Bomb Threat Checklist. 
3. Notify coordinator/director. 
4. IC will notify police, fire and school officials. 
5. IC will call for evacuation of the building by announcing “Teachers, please organ-

ize your students for a special assembly in the lobby.” 
6. Follow the designated evacuation routes, unless you are notified otherwise.  
     Stay Calm! 
7. Take grade book, attendance cards, student rosters, and sign out sheets to account   

for 100% of the students/staff outside of the building. 
8. If students/staff are missing, report their names to IC. 
9. If inclement weather, do no take coats. Students will be taken to a safe location/

building. 
10. Notify IC of any students who are extremely upset. 
 
IF ANY STAFF MEMBER IS INFORMED OF A BOMB OR THREAT:  
NOTIFY THE IC AND FOLLOW #2 THROUGH #9 LISTED ABOVE. 
 
Follow-up: 
1. Keep an accurate record of the circumstances and actions taken. Send copy to the 

IC. 
2. Coordinator/director shall file a written report. 
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CHILD ABUSE AND NEGLECT 
 

If child abuse is suspected, the law requires you to immediately make an oral report 
of suspected child abuse via the Statewide toll-free telephone number ChildLine at 1-
800-932-0313.  If you make an oral report to ChildLine you must follow-up with a 
written report, which may be submitted electronically, within 48 hours.  Your super-
visor may assist you in making the report as long as they don’t interfere in any way 
with the making of the report.  Afterward, you should inform your supervisor about 
the report. 
 
ChildLine will forward the report to the appropriate county child welfare agency, 
who will investigate the circumstances and proceed with whatever action is needed to 
insure the safety of the child.  You will be told the final status of the case and any 
services provided to the child/family. 

 
 
 
 

BE AWARE OF YOUR SURROUNDINGS 
 

Action to be taken: 
1. Report all strange vehicles to IC immediately. 
2. Report all suspicious person to the IC immediately. 
3. Repot all suspicious packages to the IC immediately 
4. IC should follow up with the local police. 
 
Follow-up: 
1. The IC will inform the ICS team of the incident. 
2. Coordinator/director shall file a written report.  
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HOSTAGE SITUATION 
 

GUIDELINES 
 
Handling a hostage situation will be coordinated with police personnel. 1200 Build-
ing staff will be directed by the 1200 IC who will be cooperating with the police. At 
times, police authorities cannot always be waited upon to take  
prudent action. Use discretion and “Fear Management” techniques to minimize harm 
to staff. DO NOT USE THE FIRE ALARM. 
 
IF YOU ARE THE HOSTAGE 
1. Do not agitate the captor (s). 
2. Do not provide more aid and support to the captor (s) than is essential to the  

survival of the staff and yourself. 
3. Use prudent judgment in following the directions of the captor (s). 
4. Try to establish a person-to-person relationship with the captor (s). 
 
IF YOU OBSERVE A HOSTAGE BEING TAKEN 
1. Immediately notify IC/coordinator/director and security, if applicable.  
2. The IC should take whatever action is necessary to stabilize the incident and  

provide for the safety of the staff. 
3. STOP: DO NOT APPROACH THE PERSON - DO NOT TRY TO  
    CONFISCATE A WEAPON. 
4. Ask the person in a calm voice for permission to evacuate the rest of the staff. 
5. Evacuate calmly and quietly if permitted. 
6. If evacuation is not allowed, keep talking with the person until police arrive. 
7. Ask, “What is wrong?” or “What do you want?” 
8. When police arrive do as they advise. 
9. Report as many details as you observe. 
 a. Location of the abduction. 
 b. Number of captors. 
 c. Appearance of captors. 
 d. Weapons: types, numbers. 
 e. Number of hostages. 
 f. Demands of the captors. 
10. In an open area, use the evacuation plan to get as many staff as possible away. 
11. Staff will be told room by room where to evacuate to.  
 
Follow-up: 
Coordinator/director shall file a written report. 
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DANGEROUS INTRUDER/ACTIVE SHOOTER 
 

An Active Shooter is an individual actively engaged in killing or attempting to kill 
people in a confined and populated area; in most cases, active shooters use firearms 
and there is no pattern or method to their selection of victims. 
 
Active shooter situations are unpredictable and evolve quickly. Typically, the imme-
diate deployment of law enforcement is required to stop the shooting and mitigate 
harm to victims. 
 
Because active shooter situations are often over with in 10 to 15 minutes, before law 
enforcement arrives on the scene, individuals must be prepared both mentally and 
physically to deal with an active shooter situation. Put yourself into RUN HIDE 
FIGHT MODE. 
 
HOW TO RESPOND WHEN AN ACTIVE SHOOTER IS IN YOUR VICINITY 
 
Quickly determine the most reasonable way to protect your own life. Remember that 
customers and clients are likely to follow the lead of employees and managers during 
and active shooter situation. 
 
1. RUN 
     If there is an accessible escape path, attempt to evacuate the premises. Be sure to: 

 Have an escape route and plan in mind 
 Evacuate regardless of whether others agree to follow 
 Leave your belongings behind 
 Help others escape, if possible 
 Prevent individuals from entering an area where the active shooter may 

be 
 Keep your hands visible 
 Follow the instructions of any police officers 
 Do not attempt to move wounded people 
 Call 911 when you are safe 

 
Getting out is by far the best option if you believe you can escape safely. This is why 
it is a good idea to make mental notes of means of escape wherever you may be in the 
building. If you hear something that could be gunshots, don’t wait: evacuate.  
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2. HIDE 
If  evacuation is not possible, find a place to hide where the active shooter is less              
likely to find you. A pre-determined code phrase such as “Green” will assure the au-
thenticity of the lifting of the lockdown procedures. 
 
Your hiding place should: 

 Be out of the active shooter’s view 
 Provide protection if shots are fired in your direction (example: an office 

with a closed and locked door) 
 Don’t trap yourself or restrict your options for movement 

 
To prevent an active shooter from entering your hiding place: 

 Lock the door 
 Blockade the door with heavy furniture 

 
If the active shooter is nearby: 

 Lock the door 
 Silence your cell phone  
 Turn off  lights 
 Hide behind large items ( cabinets, desks) 
 Remain quiet 

 
If evacuation and hiding out are not possible: 

 Remain calm 
 Dial 911, if possible, to alert police to the active shooter’s location 
 If you cannot speak, leave the line open and allow the dispatcher to listen 

 
 
3. FIGHT 
 
As a last resort, and only when your life is in imminent danger, attempt to disrupt and/
or incapacitate the active shooter  by: 

 Acting as aggressively as possible against the shooter 
 Throwing items and improvising weapons 
 Yelling 
 Committing to your actions 

 
4. Police Actions 
 
The first officers to arrive to the scene will not stop to help injured persons. Expect 
rescue teams to follow the initial officers. These rescue teams will treat and remove 
any injured persons. They may also call upon able-bodied individuals to assist in re-
moving the wounded from the premises 
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HARD LOCKDOWN VS SOFT LOCKDOWN 

 
Hard Lockdown 

 Nobody goes in or out of the building 
 All Staff and Students are in their designated lockdown rooms 
 
 

Soft Lockdown  
 Staff and Students can move freely in the building 
 No visitors are allowed in the building 
 Students arriving for class at the Regional Offices are allowed in. 

Students are allowed to leave once class has finished.  
 Staff are not allowed to leave 























Student Assistance Program 

 

 Letter of Agreement 

 

This Letter of Agreement is between The Prevention Network and the The Pennsylvania Cyber 

Charter School. Both parties agree to cooperate in providing services for the Pennsylvania Student 

Assistance Program.   

 

SECTION A:   The Prevention Network Responsibilities 
 

The Prevention Network agrees to adhere to all related federal, state and local laws pertaining to the 

delivery of mental health and drug and alcohol rehabilitation services and any other statutory or 

regulatory provisions pertaining to the Student Assistance Program. Additional responsibilities of the 

SAP liaison provider agency include:   

 

1. The Prevention Network contact:  The Prevention Network Director can be contacted at 724-869-

2222 should the need arise. 

 

2. The Prevention Network agrees to appoint a representative to attend and participate in the 

previously established SAP County Coordination Team/and or SAP District Council Meetings 

that will be held periodically throughout the year. 

 

3. The Prevention Network agrees to designate a qualified liaison to provide SAP services to the 

district as outlined in Section A of this Letter of Agreement. The SAP liaison will act as a 

member of the building Student Assistance Program core team (hereafter referred to as the SAP 

team).  

The SAP liaison will attend scheduled core team meetings for the purpose of consultation, 

recommendations, referrals, case management, and follow-up services. 

 

4. The SAP liaison will provide site-based or remote student pre-screens for Mental Health and/or 

Drug and Alcohol treatment if recommended by the SAP team and parent/guardian permission is 

secured. The SAP liaison can arrange for an assessment if recommended by the SAP team and 

parent/guardian permission is secured. The Prevention Network will secure releases of 

information from the student/parent/guardian prior to disclosing information to agencies that may 

be involved in handling a referral. Mental Health and/or Drug and Alcohol pre-screens will be 

completed within a reasonable timeframe of referral notification based on students/liaison 

need/availability.  

 

5. The SAP liaison will provide referral information for identified students. Referral information 

should include identification of agencies and/or resources that could serve the needs of identified 

students and their families. The provider agency liaison may assist the identified student and/or 

family in linking up with the appropriate services.  

 

6. The SAP liaison will provide follow-up with parents and students as permitted through the 

MH/ID and SCA contracts with the county.  

 

7. The SAP liaison will provide Critical Incident Stress Management (CISM) intervention and 

postvention assistance to SAP teams, students, families, and faculty following significant events 

that would adversely affect the school community (i.e. student death or other tragic event) as 
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needed/requested by the district within the scope of the liaisons level of expertise, training, and 

certification. 

a. The school district’s designated emergency point of contact person will notify The Prevention 

Network Director as soon as possible following the above stated incident to request assistance. If 

the TPN Director is unavailable, the district will then notify the TPN Crisis Liaison.  

-TPN Director, Megan Day: 724-417-5055 

-TPN Crisis Liaison, Heidi Hart: 724-683-1382 

 

b. The school district’s designated emergency point of contact will assist in the strategic planning 

process (type of incident, identify impacted groups or individuals, etc.) to ensure the deployment 

of adequate staffing and appropriate interventions with the support of The Prevention Network 

Director, SAP Coordinator, and SAP liaison assigned to the school district.  

 

c. As part of the strategic plan the school district will provide communication to their students, 

faculty, and families to ensure that the school district and community are aware of and able to 

access available support prior to implementation.  

 

d. The school district point of contact will meet with TPN staff upon arrival to assist the team and 

other included district staff in navigating logistics within the building to assist in the 

implementation of the strategic plan and any other identified need for support.  

 

 

e. The school district will participate in a debriefing with The Prevention Network staff to identify 

additional concerns, and/or need for further support. 

 

8. The SAP liaison will provide technical assistance to core teams regarding best practices for SAP 

as per state standards and guidelines. 

 

9. The SAP liaison will assist with faculty in-service and student orientation within the limits of 

staff availability. 

 

10. The SAP liaison will provide educational resources to school personnel, students, families, and 

community as requested and within the limits of staff availability. 

 

11. The SAP liaison will facilitate or participate in core team maintenance.  

 

12. The SAP liaison will consult with schools around strategies for engaging parents in the SAP 

process. 

 

13. The SAP liaison will provide technical assistance to the school districts for policy development in 

areas related to his/her field of expertise. 

 
14. The PASTP Lead Trainer through The Prevention Network will offer Student Assistance Program 

Trainings for district employees grades K-12.  

 

15. The Prevention Network will provide Crisis Liaison Services.  Crisis protocol below: 
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Beaver County Crisis Services Protocol  

Local Number 724-371-8060 Toll Free Number 1-800-400-6180  

When a student is referred to UPMC Beaver County Crisis, the following protocol should be followed by 

the School District, Crisis Liaison, and UPMC Beaver County Crisis 

 1. School will notify UPMC Beaver County Crisis when they recommend a student to the Crisis 

Unit.  

-The school should provide the name, birth date, phone number, address, and an explanation of 

the situation.  

 

 2. After notifying UPMC Beaver County Crisis the school will also notify the Crisis Liaison from 

The Prevention Network. 

 

   Work: 724-869-2222 Ext. 216 

   Cell:    724-683-1382 

   Email: H.hart@thepreventionnetwork.org 
 

 3. Once the student has been seen by UPMC Beaver County Crisis, evaluated, and 

recommendations are made, UPMC Beaver County Crisis Services will:  

 a. provide the parent/guardian a form indicating they were seen. 

- The original form is kept at Crisis Intervention Services.  

 

 b.  contact the Crisis Liaison from The Prevention Network with recommendations made for 

student.  

 

4. The Crisis Liaison will notify school of UPMC Beaver County Crisis recommendations.  

5. When student returns to school it is important to continue support and follow up with the student. If the 

student is not currently involved with SAP, a recommendation should be made. 

 

6. The Crisis Liaison will make necessary follow up contact with your school district buildings to discuss 

student progress and to make sure recommendations are being met.  

 

 

Crisis Liaison  

 

1. The Crisis Liaison will manage the electronic S.H.E.I.L.D Database.  

2. The Crisis Liaison will request student information pertinent to the student’s welfare.  

3. The Crisis Liaison will provide follow up with school district assigned point of contacts to 

provide crisis referral follow ups and recommendations.  

 

SECTION B:  School District Responsibilities 

The The Pennsylvania Cyber Charter School agrees to comply with all related federal, state, and local 

laws pertaining to the delivery of mental health and drug and alcohol rehabilitation services within school 

districts, including but not limited to the Family Education Rights and Privacy Act (FERPA) and the 

Protection of Pupil Rights.  The school district also agrees to provide a SAP team that complies with the 

BEC 24 P.S. 15-1547 for membership, training, common planning times, and ongoing maintenance. 

Additional responsibilities of the school district include: 
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1. The school district will designate a contact person between the team and the provider to ensure 

effective communication. The school district’s contact will be 

________________________________(name) and can be reached at __________________ 

(contact information). 

 

2. The school district will appropriate a safe and private space in the school where the SAP liaison 

can provide services; provide access to district guest Wi-Fi for the use of electronic screening, 

provide for secure storage of student records, and adhere to SAP confidentiality provisions. 

 

3. The school district will provide copies of the district’s alcohol, tobacco, and other drug policy, 

suicide/mental health crisis policy, school calendar, a schedule of special activities, and any other 

school policies, which may affect Student Assistance Program services. 

 

4. The school district will provide family and community education on the Student Assistance 

Program. 

 

5. The school district will provide faculty, pupil personnel and student orientation to the Student 

Assistance Program that includes staff, services, and referral procedures. 

 

6. The school district will provide release time as established by the core team for referred students. 

Release time shall coincide with the normal school day and will be designed so that instructional 

time is not abused. 

 

7. The school district will contact parents or guardians of identified students in order to explain 

referral, gather information, and obtain permission to involve students in the Student Assistance 

Program. 

8. The school will submit data (on-line reporting) regarding the Student Assistance Program as 

requested to the Departments of Health, Education, and Public Welfare. 

 

9. The school district will appoint a representative from Central Office along with the Building 

Administrator(s) or designee(s) to attend and participate in the established SAP County 

Coordination Team and/or SAP District Council Meetings that will be held within the school 

year. 

 

SECTION C:   Records 

 

Provider and School District agree to the following regarding records:  
 

All records generated by the school district’s Student Assistance Team, with respect to individual 

students, are records of the district; the retention and disclosure of which shall be governed by the policies 

of the district and applicable federal laws which include:  

  

FERPA (Family Education Rights and Privacy Act of 1974) and HIPAA (Health Insurance 

Portability and Accountability Act of 1996) regulations should govern procedures regarding 

any records developed from agency screenings or assessments. 

 

FERPA, amended in 2002 provides parental rights to inspect, review, amend and control 

disclosure form a child’s school record. 
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HIPAA is a federal mandate that requires safeguards that protects health information and 

provides guidelines for disclosing protected information. HIPAA is designed to regulate the 

exchange of confidential and sensitive information. It requires providers of health care services, 

including behavioral health providers to keep information secure and available only to authorized 

personnel by defining standards and methods that will safeguard information 

 

Protection of Pupil Rights Law (HATCH Amendment 2002) (BEC 20 USC 1232h) which 

states that” …No student shall be required, as part of any program, to submit to a survey, 

analysis, or evaluation that reveals information concerning: … Mental and/or psychological 

problems… without the consent of the parent.” 

 

When a student has been referred to a liaison designated by The Prevention Network for 

screening, the records generated become the property of the provider. After a prescreening is 

completed, the Student Assistance Program liaison’s recommendations become part of the 

student’s SAP file. SAP prescreen recommendations will be maintained in the S.H.I.E.L.D 

database. 

 

 

The Prevention Network, Crisis Liaison, and the The Pennsylvania Cyber Charter School will manage 

the S.H.I.E.L.D throughout the school year. This database will also include SAP referral information, 

SAP recommendations and follow up with information pertinent to the student’s progress throughout the 

school year.  

 

SECTION D:  Conflict Resolution Process 

 

Should there be a conflict between the SAP Team and The Prevention Network (liaison) or the Crisis 

Liaison; the issues or concerns should work through the levels as follows: 

   

Step 1.  Members of the Core Team and Provider Agency Liaison meet to discuss conflict.  

 

Step 2.  School Building Administrator and Administrator of Local Provider Agency meet. 

 

Step 3. School District Central Office Administrator, County Mental Health and/or Drug and 

Alcohol Administrator meet. 

  

Step 4. Chief School Administrator/Superintendent, Office of Mental Health Community 

Program Manager or Office of Drug and Alcohol Programs Representatives, and 

Pennsylvania Network for Student Assistance Services’ Regional Coordinator meet. 

  

Step 5.                Commonwealth SAP Interagency Committee meets. 

 

Note: The personnel indicated at each step do not preclude the inclusion of other individuals involved 

with the Student Assistance Program.  

 

 

SECTION E:  Agreement Terms 

As a result of this agreement, SAP liaisons from The Prevention Network, are contracted to provide 

services to schools and teams and thus have a legitimate educational interest in participating as full 

members of the SAP Team. 
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This agreement will be in force throughout the school contract year. Effective dates of this agreement are 

July 1, 2024 - June 30, 2025. Agreements will be renewed on a yearly basis. Should either party choose to 

be released from this agreement, written notification must be made within thirty (30) days of termination 

to all parties whose signatures appear on this document. This agreement can be amended by mutual 

agreement of both parties.  

 

 

 

 

 

 

 

 

FOR SCHOOL DISTRICT                            FOR PROVIDER 

 

_______________________                         _________________________ 

Superintendent                                               Executive Director 

_______________________                           __________________________ 

Date                                                                Date 

 

 

SAP Coordinator/Date 

 

_______________________ 

 

 

SAP Liaisons/Date 

 

_______________________   

 

_______________________ 

 

 

Crisis Liaison/Date 

 

______________________ 

 

 

 

PSATP Lead Trainer/Date 

 

_______________________ 

 

        

   

cc: The Prevention Network Director 

 SAP Liaisons 

             Building Administrators 

 SAP Core Team Coordinator or SAP Team Representatives 

 SCA Administrator 

             MH/ID Administrator 
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As a school system, we are committed to creating and sustaining a comprehensive, coordinated effort to improve the overall 

safety and well-being of our students, educators, and administrators. To do this, we believe this must involve community-wide 

programs and initiatives involving parents, teachers, administrators, local law enforcement, mental health & wellness 

professionals, and elected officials to take meaningful action to protect our students. 

PA Cyber participates in “Safe2Say Something” (S2SS) anonymous reporting system. This program, which is mandated under 

PA state law / Act 44, teaches students, teachers, and administrators how to recognize warning signs and signals, especially 

within social media, of individuals who may be a threat to themselves or others and Say Something to a trusted adult OR use its 

anonymous reporting system. Specifically, the program educates participants to:

 • Recognize the signs and signals of at-risk behaviors—especially within social media.

 • Take every sign and signal seriously. Act quickly to get help by talking to a trusted adult 
  OR report it anonymously through the S2SS Office of the Attorney General 24/7 Crisis Center, 

  mobile app, or website.  

 • Respond to and manage the submitted tip via school-based multi-disciplinary educator and administrator teams.

 • Sustain the curriculum and awareness via student clubs, in-school activities, and call-to-action weeks.

Our students often are aware of the problems their peers are facing, so we must empower them to know the danger signs 

and give them the tools to help each other with the assistance of trained and caring adults. As you know, most conversations 

are taking place on social media; therefore, it is critical that we teach our students to look out for one another as these digital 

conversations are taking place. S2SS teaches them what to look for in text, video, and photos while empowering them to act 

quickly to help a fellow student.

The S2SS program is provided through Sandy Hook Promise (SHP), a nationwide nonprofit organization. SHP’s programs are 

in 50 states, with 10,000+ schools and over 5.5 million students and adults trained. They have a track record, reputation, and 

knowledge of how to work effectively with kids, parents, and teachers to improve school safety and culture. The program is 

age-appropriate and research-based. They also have funding to provide and sustain the program at NO COST to our school 

(and all schools statewide). 

We anticipate that S2SS will help stop school shootings, suicides, and gun threats; reduce bullying and cyberbullying; and 

intervene upon cutting, drug use, racial conflicts, and other violent and victimization acts. Please see the S2SS page in Buzz  

for information on how to submit a tip along with additional resources. 

SAFE2SAY SOMETHING
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ACADEMIC REQUIREMENTS
Academic Placement
The Pennsylvania Cyber Charter School will place students in the appropriate grade level supported by any of the following 

criteria:

 • Previous academic standing

 • Credits earned

 • Academic performance

 • Local assessment

 • Specific curriculum/placement tests for elementary students

Grade Classification
Students in Kindergarten through Eighth grade (K-8) will be classified by chronological grade as if they were in a traditional 

brick-and-mortar school. However, if a student is taking classes at various grade levels, they may be classified in the grade level 

where the majority of their classes are taken.

For a student to be promoted to the next grade, a student must pass 3 of the 4 major subjects and the majority of full-time 

classes scheduled. 

The guidelines for the promotion or retention of students in grades K-8 at PA Cyber are listed below: 

 • Students who do not meet the grade level requirements will be considered for retention.  

 • If a student has not earned passing status at a particular grade level, the student may be retained in the same grade  

  the following year.  

 • A student may only be retained one (1) time at each grade level span: K-5 and 6-8.  

 • If a student has been retained at a particular grade level and does not meet the requirements to be promoted   

  the following year while still in the same Academy, the student will be promoted to the next chronological grade   

  level with additional supports and services as to be determined by the educational team.  

 • The Principal of the student’s current academy at time of course failures along with the Chief Executive Officer and/ 

  or Chief Academic Officer is given discretion to determine student promotion/retention.  

 • Students in grade 7 are eligible to earn a maximum of 1 high school credit in either Math (Algebra 1) or a high   

  school-level foreign language.  

 • Students in grade 8 are eligible to earn a maximum of 2 high school credits in either Math (Algebra 1 or higher),    

  Science (Physical or Earth Science), or a high school-level foreign language.

 NOTE: Although students may have the ability to take high school level courses in excess of the maximum 7th or 8th  

 grade amounts, they will only be awarded 1 and 2 high school credits, respectively, in each grade level.

PA Cyber recognizes that the social, emotional, physical, and educational growth of students will vary, and the students should 

be placed at educational levels most appropriate to their needs.

Students in Ninth through Twelfth grades (9-12) will be classified by grade level based on the number of credits earned not to 

exceed their chronological grade level. Credits per corresponding grade level are listed below.  

 Sophomore ……….. 5.25 credits

 Junior ……………....... 10.5 credits

 Senior ……………..... 15.75 credits 
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Graduation Requirements
As permitted by applicable law, in order to be a full-time student, high school students in grades 9-12 must carry a minimum of 

five classes plus physical education each semester. PA Cyber expects parents to monitor student progress towards meeting all 

graduation requirements by their senior year. Typically, students are entitled to four years of high school beginning in the 9th 

grade. In most cases, students begin to accumulate credits as a freshman. In order to graduate from PA Cyber, students must 

complete at least 22 credits in the following subject areas:

 • All students in Grade 9 will be enrolled in High School Essentials.

 • Career Forward 11 is a required elective in order to be eligible for graduation.

 • Beginning with the graduating class of 2023, statewide graduation requirements provide pathways for 

  high school students to demonstrate readiness for postsecondary success as outlined in Act 6 and Act 158.

Students should complete all required coursework no less than two weeks prior to graduation if they plan to participate in 

commencement ceremonies. Students must also satisfy all other school requirements, comply with all school policies, and 

return all school property prior to commencement.

Graduating students who fail to meet the above requirements may not be able to participate in the commencement ceremony. 

If a student does not meet the necessary requirements, they may arrange to receive their diploma by mail or pick it up at the 

School office when they have complied with all requirements.

Career Readiness 
To help ensure that all students in Pennsylvania are on track for meaningful postsecondary engagement and success, the 

Pennsylvania Department of Education has included a measure of students’ career exploration, preparation, and readiness as 

part of Pennsylvania’s state and federal accountability system through the Future Ready Index and under the Every Student 

Succeeds Act. Students must take PA Cyber’s required career readiness course to meet necessary graduation requirements and 

to be eligible for graduation. 

Grading Scale
PA Cyber adheres to the following grading scale:

 100%-90%  = A

 89%-80%    = B

 79%-70%     = C

 69%-60%    = D

 Below 60% = F

Mid-Year Transfer Students
PA Cyber may accept students throughout the academic year. Acceptance to the program, academic placement, and awarding 

of high school credits are determined by the School’s transfer procedures and on a case-by-case basis. Students who enroll 

mid-year may, at the discretion of the school, be given the curriculum with different completion periods from the standard 

full-year academic calendar. In such cases, the student’s Educational Team (Academic Advisor, Teacher, Assistant Principal, 

Principal) will determine workloads and target completion schedules.

Language Arts 4 credits (English 9 & English 10 are recommended)

Mathematics 4 credits (Algebra 1 is required)

Social Studies 4 credits

Science 3 credits (Biology is required)

Fine Arts 2 credits

Physical Education 1 credit

Health 0.5 credit

Electives 3.5 credits
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Drops/Transfers
Once a PA Cyber Student enrolls in their chosen course(s), the student is expected to successfully complete each course 

before progressing to the next level. If the parent or student wishes to drop a course or transfer from one course to another, 

the parent must request the change by contacting the Academic Advisor within 30 days of course enrollment. The Academic 

Advisor must approve the drop/transfer. The parent/student must immediately return all materials and textbooks.  When 

a course is dropped within the acceptable 30-day period, no listing will appear on the student’s record. When a course is 

dropped after the 30-day period, a grade of F, withdrawal fail, will appear on the student’s record.

Students enrolled in virtual classes earn credit only when they successfully complete the entire course. Virtual classes begin 

in August, are 36 weeks in length and are worth one (1) full credit. Some virtual courses are 18 weeks in length and worth ½ 

credit. For a complete list, please refer to PA Cyber’s Course Catalog.

A PA Cyber parent/student may add a course to the student’s schedule by contacting and getting the approval of the  

Academic Advisor.  

Student Progress
At PA Cyber, students, parents, and staff must work together to ensure academic progress. Students are expected to complete 

all assignments promptly according to curriculum instructions and in a manner consistent with all School policies.  Parents 

should monitor and assist students daily.

Members of the instructional staff are available by phone or email as needed for assistance. Parents and students may also 

arrange a personal visit at any of our locations to discuss academic progress. PA Cyber Instructional Staff or Administration  

also reserves the right to schedule a parent meeting to discuss student academic progress.

The instructional staff will intervene if a student does not:

 • Complete assignments on a regular and consistent basis

 • Pass any midterm, final, or achievement test

 • Meet course expectations

 • Maintain adequate pacing in courses

 • Communicate as required on a regular basis with instructional staff

Academic Course Pacing
PA Cyber offers a course pacing policy intended to assist students in reaching their educational goals. In addition to providing 

accountability, pacing will ensure students are attaining various state and national educational standards.

Virtual Classroom (VC) 

Along with meeting mandated daily attendance requirements in the Virtual Classroom, students are responsible for submitting all 

coursework by the assigned due dates.

Blended Classroom (BC) 

In grades K-2, the Blended Classroom offers students a weekly two-hour live session that includes instruction in ELA and Math.  

In grades 3-4, the Blended classroom offers students a weekly three-hour live session that includes instruction in all subject areas.  

In grades 5-12, the Blended Classroom offers students a weekly hour-long live session for each individual course for all core 

subject areas (language arts, mathematics, science, and social studies).  

Students with an overall grade of C or below and/or who are not meeting adequate and consistent progress will be required to 

attend a live blended session unless otherwise noted by the Blended Classroom Teacher. Students will receive an email on or 

about the 25th of each month to notify if attendance in the upcoming month is mandatory. PA Cyber Instructional Staff reserve 

the right to determine attendance status at any time based on individual student needs. 

Along with attending all mandatory Blended Classroom sessions as indicated by the Blended Classroom Teacher, students are 

responsible for maintaining a steady pace in their courses and for submitting all coursework by the pre-determined course 

expiration date.
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Asynchronous Classroom (AC)
While students in the Asynchronous Classroom (AC) do not have a mandatory live course session, students enrolled in an 

asynchronous course are responsible for maintaining a steady pace in courses and for submitting all coursework by the 

pre-determined course expiration date.

PA Cyber establishes course expiration dates for all Blended and Asynchronous courses. Expiration dates will be displayed on 

the MySchool Portal (https://myschool.pacyber.org) and in the Student Grade Summary Report, which is also available on the 

MySchool Portal. At the time of the course expiration date, an extension may be granted for extenuating circumstances with 

administrative approval or based on a student’s Individualized Education Plan (IEP). Otherwise, the remaining assignment(s) 

will be zeroed out and a final course grade will be issued. If the student’s final course percentage is below 60% the student will 

receive an F on the student record.

Student Assessment
Pennsylvania System of School Assessment (PSSA)/Keystone Assessment

All public school students are required by the Pennsylvania Department of Education to participate in the PSSA and/or Keystone 

Assessments. As permitted by applicable law, parents will be responsible for providing transportation for their students to and 

from the designated testing site on the appropriate days.

Universal Screening

Students will participate in reading and mathematics computer adaptive assessments that adjust to each student’s instructional 

level. All students in grades K-11 will test two to three times annually, depending on grade level, to enable instructional staff to 

identify areas of improvement. Subsequently, an individualized intervention plan is developed and will be implemented by the 

Academic Advisor, teachers, tutors, teacher facilitators, mentors, and parents.

Response to Instruction and Intervention (RtII)

RtII is a three-tiered intervention strategy to enable early identification and intervention for students at academic or behavioral 

risk. RtII allows PA Cyber educators to identify and address academic and behavioral difficulties to avoid student failure.  

PA Cyber educators assist in preventing failure by monitoring student response to a series of increasingly intense interventions. 

This careful observation also provides data that may guide eligibility decisions for learning disabilities.

 • Tier 1 is designed to provide early assistance to students through course selection, baseline assessments that are   

  performed in the fall and spring, and open tutoring sessions Monday through Friday. PA Cyber offers a variety of   

  different resources that can be investigated and integrated in consultation with the assigned Academic Advisor.

 • Tier 2 will be introduced to students when baseline testing results are not proficient, requiring additional interventions  

  in conjunction with the curriculum.

 • Tier 3 will be provided as needed and may involve referring students for Title 1 services, including math 

  and reading coaching. 

Curriculum Selection
After the enrollment process is complete and an Academic Advisor is assigned, the student, parent, and the Academic Advisor 

will review the student’s transcripts. Upon review of transcripts, this team will then discuss curriculum options and confirm final 

course selection. The Academic Advisor then completes the ordering process. Subsequent course selection occurs through 

discussion between the parent/student and Academic Advisor. Curriculum information can be found on the website www.

pacyber.org, and in the course catalog provided at the initial interview.
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Physical Education
Pennsylvania Law applicable to public schools requires students to complete an annual course in physical education.  

Physical education credits are also required for high school graduation. In compliance with applicable law, the School requires 

elementary students through 6th grade to complete 36 hours of organized supervised physical activity each school year. 

Students in grades 7–12 are required to complete 72 hours of activity annually. These requirements can be met through a 

variety of physical, athletic, and recreational activities. Students are required to include physical education hours in their  

course logs. Please contact your Academic Advisor with questions about specific activities and requirements. 

If a student is unable to participate in physical education, the student must submit a doctor’s excuse stating a specific reason 

for the excuse and specifying a time span for which the excuse is in effect.  

Fine Arts 
Students in grades Kindergarten through eighth grade are required to take a fine arts course each school year to meet the 

Pennsylvania Department of Education Fine Arts requirement. 

Grades K-8

Students in grades Kindergarten through eighth grade will be enrolled in the ArtsAlive! class that corresponds to their grade 

level.

Books and Related Materials
All books and course materials are the property of PA Cyber. The School will ship the necessary materials that are needed for 

courses. Students/parents are responsible for the replacement costs of any lost or damaged books or materials. If the student 

withdraws or transfers from a course, the parent/student must contact PA Cyber for specific instructions on returning course 

materials.

STUDENT ATTENDANCE POLICY
All persons residing in the Commonwealth of Pennsylvania between the ages of six (6) and twenty-one (21) years of age are 

entitled to a free and full education in the Commonwealth’s public schools. This right extends to migrant, homeless, pregnant, 

married, or emancipated students. 

Student responsibilities include regular school attendance, conscientious effort in classroom work and homework, and 

conformance to school rules and regulations. All students enrolled in school must attend daily in accordance with the 

academic calendar. Parents and guardians are required by the compulsory attendance law to ensure their child attends an 

approved educational institution unless otherwise legally excused. Compulsory school age refers to the period of a child’s life 

from the time the child enters school as a beginner, which may be no later than the age of 6 years, until the age of 18 years or 

graduation from a high school, whichever occurs first. A beginner is a child who enters a school district’s lowest elementary 

school grade that is above kindergarten.

PA Cyber requires all students to receive educational instruction for:

PA Cyber students must attend school Monday–Friday according to the academic calendar. The School offers a degree of 

flexibility within the academic model, permitting students to have access to the program outside of the traditional Monday 

through Friday academic week. Students may complete work on Saturday and Sunday; however, weekends do not replace 

weekday attendance according to our attendance requirements. Additionally, PA Cyber’s academic calendar is independent 

from all local school districts and does not include snow days. PA Cyber students are required to be in attendance regardless 

of a local school district in-service day or snow day.

Grade Level
Day Totals per 
Academic Year

Hour Totals per
 Academic Day

Hour Totals per
Academic Year

Kindergarten through Sixth 180 5 900

Seventh through Twelfth 180 5.5 990
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Students enrolled at PA Cyber will meet attendance requirements by logging into the MySchool portal each school day 

where they can complete their coursework and maintain adequate and consistent progress in their classes. 

“Adequate and consistent progress” is defined by completing all lessons and assignments in alignment with the recommended 

course pacing. 

Blended Classroom (BC) - Live Session Attendance  

Attendance in the live component of the Blended Classroom is mandatory for all students unless otherwise exempt by the 

Blended Classroom Teacher. The criteria for a student to earn an exemption from mandatory attendance in a live, blended 

class is as follows:

 • Kindergarten – Beginning November 1, if a student has a passing grade for the course, they will not be 
  required to attend a live blended session unless otherwise noted by the classroom teacher. 

 • Grades First through Twelfth – Students with an overall grade of C or below and/or are not meeting adequate 
  and consistent progress will be required to attend a live blended session unless otherwise noted by 
  Blended Classroom Teacher. Students will receive an email on the 25th of each month to notify if 
  attendance in the upcoming month is mandatory.  

Attendance is strongly recommended for all live, blended sessions despite exemption status. Mandatory blended classroom 
attendance is typically determined on a monthly basis; however, the Blended Classroom Teacher reserves the right to determine 
attendance status at any time based on the individual student’s needs for success. Failure to attend a blended class session for any 
given subject area will result in an unexcused absence for the individual course session unless a valid excuse is provided within 
three (3) calendar days to the Attendance Department. 

Students who miss more than 10 minutes of a class period may be marked as absent for the individual class at the teacher’s 
discretion.

Virtual Classroom (VC) - Live Session Attendance

Attendance in all assigned live, virtual sessions is mandatory for any student enrolled in a VC course. Failure to attend a virtual 
class session for any given subject area may result in an unexcused absence for the individual course session unless a valid 
excuse is provided within three (3) calendar days to the Attendance Department. 

Students who miss more than 10 minutes of a class period may be marked as absent for the individual class at the teacher’s 
discretion.

Absences 
Parents/guardians are responsible for notifying the Attendance Department if their child is absent for a valid excusable reason on a 
scheduled school day during the year. Absences are only classified as excused if the absence meets the identified valid and lawful 
excuse criteria identified in this policy. Such valid reasons for missing school must be submitted to the Attendance Department 
either electronically or telephonically by a parent or guardian. All absences are treated as unexcused until a parent provides the 
school with a valid excuse. 

Excused Absences
Excused or legal absences must be reported to the Attendance Department within three (3) school days of the return to school. If 
a valid excuse is not provided within this time frame, the absence will remain unexcused. 
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The following reasons are considered lawful and excused in accordance with the Pennsylvania State Attendance Laws:

 • College Visit: An excused absence may be approved for any student in 11th and 12th grades for college visitations.  
  No more than three (3) absences will be excused for college visitations per school year. Written notification should  
  be provided no later than 48 hours prior to the visit and approved by the Director of Attendance 

  [Title 22 PA CODE § 11.26].

 • Court Ordered Hearing: An absence may be excused if a student attends the proceedings of a  

  court or administrative hearing when the student is a party to the action or under subpoena as a witness.

 • Death of a Family Member: An absence may be excused for the death of a member of the student’s immediate  

  family. The immediate family of a student includes, but is not necessarily limited to parents, grandparents, brothers,  

  and sisters.  

 • Family Educational Trip: An absence may be excused when it is demonstrated that the purpose of the absence  

  is to take advantage of a valid educational opportunity (non-PA Cyber related). Written notification should be  

  provided at least fourteen (14) days prior to the trip and must be approved by the Director of Attendance. No more  

  than five (5) total absences will be excused for family educational trips per school year [Title 22 PA CODE § 11.26].

 • Family Emergency: An absence resulting from an urgent reason may be excused. PA Cyber shall strictly construe  

  the term “urgent reason” as it applies to such absences, and such excuse does not permit irregular attendance 

  [Title 22 PA CODE § 11.25].

 • Illness or injury: An absence may be excused in which either illness or injury prevents the student from being  

  physically or mentally able to participate in school. A note from a Commonwealth licensed practitioner will be  

  required for any student missing more than three (3) consecutive school days due to illness or injury 
  [Title 22 PA CODE §11.25].

 • Maternity Leave: Pregnancy itself does not exempt a student or parents from compulsory attendance laws.  

  Documentation from a Commonwealth licensed practitioner is required to excuse a student who is prevented from
  attending school due to pregnancy-related illness or complications. In cases of normal pregnancy, only a   

  Commonwealth licensed practitioner’s statement will be accepted for excusal to discontinue attendance prior to  

  the birth of a child and resuming attendance after the birth.  

 • Medical or Dental Appointment: An absence resulting from a medical (health care or therapy) or dental   

  appointment for the student may be excused. Students and parents should make every effort possible to schedule  

  appointments outside of scheduled live classroom sessions. Notice should be given to the attendance department  

  prior to the absence, except in the case of an emergency [Title 24 PA Code § 13-1329].

 • Out-of-School Program: Students are encouraged to participate in opportunities that provide real world exposure,  

  such as cooperative education, community service, job shadowing, and/or internships/apprenticeships; however,  

  these opportunities should not interfere with any scheduled live sessions. Such absences shall be treated as  

  education trips; therefore, no more than five (5) excused absences from a live classroom session will be approved  

  for out-of-school opportunities. Approval from the Director of Attendance must be obtained seven (7) days prior  

  to the activity. Non-virtual students attending an out-of-school program must still log attendance for the school day  

  in the MySchool portal.

 • Observance of a Religious Holiday: An absence may be considered excused if the tenets of a bona fide religion, to  

  which the student or parent/guardian adheres, require observance of a religious event. Written notification should  

  be provided at least fourteen (14) days prior to the holiday and must be approved by the Director of Attendance  

  [Title 22 PA CODE § 11.21].
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Reporting an Excused Absence
 • Electronic Form: Submit the Excusal Request Form found in the Parent Portal and/or Buzz. *Preferred method* 
  Complete all required fields on the electronic form.

 • E-mail attendance@pacyber.org 
  Provide the following information: Student’s full name, student ID, grade level, date of absence, reason for absence,  
  if the student missed a full school day or specific live classes, and your (parent) name. 

 • Telephone: Contact the Attendance Department at 1-888-722-9237, ext. 7718.
  Provide the following information: Student’s full name, student ID, grade level, date of absence, reason for absence,  

  if the student missed a full school day or specific live classes, and your (parent) name.

Any supporting documentation such as, but not limited to, a physician’s note must be submitted to the school through an 
email attachment to attendance@pacyber.org or faxed to 717-558-0131. The student’s name and student ID should be clearly 
communicated.

Students affected by chronic illness at any time during the school year must provide initial documentation of the diagnosis from 
a Commonwealth-licensed practitioner regarding school attendance. Additionally, parents are required to submit an excuse for 
all absences including absences affected by the illness and absences caused by other reasons.

Classification of Absences
 • Exempt: An absence listed as medical or illness/injury when accompanied by the correct documentation is  
  classified as exempt. Such absences are not counted when determining whether the student is out of compliance  
  with state attendance laws if verification is provided within the three (3) day limit. 

 • Non-exempt: An absence accompanied by a lawful excuse from a parent/guardian within three (3) school days  
  of the return to school is classified as non-exempt. (See Excused Absences section for listing of lawful excuses.)  
  Absences classified as non-exempt count toward the state attendance law (10 days maximum permitted in a  
  school year).

 • Unexcused (unlawful): An absence for which no explanation is given within three (3) school days of the return to  
  school and/or an absence that does not meet lawful criteria. (See Unexcused Absences section for listing of  
  unlawful absence reasons.) Penalties through the magisterial district justice may be levied for excessive illegal  
  absences (an accumulation of 6 or more, consecutive or non-consecutive).  

A maximum of ten (10) non-exempt absences may be approved per school year through communicated documentation 
by the parent. Absences accumulating beyond ten (10) cumulative non-exempt school days or the equivalent will require 
documentation from a Commonwealth-licensed practitioner. The Director of Attendance holds the right to approve atypical 
excuses if deemed appropriate and necessary.

Unexcused Absences
If a student has not met the attendance requirements and the school day is not determined to be excused, that day will be 
considered an unexcused/unlawful absence. The following reasons are unexcused in accordance with the Pennsylvania State 
Attendance Laws:

 • Babysitting / Caretaking 

 • Chores

 • Gainful employment

 • Hunting, fishing, or other unapproved sporting events

 • Oversleeping

 • Truancy

 • Unapproved educational travel

 • Any other reason not recognized as excused

Any student who accumulates ten (10) consecutive unexcused absences will be removed from active membership if a valid 
excuse is not provided within three school days from the tenth absence [Title 22 PA CODE § 11.24].
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Notification of Unexcused Absences
Any and all unexcused absences will be reported to parents by means of an automated e-mail sent to the student and parent 
school-issued e-mail account. Such absences will be reported to parents/guardians and students the next scheduled school day 
via e-mail because of the ability for students to log in and submit coursework over a period of 24 hours in a given day.

• An automated e-mail notification of the absence will be sent to the  
 student’s and parent’s school e-mail account as well as a personal e-mail  
 address if on school record.

• If the student is under fifteen (15) years of age, PA Cyber will refer the student to  
 either a school-based or community-based attendance improvement program  
 or make a report to the county children and youth agency.

• PA Cyber may file a citation against the parents of a student who is under  
 fifteen (15) years of age with the local Magisterial District Judge where the parent 
 resides, resulting in possible legal penaltiwes, after consulting with the children  
 and youth agency if the case is still open.

• If the student is fifteen (15) years of age or older, PA Cyber may refer the student  
 to a school-based or community-based attendance program or service.  
 If the child refuses to participate in this program or incurs additional unexcused  
 absences after being referred, PA Cyber may refer the child to the county  
 children and youth agency for possible disposition as a dependent child.

• An automated e-mail notification of the absence will be sent to the student’s  
 and parent’s school e-mail account as well as a personal e-mail address if  
on school record.

• A conference to develop a SAIP will be scheduled if one has not already been completed.  The parents and 
students will be given written notice to attend the scheduled SAIP via phone. The conference will be held 
even if the parents decline to participate or fail to attend the meeting. A copy of the completed SAIP will be 
provided to the parent and student.

• If the student accrues unexcused absences after the completion of the SAIP, PA Cyber may pursue other 
legal action to address unexcused absences.

• An automated e-mail notification of the absence will be sent to the student’s and parent’s school e-mail 
account as well as a personal e-mail address if on school record.

• If the student is under fifteen (15) years of age, PA Cyber will refer the student to either a school-based or 
community-based attendance improvement program or make a report to the county children and youth 
agency.

• PA Cyber may file a citation against the parents of a student who is under fifteen (15) years of age with the 
local Magisterial District Judge where the parent resides, resulting in possible legal penalties, after consulting 
with the children and youth agency if the case is still open.

• If the student is fifteen (15) years of age or older, PA Cyber may refer the student to a school-based or 
community-based attendance program or service. If the child refuses to participate in this program or incurs 
additional unexcused absences after being referred, PA Cyber may refer the child to the county children and 
youth agency for possible disposition as a dependent child.

First / Second  
Unexcused Absence

• An automated e-mail notification of the absence will be sent to the student’s and parent’s 
school e-mail account as well as a personal e-mail address if on school record.

Third Unexcused Absence

• An automated e-mail notification of the absence will be sent to the student’s and 
parent’s school e-mail account as well as a personal e-mail address if on school record.

• A concern letter regarding unexcused absences will be sent to the parent by  
U.S. Postal mail to the primary mailing address on school record.

• Parents may be asked to contact the school to set up a School Attendance Improvement 
Plan (SAIP).

Fourth Unexcused Absence

• An automated e-mail notification of the absence will be sent to the student’s and parent’s 
school e-mail account as well as a personal e-mail address if on school record.

• A conference to develop a SAIP will be scheduled if one has not already been completed. 
The parents and students will be given written notice to attend the scheduled SAIP via 
phone. The conference will be held even if the parents decline to participate or fail to 
attend the meeting. A copy of the completed SAIP will be provided to the parent and 
student.

• If the student accrues unexcused absences after the completion of the SAIP, PA Cyber 
may pursue other legal action to address unexcused absences.

Sixth Unexcused Absence

• An automated e-mail notification of the absence will be sent to the student’s and parent’s 
school e-mail account as well as a personal e-mail address if on school record.

• If the student is under fifteen (15) years of age, PA Cyber will refer the student to either a 
school-based or community-based attendance improvement program or make a report 
to the county children and youth agency.

• PA Cyber may file a citation against the parents of a student who is under fifteen (15) 
years of age with the local Magisterial District Judge where the parent resides, resulting in 
possible legal penalties, after consulting with the children and youth agency if the case is 
still open.

• If the student is fifteen (15) years of age or older, PA Cyber may refer the student to a 
school-based or community-based attendance program or service. If the child refuses to 
participate in this program or incurs additional unexcused absences after being referred, 
PA Cyber may refer the child to the county children and youth agency for possible 
disposition as a dependent child.

Subsequent Unexcused 
Absences

• An automated e-mail notification of the absence will be sent to the student’s and parent’s 
school e-mail account as well as a personal e-mail address if on school record.

• Referrals will be made to school-based or community-based attendance improvement 
program or to the county children and youth agency.

• Citations may be filed with the local Magisterial District Judge where the student’s 
parents reside for any or all subsequent truancy violations resulting in possible legal 
penalties. If a case with children and youth family services is open, the school must 
consult with children and youth family services prior to filing a citation with a local 
Magisterial District Judge where the student’s parents reside.
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Special Education Considerations

PA Cyber shall consider a student’s needs under an existing or proposed IEP, 504 Plan, or other Special Education program 

when evaluating how to serve the student and facilitate student attendance under this policy.

State Testing Attendance

All students in grades 3-8 and high school are required to participate in PSSAs, Keystones, and/or other state assessments 

according to the laws outlined by The Pennsylvania Department of Education. An unexcused absence can be recorded for any 

student who is absent on a given testing day and does not participate in testing.

During designated state testing days, the State Testing Attendance Policy supersedes PA Cyber’s traditional attendance policy. 

If a student is absent during an assigned testing day, the absence will be recorded as unexcused unless a valid excuse is 

provided. Completing curriculum coursework instead of state testing is not considered meeting attendance requirements 

during that time unless otherwise approved by the CEO.

Post-secondary Institutions

Any student enrolled in college-level courses at a community college, 2-4 year college, or university must still log attendance 

for the day in the MySchool portal.

PA Cyber Family Link Events / Field Trips / Clubs

Any student choosing to participate in a school sponsored event is considered in attendance for the school day. Students are 

encouraged to log into the MySchool portal within the same day to log attendance. Otherwise, attendance would be updated 

upon confirmation from the authorized field trip supervisor that the student attended the event. Additionally, students will be 

excused from any live classroom sessions for participation in the school-sponsored event. Students should notify their teachers 

prior to the absence; however, notification to the Attendance Department is not necessary. Students are responsible for 

watching the playback of the missed live session and meeting all assignment deadlines. 

No Internet Access, Power Outage, or Technology Failure

Internet access and computer access are essential for all cyber school students. In the event of internet failure, power outage, 

or computer failure, all students must create an alternative plan to go to a public library or public Wi-Fi enabled location with 

computer access to complete schoolwork. If an alternative plan is not feasible due to extreme circumstances, notification 

to the Attendance Department must be made within 24 hours. All technology issues preventing daily attendance must be 

reported and documented with the PA Cyber Tech Help Desk in a timely manner.

Truancy Overview
Pennsylvania defines truancy as when a student of compulsory school age accumulates three or more unexcused absences 

in the current school year. Every parent, guardian, or person in a parental relationship who is responsible for a student age six 

to eighteen is responsible for making sure the student of compulsory age attends school on a regular basis. Students who 

have accumulated six or more unexcused absences are considered habitually truant by state law, Act 138 of 2016. Habitual 

truancy may be subject to legal penalties through the local Magisterial District Judge or county court system. 

PA Cyber students outside compulsory age are required to meet all attendance requirements to be considered a full-time, 

active student at PA Cyber. Truant students outside of compulsory age will be addressed through PA Cyber’s Code of Conduct 

requiring progressive disciplinary measures to be taken. 

Preventing Truancy

Consistent attendance and progress in coursework are key factors in reaching academic success within our school. Every day 

a student is absent, they are missing critical instructional time, which may result in decreased academic performance. Once 

enrolled with PA Cyber, students and their parents will be held accountable for completing work in a manner consistent with 

the attendance policy and the specific requirements of their chosen academic curriculum.

PA Cyber is committed to developing comprehensive approaches to ensure our students and parents are active participants 

in the child’s education. Attendance will be closely tracked by teachers, Principals, Assistant Principals, Special Education 

Coordinators, and the Attendance Department. PA Cyber understands children are truant for many reasons. We are dedicated 

to understanding and addressing such issues. Every effort will be made to keep youth in school and reduce referrals to county 

courts, child welfare, or juvenile justice systems in order to effectively intervene and eliminate truant behavior. 
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School Attendance Improvement Plan

A School Attendance Improvement Plan (SAIP) is a school-family conference used to address chronic absences and/or 
academic difficulties. Students can be recommended for a SAIP by the Attendance Officer, teacher, or other school staff.

Issues addressed will include, but are not limited to:

 1. Appropriateness of the student’s educational environment

 2. Possible elements of the school environment that inhibit student success

 3. Student’s current academic level and needs

 4. Social, emotional, physical, mental, and behavioral health issues

 5. Issues concerning family and home environment

 6. Any other issues affecting the student’s success

SAIP meetings are an important step for the student’s continued success; therefore, cooperation and participation by student 
and parent/guardian is mandatory.

Resulting Penalties of Truant Youth 

The law of the Commonwealth of Pennsylvania states that a person may be fined: (1) up to $300 per offense, with court 
costs, for the first offense; (2) up to $500 per offense, with court costs, for the second offense; and (3) up to $750 per offense, 
with court costs, for a third and any and all subsequent offenses. The law allows the court to impose educational parenting 
classes and community service sentences upon parents of a truant student who do not show they took reasonable steps to 
ensure the student’s school attendance. It provides that the parent and student must appear at a hearing before the Magisterial 
District Judge if pleading “not guilty.” This law also provides that truant students can lose their driver’s license for 90 days for 
a first offense and six months for a second offense. Additionally, students under the age of 15 shall be referred to a county 
children and youth agency for possible disposition as a dependent child. The Magisterial District Judge has the ability to 
suspend all or portions of a sentence if the child is no longer habitually truant. 

PARENTAL INVOLVEMENT
Parent Guidelines

Parents of PA Cyber students have a unique opportunity to participate in the education of their children. 

Parents are expected to:

 • Supervise the student’s education at home

 • Provide a physical environment conducive to their student’s educational needs.

 • Assist the student in complying with all PA Cyber Rules, Policies, and Procedures. 

 •  Assist the student in the submission of all forms, applications, and documentation to the School in a timely manner.

 • Ensure the student is logging daily attendance and attending all required live sessions.

 • Instruct the student on the correct procedure for logging in to record daily attendance.

 • Maintain regular contact and communication with the School by telephone and/or email. 

 •  Monitor the student’s computer use to assure that PA Cyber computer equipment and software are used for educational 
 purposes and in accordance with PA Cyber’s Acceptable Use Policy. 

 • Work with the student to ensure successful completion of the curriculum within the allowable timeframe  
 in each subject area. 

 • Assure that all work submitted by the student was completed solely by that student. 

 • Notify the school immediately of any change in a student’s contact information or academic status. 

 • Provide the student with transportation as needed to participate in standardized testing.
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PA Cyber Clubs and Activities 
One of the easiest and quickest ways to meet other PA Cyber students is to join a club or student 

activity. At PA Cyber, these programs meet online through our online classroom. Clubs may include 

student officers, student-led discussions, and in-person activities. No matter your interest, there is a club 

or workshop for you! Get involved, meet others, expand your horizons, and have fun!

Elementary School (K-5)
• All Aboard Gamers (2-5)

• Amazing Animal Adventures (K-2)

• American Sign Language (K-2)

• American Sign Language (3-5)

• Archie’s Explorers (K-5)

• Around the World with Foreign Languages (K-5)

• Art Club (K-5)

• Bible Adventurers (3-5)

• Bookworm Buddies Book Club (3-5)

• Chess Club (3-5)

• Coding K-2 (K-2)

• Coding 3-5 (3-5)

• Hands-on Science (K-2)

• Hands-on Science (3-5)

• Jr. Bible Adventurers (K-2)

• Kids Kitchen Creations (K-2)

• Ready, Set, Go (K-2)

• Ready, Set, Go (3-5)

• Show and Tell Club (K-2)

 • Return all instructional materials and equipment to the school as requested by the Academic Advisor.

 • Check student’s grades frequently and regularly.

 • Check the School-issued Parent Email Account for important announcements daily.

 • Contact PA Cyber at the first sign of tech issues.

 • Understand the parent may be liable for damage to PA Cyber equipment and materials.

 • Complete E-rate Survey yearly.

 • Attend/Participate in student/parent orientation.

Parent Conference

At PA Cyber, parental involvement in education is essential to student success. Any parent or PA Cyber staff may request

a conference to address academic issues. Parents may schedule a conference by contacting the assigned Academic

Advisor. Once the parties agree on the time and place of the conference and who should attend, the Academic Advisor will

make the necessary arrangements.

Availability of Teachers/Staff  

The School strives to provide excellent customer service to students and parents. Students/Parents can expect a response 
from PA Cyber instructional staff within a 48-hour period.

Regular Contact 

In addition to maintaining a regular schedule of completing schoolwork, it is important for students to maintain regular com-
munication between the School staff, the student, and the parent. The Instructional Staff will maintain regular contact with 
students and parents via telephone and/or email. Both parents and students must make every effort to maintain consistent 
contact with PA Cyber and to respond to communications, as necessary, within a 48-hour period.

Modes of Communication

The primary communication methods utilized by PA Cyber shall be direct phone contact with our families followed by email 
contact utilizing the school-issued email addresses. The use of text messages will only be permitted as an additional supple-
mental communication method, following the school’s established procedures, unless otherwise approved by executive ad-
ministration. Text messages may only be utilized with documented expressed permission from a parent or guardian to accept 
text messages from the school. They shall exclusively be used for official school busy, except for the case of school emergen-
cy notifications, where emergency text message alerts may be utilized without expressed permission.

Due to regulations specific to text messages, PA Cyber must seek consent from parents and guardians prior to establishing this 
mode of communication with their family.  If consent is granted, it will be applied to all contact information PA Cyber has on 
file unless otherwise specified.

Daily Computer Activity

Students are required to check their PA Cyber email daily and respond to their PA Cyber email in a timely manner, within 24 
hours if possible. Students and parents must log in to PA Cyber’s My School Portal daily for announcements and attendance.

Custody and Domestic Matters

It is policy of PA Cyber not to accommodate parental requests related to custody/domestic matters absent a validly issued 
Court Order or Subpoena.

School-to-Home Communication App
PA CyberCONNECT powered by Parent Square serves as a secure way for parents and students to communicate with school 
principals, teachers, and staff. The school sends a PA CyberCONNECT invitation to all new PA Cyber email accounts, which 
will be required for activation. If you need help activating your PA CyberCONNECT account, please contact the Help Desk at 
techhelp@pacyber.org or call 724-722-9237. Be sure to opt into text messages so you receive real-time alerts. For more infor-
mation, visit pacyber.org/connect.

Through the PA CyberCONNECT app, the school community can safely:

• Send and receive school and class information

• Connect with school teachers and staff

• See calendar items, including field trips and regional office events

• Receive phone calls, text messages, and mobile app notifications
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ADMISSION/ENROLLMENT
PA Cyber does not charge tuition to parents or students.

•  As required, PA Cyber complies with open enrollment regulations and withdrawal requirements specified by Act 22 of

 1997 of the Pennsylvania Public School Code. 

• PA Cyber complies with all applicable state and federal laws.

•  As required by applicable law, PA Cyber does not discriminate on the basis of race, creed, gender, disability 

 ethnic origin  or other legally protected status in the enrollment and/or the administration of its educational 

 program or extracurricular activities.

When demand for enrollment exceeds places available, admission to the school is determined by lottery among all students 
on the waiting list. Siblings of active students are given priority over n ew students. Those siblings will be exempted from the 
lottery as seats become available.

Primary caretakers of students selected through the lottery will be notified by both email and telephone and have two (2) 
school days to accept or decline enrollment. That primary caretaker MUST complete the enrollment process by supplying 
compliance documents with ten (10) school days from the date the first notification was sent. Families of prospective 
students who are not compliant by the 10th day will forfeit their seats to the next eligible student on the waiting list.

The Pennsylvania Cyber Charter School (PA Cyber) is a public school, chartered under the laws of the Commonwealth of 
Pennsylvania. There are several basic requirements a prospective student must meet to qualify for admission to PA Cyber.

Minimum Age for Enrollment 

Five-year-old Kindergarten

A student is eligible for admission to kindergarten (K-5) if they have attained the age of 5 years on or before August 30 of the 
entering year. The student must also meet the admissions policy for entry age of the school district of residence to be eligible 
for admission to PA Cyber.  

First Grade

PA Cyber has identified the entry age for beginners to be 6 years 0 months by August 30th of the entering year.  

Residency
Students must be legal residents of Pennsylvania. A student’s district of residence is where the parent(s) or guardian resides 
or, if the student is an emancipated minor, the school district where the student resides. (An emancipated minor is a person 
below the age of 21 who has chosen to establish a domicile apart from the continued control and support of parents and 
guardians. If a student 17 or under is living on their own and supporting themselves, the student shall complete the Parental 
Release for Emancipation form. A minor living with a spouse is deemed emancipated, regardless of age.) The student must 
provide PA Cyber with the name of their home school district and proof of residency within that district. Acceptable proof 
includes a mortgage statement, current utility bill, school tax statement, real estate tax statement, or per capita tax statement. 
If the student is under the supervision of a legal guardian, then proof of that guardianship must be provided.

PA Cyber shall require that appropriate legal documentation showing dependency or guardianship or a sworn statement of 
full residential support be filed with PA Cyber’s Enrollment Services Department before an eligible nonresident student may be 
accepted as a student. PA Cyber may require a resident to submit additional, reasonable information to substantiate a sworn 
statement, in accordance with guidelines issued by the Department of Education. 

The Board reserves the right to verify claims of residency, dependency, and guardianship and to remove from school 
attendance a nonresident student whose claim is invalid. 

If information contained in the sworn statement of residential support is found to be false, the student shall be removed from 
school after notice is given of an opportunity to appeal the student’s removal, in accordance with Board policy.
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Registration with Home School District

PA Cyber will only accept students who have been registered with their home public school district. Students can register 
through the offices of their home school district. PA Cyber may contact the student’s home school district to confirm 
registration prior to accepting the student for PA Cyber enrollment.

McKinney-Vento Act

You may qualify for certain rights and protections under the federal McKinney-Vento Act.

If you live in any of the following situations:

 • A shelter

 • A motel or campground due to the lack of an alternative adequate accommodation

 • A car, park, abandoned building, bus, or train station

 • Doubled up with other people due to the loss of housing or economic hardship

As an eligible student, you have the right to:

 • Receive a free, appropriate public education

 • Enroll in a school immediately, even if lacking documents normally required for enrollment

 • Enroll in school and attend classes while the school gathers needed documents

 • Enroll in the local school or continue attending your school of origin (the school you attended in which you were last   
  enrolled) if that is your preference and feasible

If the school district believes that the school selected is not in your best interest, the district must provide you with a 
written explanation of its position and inform you of your right to appeal its decision.

 • Receive transportation to and from the brick-and-mortar school of origin if you request this 

 • Receive educational services comparable to those provided to other students, according to your  
  needs as a student

Expelled/Suspended Students

PA Cyber will not enroll students who have been expelled from their previous school or students who have been suspended 
for certain reasons. 

Age

In compliance with applicable law, children are considered school age from the time they are admitted to public school 
education program until graduation from high school or the age of 21, whichever comes first. PA Cyber will not refuse 
admission to a child who meets the age requirement. Students who turn 21 during the school term are entitled to finish that 
school term. If a student is under age 21 and has a Graduation Equivalency Diploma (“GED”), the student can enroll in school 
and work towards a diploma. 

Enrollment Procedure

Enrollment at PA Cyber requires several steps:  

 1. Application Process  

  Generally, a face-to-face appointment with the applicant and parent(s) is mandatory as part of the enrollment   
  process at PA Cyber. Appointments are scheduled at a place and time determined by PA Cyber. Please review the   
  admissions requirements to be sure the applicant is eligible for the program before scheduling an enrollment    
  appointment. Following the appointment, the Enrollment Coordinator will verify that the applicant meets admission   
  requirements and the application is complete and accompanied by all required supporting documentation. 

  If all prerequisites are met, the School will create a student record containing the applicant’s information. As permitted  
  by applicable law, the School will not process any application for enrollment until it receives all required information.
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 2. Intake Process

  During the enrollment appointment, the applicant and parents are provided with information about curriculum,   
  materials/equipment, and policies and procedures at PA Cyber. Prospective families complete all forms, applications,   
  and paperwork required by PA Cyber during the enrollment appointment. At this time, prospective families must   
  notify the Enrollment Coordinator of any extenuating circumstances that may affect enrollment eligibility. When   
  academic placement is uncertain, PA Cyber may ask the applicant to attend a second appointment to develop a   
  Student Success Plan.  

 3. Required Documentation

As soon as possible upon enrollment, PA Cyber families should provide unofficial transcripts or report cards from the 
student’s school prior to their enrollment at PA Cyber. 

To be considered for enrollment, prospective PA Cyber families must provide the following information to the 
Enrollment Coordinator prior to or during the initial interview:

 • Proof of the Child’s Age (i.e., Birth Certificate, notarized copy of birth certificate, baptismal certificate, copy of the   
  record of baptism—notarized or duly certified and showing the date of birth, notarized statement from the parents or   
  another relative indicating the date of birth, a valid passport, or a prior school record indicating the date of birth.)

 • Proof of residency (acceptable forms include but are not limited to mortgage statement, current utility bill, school tax   
  statement, real estate tax statement, or per capita tax statement)

 • Parent’s or guardian’s Driver’s License

 • Parent Registration Statement regarding suspension or expulsion

 • Home Language Survey

 • Current immunization records (from current school)

Immunizations 

For a student to be admitted to PA Cyber, parents must submit satisfactory evidence that immunizations against Diphtheria, 
Pertussis (Whooping Cough), Tetanus, Poliomyelitis, Measles, Mumps, Rubella, Hepatitis B, and Varicella (Chicken Pox) have 
been or are in the process of being completed, or they must file a certificate of exemption. As a charter school, we follow the 
same mandates as other public schools as set by the Pennsylvania Department of Education and the Department of Health 
1-877-PA-HEALTH (1-877-724-3258). 

The following immunizations are required for attendance in each grade: 

All Grades K-12: 

 • 4 doses of tetanus, diphtheria, and acellular pertussis (Dtap) – last dose on or after 4th birthday

 • 4 doses of polio (4th dose on or after 4th birthday and at least 6 months after previous dose given)

 • 2 doses of measles, mumps, rubella (MMR) – 1st dose must be age 1 or older ***

 • 3 doses of hepatitis B – 3rd dose must be at least 6 months of age and 8 weeks from 2nd dose

 • 2 doses of varicella (chickenpox) or evidence of immunity – 1st dose must be age 1 or older

  ***The MMR & varicella vaccines are usually given at the same time. If they are given on separate dates, there must be  
  at least 28 days between the two vaccine dates.

Students attending 7th grade also need:

 • 1 Tdap dose (tetanus, diphtheria, acellular pertussis) for entrance into 7th grade

 • 1 MCV dose (meningococcal conjugate vaccine) for entrance into 7th grade
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Students Entering 12th Grade:

 •  2nd dose of MCV for entrance into 12th grade. If one dose was given at 16 years of age or older, that shall count as   
  the twelfth-grade dose.

Immunization Exemptions

Parents with strong moral or ethical beliefs against immunizations must complete an immunization exemption form, which 
should include the reason for exemption.  

A copy of immunizations or statement of exemption must be received before enrollment is complete.

A medical exemption form from immunizations must be provided and signed by a physician.  

If your child is exempt from immunizations, they may be removed from school during an outbreak.

Health Screenings  

As a public school, PA Cyber follows the Pennsylvania Department of Health requirements that students are to have certain 
health screenings and exams completed each school year. Height, weight, and vision screenings are required annually. Other 
screenings, including hearing, scoliosis, and general physical and dental exams, are required at certain grade levels as follows:

 Height/Weight/Vision: All grades annually

 Hearing: Grades K, 1, 2, 3, 7, and 11

 Scoliosis: Grades 6 and 7

 Physical Exam: Grades K, 6, and 11

 Dental Exam: Grades K, 3, and 7

At the beginning of each school year, parents should submit health screenings as required to 
healthdepartment@pacyber.org. 

Withdrawal Policy

The Board directs that whenever a student wishes to withdraw, efforts should be made to determine the underlying reason 
for such action. District resources and staff should be utilized to assist the student in pursuing career goals. No student of 
compulsory school age will be permitted to withdraw without the written consent of a parent/guardian and supporting 
justification.

STUDENT EDUCATION RECORDS
The Family Educational Rights and Privacy Act (FERPA) affords parents and eligible students over 18 years of age (“eligible 
students”) certain rights with respect to the student’s education records. These rights include:

 • The right to inspect and review the student’s education records within 45 days of the day the District (or, in this case, 
  PA Cyber) receives a request for access. Parents or eligible students should submit to the school principal (or    
  appropriate school official) a written request that identifies the record(s) they wish to inspect. The principal will   
  arrange access and notify the parent or eligible student of the time and place where the records may be inspected.

 • Parents or eligible students may ask to amend a record that they believe is inaccurate or misleading. They should   
   write to the school principal, clearly identify the part of the record they want changed, and specify why it is inaccurate  
  or misleading. If PA Cyber decides not to amend the record as requested by the parent or eligible student, PA Cyber   
  will notify the parent or eligible student of the decision and advise them of the right to a hearing regarding the request  
  for amendment. Additional information regarding the hearing procedures will be provided to the parent or eligible   
  student when notified of the right to a hearing.
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 • The right to consent to disclosures of personally identifiable information contained in the student’s education   
  records, except to the extent that FERPA authorizes disclosure without consent. One exception, which permits   
  disclosure without consent, is disclosure to school officials with legitimate educational interests. A school official   
  has a legitimate  educational interest if the official needs to review an education record in order to fulfill their 
  professional responsibility. A school official is a person employed by PA Cyber as an administrator, supervisor,    
  instructor, or support staff member (including health or medical staff and law enforcement unit personnel); a person   
  serving  on the School Board; a person or company with whom the district has contracted to perform a special task 
  (such as an attorney, auditor, medical consultant, or therapist); or a parent or student serving on an official committee   
  or assisting another school official in performing their tasks. Upon request, the District will disclose educational   
  records without consent to officials of another school district in which a student seeks or intends to enroll.

 • The right to file a complaint with the U.S. Department of Education concerning alleged failures by the Charter   
  School to comply with the requirements of FERPA or the Protection of Pupil Rights Amendment (PPRA). The Office   
  that administers FERPA is: Student Privacy Policy Office, U.S. Department of Education, 400 Maryland Avenue SW,   
  Washington, D.C. 20202-8520.

 • Pursuant to the U.S. Department of Education, your complaint must:

   o  Be in writing and must contain specific allegations of fact, giving reasonable cause to believe that a violation of  
    FERPA or PPRA has occurred.

   o Be filed by the parent or by the student (if the rights have transferred to the student).

   o Be filed within 180 days of the alleged violation or within 180 days after you know or should have known 

    about the violation.

Release of Records
PA Cyber will only release school records under the following circumstances, unless an exception to FERPA applies, as noted 
above:

 • When the request comes from another school in which the student is now enrolled or from a post-secondary   
  institution to which the student is applying. 

 • When a request comes from the parent or guardian accompanied by a signed release.

 • As otherwise required by law.

Unofficial Transcripts
An unofficial transcript indicates the courses, grades, and credits for a PA Cyber student’s work completed and/or in progress. 
Parents can request an unofficial transcript at any time to ensure that all student coursework has been accurately recorded.

Official Transcripts
Official transcripts are available to agencies and institutions that submit a formal request and will reflect the student’s current 
academic status.  

 • An official final transcript is only available after a student meets all graduation requirements. 

 • It is not the policy of PA Cyber to send official transcripts to the student or parents.

Change of Address
Parent/Guardians are required to notify PA Cyber immediately if their residency changes. They are required to provide proof 
of residency within five days of moving. Parent/Guardian is required to register the student(s) in the new district of residence 
within five days when applicable. *Homeless students are generally required to alert PA Cyber to all changes in physical 
location immediately.
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U.S. Armed Services Recruiter Access to Student Information
PA Cyber (as with all high schools) are mandated, under the federal law*, to provide directory information for the purposes of 
recruiting—more specifically, students’ names, addresses, and telephone listings—and the same access to high school students 
as would be provided to colleges, or to prospective employers of those students. The list will be compiled by the first day of 
the academic year in which the senior students will graduate.

However, the parent(s) of a student 18 years of age or older, may submit a written request to PA Cyber that the student’s 
information shall not be released. Please provide a simple written request should you choose to deny such access to 
information to records@pacyber.org.  

*Title 10 (U.S.C., Sec. 503c), enacted October 2000 as P.L. 106-398, Sec. 563; it is commonly referred to as the “Hutchinson 
Amendment.” It was further changed, and strengthened, under the National Defense Authorization Act (NDAA).

ANNUAL PUBLIC NOTICE OF SPECIAL EDUCATION 
SERVICES AND PROGRAMS AND NOTIFICATION 
OF RIGHTS UNDER THE FAMILY EDUCATIONAL 
RIGHTS AND PRIVACY ACT (FERPA)
It is the responsibility of the Pennsylvania Department of Education to ensure that all children with disabilities residing in 
the Commonwealth, regardless of the severity of their disabilities, and needing special education and related services 
are identified, located, and evaluated. This responsibility is required by a federal law called the Individuals with Disabilities 
Education Improvement Act (IDEIA) 2004.

The IDEIA 2004 requires each state educational agency to publish a notice to parents, in newspapers or other media, before 
any major identification, location, or evaluation activity. The IDEIA 2004 requires this notice to contain certain information.  
Another federal law, the Family Educational Rights and Privacy Act of 1974 (FERPA), which protects confidentiality, requires 
educational agencies to notify parents annually of their confidentiality rights. The Pennsylvania Cyber Charter School (“PA 
Cyber” or “the Charter School”) fulfills the above duties with this annual notice.

Chapter 711 of Title 22 of the Pennsylvania Code requires the publication of a notice to parents regarding public awareness 
activities sufficient to inform parents of children applying to or enrolled in PA Cyber of available special education services 
and programs and how to request those services and programs and of systematic screening activities that lead to the 
identification, location, and evaluation of children with disabilities enrolled in Charter School.

Charter School fulfills its duties with this annual notice and has incorporated several sections of the PaTTAN Procedural 
Safeguards Notice and other applicable guidelines from the Pennsylvania Department of Education into the Board-approved 
Child Find Notice, and Policies and Procedures described below. Charter School also directs parents to the procedural 
safeguards notice from PaTTAN available at the school’s main office for additional information regarding rights and services. 
Parents may contact Charter School’s Director of Special Education at: 1200 Midland Avenue, Midland, PA 15059, at any time 
to request a copy of the procedural safeguards notice or ask questions about special education, services, screenings, policies, 
or procedures. The Procedural Safeguards Notice is provided to parents by Charter School once per school year or: (1) upon 
initial referral or parent request for evaluation, (2) upon filing by parents of their first State complaint under 34 CFR §§300.151 
through 300.153 and upon filing by parents of their first due process complaint under §300.507 in a school year (school must 
receive a copy of the filing), (3) when a decision is made to take a disciplinary action that constitutes a change of placement of 
a child with a disability because of a violation of a code of student conduct, and (4) upon parent request.

The purpose of this annual notice is to comply with Charter School’s obligations under Chapter 711 of Title 22 of the 
Pennsylvania Code and to describe: (1) the types of disabilities that might qualify the child for special education, (2) the special 
education programs and related services that are available, (3) the process by which Charter School screens and evaluates 
such students to determine eligibility, (4) the special rights that pertain to such children and their parents or legal guardians, 
and (5) the confidentiality rights that pertain to student information.

A copy of this Annual Notice is also available on the School’s website at www.pacyber.org.

21PA Cyber   |    Student Handbook



Special Education Services and Programs
PA Cyber is required by the IDEIA 2004 to provide a free appropriate public education to school-age children with disabilities 
who need special education and related services. School-age children with disabilities who need special education and related 
services are identified as eligible for special education if they need specially designed instruction and have one or more of the 
following physical or mental disabilities:

 •  Autism

 •  Deaf-blindness

 •  Hearing Impairment including Deafness

 •  Emotional Disturbance

 •  Intellectual Disability

 •  Multiple Disabilities 

 •  Orthopedic Impairment

 •  Other Health Impairment

 •  Specific Learning Disability

 •  Speech or Language Impairment

 •  Traumatic Brain Injury

 •  Visual Impairment including Blindness

IDEA 2004 provides legal definitions of the disabilities that qualify a student for special education, which may differ from those 
terms used in medical or clinical practice or common usage.

Section 504 Services

Under Section 504 of the federal Rehabilitation Act of 1973, some school-age children with disabilities who do not meet 
the eligibility criteria outlined above might be eligible for special protections and for adaptations and accommodations in 
instruction, facilities, and activities. Children are entitled to such protections, adaptations, and accommodations if they have a 
mental or physical disability that substantially limits or prohibits participation in or access to an aspect of the school program 
and otherwise qualify under the applicable state and federal laws, including Chapter 711 of Title 22 of the Pennsylvania Code 
and Section 504.

Charter School must ensure that qualified handicapped students have equal opportunity to participate in the School program 
and activities to the maximum extent appropriate for each individual student. In compliance with applicable state and federal 
laws, Charter School provides to each qualifying protected handicapped student without discrimination or cost to the student 
or family, those related aids, services, or accommodations that are needed to provide equal opportunity to participate in and 
obtain the benefits of the school program and activities to the maximum extent appropriate to the student’s abilities and to 
the extent required by the laws.

These services and protections for “protected handicapped students” may be distinct from those applicable to eligible 
or thought-to-be eligible students. Charter School or the parent may initiate an evaluation if they believe a student is a 
protected handicapped student. For further information on the evaluation procedures and provision of services to protected 
handicapped students, parents should contact the School’s Director of Special Education at 888-722-9237.

Least Restrictive Environment “LRE” 

To the maximum extent appropriate, students with disabilities are educated with students who are nondisabled. Special 
classes, separate schooling, or other removal of students with disabilities from the general educational environment occurs 
only when the nature or severity of the disability is such that education in general education classes, even with the use of 
supplementary aids and services, cannot be achieved satisfactorily. A continuum of alternative placements is available to meet 
the needs of students with disabilities for special education and related services as required by applicable state and federal 
regulations. This is a team decision, which includes the Charter School and the Parents.
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Special education services are provided according to the educational needs of the child, not the category of disability. 
Types of service that may be available, depending upon the child’s disability and needs as determined by the IEP team might 
include, but are not limited to: (1) learning support, (2) life skills support, (3) emotional support, (4) deaf or hearing impaired 
support, (5) blind or visually impaired support, (6) physical support, (7) autistic support, (8) multiple disabilities support, (9) 
speech and language support, and (10) extended school year support.

Depending on the nature and severity of the disability, Charter School could provide special education programs and 
services as determined appropriate by the IEP team, in locations such as: (1) the classroom/building the child would attend 
if not disabled, (2) an alternative regular class either in or outside the school, (3) a special education center operated by 
an intermediate unit, (4) an approved private school or other private facility licensed to serve children with disabilities, (5) a 
residential school, (6) approved out-of-state program, or (7) the home.

Related services are designed to enable the child to participate in or access their program of special education. Examples 
of some related services that a child may require might include transportation and such developmental, corrective, 
and other supportive services as are required to assist a child with a disability to benefit from special education, and 
includes speech-language pathology and audiology services, interpreting services, psychological services, physical and 
occupational therapy, recreation (including therapeutic recreation), early identification and assessment of disabilities in 
children, counseling services (including rehabilitation counseling), orientation and mobility services, and medical services 
for diagnostic or evaluation purposes. Related services might also include school health services and school nurse services, 
social work services in schools, and parent counseling and training. Some students may also be eligible for extended school 
year services if determined needed by their IEP teams in accordance with Chapter 711 regulations.

Charter School, in conjunction with the parents, determines the type and intensity of special education and related services 
that a particular child needs based on the unique program of special education and related services that the School 
develops for that child. The child’s program is described in writing in an individualized education program, or IEP, which is 
developed by an IEP team. The participants in the IEP team are dictated by IDEA 2004. The parents of the child have the 
right to be notified of and to be offered participation in all meetings of their child’s IEP team. The IEP is revised as often as 
circumstances warrant but reviewed at least annually. The law requires that the program and placement of the child, as 
described in the IEP, be reasonably calculated to ensure meaningful educational benefit to the student. In accordance with 
IDEA 2004, there may be situations in which the School may hold an IEP team meeting if the parents refuse or fail to attend 
the IEP team meeting.

IEPs generally contain: (1) a statement of the student’s present levels, (2) a statement of measurable annual goals established 
for the child, (3) a statement of how the child’s progress toward meeting the annual goals will be measured and when 
periodic reports will be provided, (4) a statement of the special education and related services and supplementary aids and 
services and a statement of the program modifications or supports for School personnel that will be provided, if any, (5) an 
explanation of the extent, if any, to which the child will not participate with non-disabled children in the regular class and in 
activities, (6) a statement of any individual appropriate accommodations that are necessary to measure the performance of 
the child on State and School assessments, and (7) the projected date for the beginning of the services and modifications 
and the anticipated frequency, location, and duration of those services or modifications.

Beginning not later than the first IEP to be in effect when the child turns 14, or younger if determined appropriate by the IEP 
Team, and updated annually, thereafter, the IEP must include appropriate measurable postsecondary goals and transition 
services needed to assist in reaching those goals. Charter School must invite the child to the IEP team meeting at which the 
transition plan is developed.

Beginning not later than one year before the child reaches the age of majority under State law, the IEP must include a 
statement that the child has been informed of the child’s rights, if any, that will transfer to the child on reaching the  
age of majority.
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Screening
Each educational agency must establish and implement procedures to locate, identify, and evaluate school-age students 
suspected of being eligible for special education. These procedures include screening activities, which include but are not 
limited to: review of group-based data (cumulative records, enrollment records, health records, and report cards), hearing 
screening (at a minimum of kindergarten, first, second, and third grades), vision screens (every grade level), motor screening, 
and speech, and speech and language screening. This information will be reviewed by a team of school personnel to help 
determine if a disability is suspected. Charter School has established a system of screening which may include pre-referral 
intervention services to accomplish the following:

 1. Identification and provision of initial screening for students prior to referral for a special education evaluation.

 2.  Provision of peer support for teachers and other staff members to assist them in working effectively with 

  students in the general education curriculum.

 3. Identification of students who may need special education services and programs.

The screening process includes:

 1.  Hearing and vision screening in accordance with Section 1402 of the Public School Code of 1949 (24 P. S. §14-1402)   
  for the purpose of identifying students with hearing or vision difficulty so that they can be referred for assistance or   
  recommended for evaluation for special education.

 2.  Screening at reasonable intervals to determine whether all students are performing based on grade-appropriate

  standards in core academic subjects.

Charter School has established and implemented procedures to locate, identify, and evaluate children suspected of being 
eligible for special education. These procedures involve screening activities which may also include but are not limited 
to:  review of data and student records, motor screening, and speech and language screening. The school assesses the 
current achievement and performance of the child, designs school-based interventions, and assesses the effectiveness of 
interventions. If the concern can be addressed without special education services or is the result of limited English proficiency 
or appropriate instruction, a recommendation may be made for interventions other than a multidisciplinary team evaluation. 
Parents have the right to request a multidisciplinary team evaluation at any time, regardless of the outcome of the screening 
process.

In accordance with Chapter 711, in the event that Charter School would meet the criteria in 34 CFR 300.646(b)(2) (relating 
to disproportionality), as established by the State Department of Education, the services that would be required would then 
include:

 1 A verification that the student was provided with appropriate instruction in reading, including the essential   
  components of reading instruction (as defined in section 1208(3) of the Elementary and Secondary Education Act   
  (ESEA) (20 U.S.C.A. § 6368(3)), and appropriate instruction in math.

 2. For students with academic concerns, an assessment of the student’s performance in relation to State-approved   
   grade-level standards.

 3. For students with behavioral concerns, a systematic observation of the student’s behavior in the school    
   environment where the student is displaying difficulty.

 4. A research-based intervention to increase the student’s rate of learning or behavior change based on the results   
   of the assessments under paragraph (2) or (3), or both.

 5. Repeated assessments of achievement or behavior, or both, conducted at reasonable intervals, reflecting formal   
   monitoring of student progress during the interventions.

 6. A determination as to whether the student’s assessed difficulties are the result of a lack of instruction  
   or limited English proficiency.

 7.  A determination as to whether the student’s needs exceed the functional ability of the regular education   
   program to maintain the student at an appropriate instructional level.

 8.  Documentation that information about the student’s progress as identified in paragraph (5) was periodically   
   provided to the student’s parents.

Except as indicated above or otherwise announced publicly, screening activities take place on-going at periods throughout 
the school year. Screening is conducted at Charter School unless other arrangements are necessary or arranged.
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The screening of a student by a teacher or specialist to determine appropriate instructional strategies for curriculum 
implementation is not to be considered an evaluation for eligibility for special education and related services.

If parents need additional information about the purpose, time, and location of screening activities, they should call or write to 
the Special Education Contact for The Pennsylvania Cyber Charter School:

 Director of Special Education 

 722 Midland Avenue

 Midland, PA 15059

Screening or pre-referral intervention activities may not serve as a bar to the right of a parent to request an evaluation, at any 
time, including prior to or during the conduct of screening or pre-referral intervention activities.

Evaluation

An evaluation under IDEIA 2004 involves the use of a variety of assessment tools and strategies to gather relevant functional, 
developmental, and academic information about the child, including information provided by the parent that may assist in 
determining whether the child is a child with a disability and the content of the child’s IEP. Charter School does not use any 
single measure or assessment as a sole criterion for determining whether a child is a child with a disability and for determining 
an appropriate educational program for the child. Technically sound instruments are used to assess the relative contribution of 
cognitive and behavioral factors in addition to physical or developmental factors.

Parental consent must be obtained by Charter School prior to conducting an initial evaluation to determine if the child 
qualifies as a child with a disability, and before providing special education and related services to the child. Parental consent 
for an evaluation shall not be construed as consent for their child to receive special education and related services. The 
screening of a child by a teacher or specialist to determine appropriate instructional strategies for curriculum implementation 
is not considered to be an evaluation for eligibility for special education and related services; therefore, parental consent is not 
required in this instance.

The law contains additional provisions and due process protections regarding situations in which parental consent for an initial 
evaluation is absent or refused. See more details below and in the PaTTAN Procedural Safeguards Notice. If you have any 
questions about where to obtain a copy of the PaTTAN Procedural Safeguards Notice, kindly contact the Director of Special 
Education at 1200 Midland Avenue, Midland, PA 15059.

The evaluation process is conducted by a Multi-Disciplinary Team (MDT) which is formed based on the student’s needs and 
may include a teacher, other qualified professionals who work with the child, the parents, and other members as required by 
law. The MDE process must be conducted in accordance with specific timelines and must include protective procedures. For 
example, tests and procedures used as part of the Multi-Disciplinary Evaluation may not be racially or culturally biased.

The MDE process culminates with a written report called an Evaluation Report (ER). This report makes recommendations 
about a student’s eligibility for special education based on the presence of a disability and the need for specially designed 
instruction.

Parents who think their child is eligible for special education may request, at any time, that Charter School conduct a 
Multi-Disciplinary Evaluation. Requests for a Multi-Disciplinary Evaluation must be made in writing to the Director of Special 
Education at: 1200 Midland Avenue, Midland, PA 15059.

If a parent makes an oral request for a Multi-Disciplinary Evaluation, Charter School shall provide the parent with a form(s) for 
that purpose. If the public school denies the parents’ request for an evaluation, the parents have the right to challenge the 
denial through an impartial hearing or through voluntary alternative dispute resolution such as mediation.

Reevaluations are conducted if Charter School determines that the child’s educational or related service needs, including 
improved academic achievement and functional performance, warrant a reevaluation or if the child’s parent or teacher 
requests a reevaluation. A reevaluation may occur not more than once a year, unless the parent and Charter School agree, 
and must occur once every 3 years, unless the parent and Charter School agree that a reevaluation is unnecessary.  Students 
with intellectual disability must be reevaluated every two years under State law.

Educational Placement

The determination of whether a student is eligible for special education is made by an Individualized Education Program 
(IEP) team. The IEP team includes: the parents of a child with a disability; not less than one regular education teacher, if 
the child is, or may be, participating in the regular education environment; not less than one special education teacher, 
or when appropriate, not less than one special education provider; a representative of the school who is qualified to 
provide or supervise the provision of specially designed instruction to meet the unique needs of children with disabilities, is 
knowledgeable about the general education curriculum, and is knowledgeable about the availability of resources of Charter 
School; an individual who can interpret the instructional implications of evaluation results, who may be a member of the team 
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described above; other individuals, at the discretion of the parent or the agency, who have knowledge or special expertise 
regarding the child, including related services personnel as appropriate; and whenever appropriate, a child with a disability. 
Additionally, Charter School must invite the child with a disability to attend the child’s IEP Team meeting if the purpose 
of the meeting includes the consideration of the postsecondary goals for the child and the transition services needed to 
assist the child in reaching those goals. If the child does not attend the IEP Team meeting, Charter School must take other 
steps to ensure that the child’s preferences and interests are considered. IEP team participation is directly addressed by the 
regulations.  

A single test or procedure may not be the sole factor in determining that a student is exceptional. If the student is determined 
to be eligible for special education, the IEP team develops a written education plan called an IEP. The IEP shall be based on 
the results of the multidisciplinary evaluation. The IEP team may decide that a student is not eligible for special education.  In 
that instance, recommendations for educational programming in regular education may be developed from the ER.

An IEP describes a student’s current educational levels, goals, objectives, and the individualized programs and services that 
the student will receive. IEPs are reviewed on an annual basis. The IEP team will make decisions about the type of services, 
the level of services, the level of intervention, and the location of intervention.

Placement must be made in the least restrictive environment in which the student’s needs can be met with special education 
and related services. All students with disabilities must be educated to the maximum extent appropriate with children who are 
not disabled.

Parents and Surrogate Parents

For purposes of this Notice, Charter School considers parents to be biological or adoptive parents of a child; a foster parent;  
a guardian generally authorized to act as the child’s parent, or authorized to make educational decisions for the child; an 
individual acting in the place of a biological or adoptive parent (including a grandparent,  stepparent, or other relative) with 
whom the child lives, or an individual who is legally responsible for the child’s welfare; or a surrogate parent.

A surrogate parent must be appointed when no parent can be identified, a public agency cannot locate a parent after 
reasonable efforts, the child is a ward of the State under the laws of Pennsylvania, or the child in an unaccompanied 
homeless youth as defined by the McKinney-Vento Homeless Assistance Act, 42 U.S.C. Sec. 11434a(6). A person selected as a 
surrogate parent must not be an employee of the SEA, Charter School, or any other agency that is involved in the education 
or care of the child; has no personal or professional interest that conflicts with the interest of the child the surrogate parent 
represents; and has knowledge and skills that ensure adequate representation of the child. The surrogate parent may 
represent the child in all matters relating to the identification, evaluation, and educational placement of the child and the 
provision of (free appropriate public education) FAPE to the child. Reasonable efforts must be made to ensure the assignment 
of a surrogate parent not more than 30 days after it is determined that the child needs a surrogate parent.

Prior Written Notice

Charter School will notify the parent whenever School takes the following actions(s), pursuant to the Notice of 
Recommended Educational Placement/Prior Written Notice (NOREP/PWN) regarding the child’s education program. For 
more information, see the annotated NOREP/PWN on the PaTTAN website or available at the Charter School office.

 Type of action taken:

 1.  Proposes initial provision of special education and related services (For this action, the school may 

  not proceed without your consent in Section 8 of this document.)

 2. Refusal to initiate an evaluation (Must issue Procedural Safeguards Notice)

 3. Proposes to change the identification, evaluation, or educational placement of the child or the provision of a   
  free appropriate public education (FAPE)

 4. Refusal to change the identification, evaluation, or educational placement of the child or the provision of a   
  free and appropriate public education (FAPE)

 5. Change of placement for disciplinary reasons (Must issue Procedural Safeguards Notice)

 6. Due process hearing, or an expedited due process hearing, initiated by school/district

 7. Graduation from high school

 8. Exiting special education

 9. Exiting high school due to exceeding the age eligibility for a free appropriate public education (FAPE)

 10. Refusal to change the identification or evaluation of a free appropriate public education (FAPE)
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 11. Extended School Year (ESY) services

 12. Responses to request for an independent educational evaluation (IEE) at public expense 

 13. Other

In Pennsylvania, prior written notice is provided by means of a Prior Written Notice Form/Notice of Recommended 
Educational Placement (NOREP). You should be given reasonable notice of this proposal or refusal so that if you do not agree 
with Charter School you may take appropriate action. Reasonable Notice means ten (10) days.

Pursuant to PaTTAN, the above list is for the LEA to use to communicate to the parents the proposed actions to be taken.  
All actions listed require Prior Written Notice, except the first action, (i.e., Proposes initial provision of special education 
and related), which requires parental consent. When selecting the first action, the LEA may not proceed without the 
written consent of the parents in Section 8 (Parental Consent) of the NOREP/PWN. An initial evaluation may NOT be 
conducted without parental permission. Permission is requested using the Permission to Evaluate – Consent Form. In the 
reevaluationprocess, if the parent requests additional data and the LEA disagrees with the request, the LEA would issue the 
NOREP/PWN with an explanation of the reason for the refusal. A clarification has been added to remind the LEA that they 
must issue Procedural Safeguards Notice for the following actions: Refusal to initiate an evaluation and Change of placement 
for disciplinary reasons.

The prior written notice must:

 1.  Describe the action that Charter School proposes or refuses to take.

 2. Explain why Charter School is proposing or refusing to take the action.

 3. Describe each evaluation procedure, assessment, record, or report Charter School used in deciding to  
  propose or refuse the action.

 4. Include a statement that you have protections under the procedural safeguards provisions in Part B of IDEA.

 5. Tell how you can obtain a description of the procedural safeguards if the action that Charter School is  

  proposing or refusing is not an initial referral for evaluation.

 6. Include resources for you to contact for help in understanding Part B of the IDEA.

 7. Describe any other choices that your child’s IEP Team considered and the reasons why those choices were   
  rejected.

 8. Provide a description of other reasons why Charter School proposed or refused the action.

The notice must be:

 1.  Written in language understandable to the general public,  and

 2.  Provided in your native language or other mode of communication you use unless it is clearly not 

  feasible to do so.

 3. If your native language or other mode of communication is not a written language, Charter School will

  ensure that:

   a. The notice is translated for you orally or by other means in your native language or other  
    mode of communication.

   b. You understand the content of the notice.

   c. There is written evidence that 1 and 2 have been met.

Native language, when used with an individual who has limited English proficiency, means the following:

 1.  The language normally used by that person, or, in the case of a child, the language normally used by the 

  child’s parents.

 2. In all direct contact with a child (including evaluation of a child), the language normally used by the  
  child in the home or learning environment.

For a person with deafness or blindness, or for a person with no written language, the mode of communication is what the 
person normally uses (such as sign language, Braille, or oral communication).
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Parental Consent

Consent means:

 1.   You have been fully informed in your native language or other mode of communication 

  (such as sign language, Braille, or oral communication) of all information about the action for 

  which consent is sought.

 2.   You understand and agree in writing to that action, and the consent describes that action and lists 

  the records (if any) that will be released and to whom.

 3.   You understand that the granting of consent is voluntary and may be revoked at any time. 

  However, consent does not negate (undo) an action that has occurred after you gave your 

  consent and before you withdrew it.

If you revoke consent in writing for your child’s receipt of special education services after your child is initially provided 
special education and related services, Charter School is not required to amend your child’s education records to remove any 
references to your child’s receipt of special education and related services because of the revocation of consent.

Need for Parental Consent

Initial Evaluations (34 CFR §300.300)

 1. General Rule: Consent for initial evaluation

  Charter School cannot conduct an initial evaluation of your child to determine whether your child is eligible under 
   Part B of the IDEA to receive special education and related services without first providing you with prior written   
  notice of the proposed action and without obtaining your consent. Charter School must make reasonable efforts to   
  obtain your informed consent for an initial evaluation to decide whether your child is a child with a disability.  
  Your  start providing special education and related services to your child. If your child is enrolled in public school 
   or you are seeking to enroll your child in a public school and you have refused to provide consent or failed to   
  respond to a request to provide consent for an initial evaluation, Charter School may, but is not required to, seek 
  to  conduct an initial evaluation of your child by utilizing the Act’s mediation or due process complaint, resolution   
   meeting, and impartial due process hearing procedures. Charter School will not violate its obligations to locate,   
  identify, and evaluate your child if it does not pursue an evaluation of your child in these circumstances.

 2. Special rules for initial evaluation of wards of the State

  Under Pennsylvania law, if a child is designated a ward of the state, the whereabouts of the parent are not known or   
  the rights of the parent have been terminated in accordance with State law. Therefore, someone other than the   
  parent has been designated to make educational decisions for the child. Consent for an initial evaluation should,   
  therefore, be obtained from the individual so designated.

 3.  Ward of the State, as used in the IDEA, encompasses two other categories so as to include a child who is:

  a. A foster child who does not have a foster parent,

  b. Considered a ward of the State under State law, or

  c. In the custody of a public child welfare agency.

Consent for Initial Placement in Special Education (34 CFR §300.300)

 1. Definitions of Parental Consent:

  a. You have been fully informed in your native language or other mode of communication (such as sign   
   language, Braille, or oral communication) of all information about the action for which consent is sought,

  b. You understand and agree in writing to that action, and the consent describes that action and lists the   
   records (if any) that will be released and to whom, and

  c. You understand that the consent does not negate (undo) an action that has occurred after you gave your   
   consent and before you withdrew it.

 2. Can the Parent Revoke Consent?

  a. Yes. You must submit written documentation to the staff revoking consent for special education  
   and related services.
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  b. When you revoke consent for special education and related services, Charter School must provide 

   you with Prior Written Notice.

  c. Special education and related services cannot cease until Charter School provides you with 

   Prior Written Notice.

  d. Prior notice is defined as ten calendar days.

  e. Charter School staff cannot use mediation or due process to override your revocation of consent.

  f.  Charter School will not be considered in violation of the requirement to make FAPE available to the child

   because of the failure to provide the child with further special education and related services.

  g. Charter School is not required to amend the child’s educational records to remove any references  
   to the child’s receipt of special education and related services because of the revocation of consent. 

  h. Charter School is not required to convene an IEP team meeting or develop an IEP for the child for 

   further provision of special education and related services.

 3. Parental Consent for Services

 Charter School must obtain your informed consent before providing special education and related services to your 
  child for the first time. Charter School must make reasonable efforts to obtain your informed consent before providing   
 special education and related services to your child for the first time.

 If you do not respond to a request to provide your consent for your child to receive special education and related

  services for the first time, or if you refuse to give such consent, Charter School may not use the procedural safeguards 
 (i.e., mediation, due  process complaint, resolution meeting, or an impartial due process hearing) in order to obtain   
 agreement or a ruling that the special education and related services as recommended by your child’s IEP Team may be  
 provided to your child without your consent.

 If you refuse to give your consent for your child to start receiving special education and related services, or if you do   
 
 not respond to a request to provide such consent and Charter School does not provide your child with the special   
 
 education and related services for which it sought your consent, Charter School:

  a. Is not in violation of the requirement to make FAPE available to your child for its failure to provide  
   those services to your child, and

  b. Is not required to have an IEP meeting or develop an IEP for your child for the special education and related   
  services for which your consent was requested.

Consent for Reevaluations (34 CFR §300.300)

Charter School must obtain your informed consent before it reevaluates your child, unless Charter School 

can demonstrate that:

 1. It took reasonable steps to obtain your consent for your child’s reevaluation,  and

 2. You did not respond.

Documentation of Reasonable Efforts to Obtain Parental Consent (34 CFR §300.300)

Charter School will take steps to ensure that one or both of the parents of a child with a disability are present at each IEP 
Team meeting or are afforded the opportunity to participate, including:

 1. Notify parents of the meeting early enough to ensure that they will have the opportunity to attend. 

 2. Schedule the meeting at a mutually agreed upon time and place.

If Charter School is unable to convince parents to attend an IEP Team meeting, the meeting may still be conducted; however, 
Charter School must maintain documentation of reasonable efforts to obtain parental consent for initial evaluations, to 
provide special education and related services for the first time, to reevaluate, and to locate parents of wards of the State for 
initial evaluations. The documentation must include a record of Charter School’s attempts in these areas, such as:

 1. Detailed records of telephone calls made or attempted and the results of those calls,

 2. Copies of correspondence sent to the parents and any responses received, and

 3. Detailed records of visits made to the parent’s home or place of employment and the results of those visits.
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Consent Not Required Related to Evaluation

Your consent is not required before the Charter School may:

 1. Review existing data as part of your child’s evaluation or a reevaluation, or

 2. Give your child a test or other evaluation that is given to all children unless, before that test or evaluation, consent is   
 required from all parents of all children.

Refused Consent to a Reevaluation

If you refuse to consent to your child’s reevaluation, Charter School may, but is not required to, pursue your child’s 
reevaluation by using the mediation, due process complaint, resolution meeting, and impartial due process hearing 
procedures to seek to override your refusal to consent to your child’s reevaluation. As with initial evaluations, Charter School 
does not violate its obligations under Part B of the IDEA if it declines to pursue the reevaluation in this manner. Charter School 
may not use your refusal to consent to one service or activity to deny you or your child any other service, benefit, or activity.

Disagreements with an Evaluation / Independent Educational Evaluations (34 CFR 
§300.502)

 1. General

 As described below, you have the right to obtain an independent educational evaluation (IEE) of your child if you   
 disagree with the evaluation of your child that was obtained by Charter School. If you request an IEE, Charter School   
 must provide you with information about where you may obtain an IEE and about Charter School’s criteria  
 that apply to IEEs.

 2. Definitions

  a. Independent educational evaluation means an evaluation conducted by a qualified examiner who is not   
   employed by Charter School responsible for the education of your child.

  b. Public expense means that Charter School either pays for the full cost of the evaluation or ensures that the   
   evaluation is otherwise provided at no cost to you, consistent with the provisions of Part B of the IDEA, which   
   allow each State to use whatever State, local, Federal and private sources of support are available in the State   
   to meet the requirements of Part B of the Act.

 3. Parent Right to Evaluation at Public Expense

 You have the right to an Independent Educational Evaluation (IEE) of your child at public expense if you disagree with   
 an evaluation of your child obtained by Charter School, subject to the following conditions:

  a. If you request an IEE of your child at public expense, Charter School must, without unnecessary delay, either:   
   (a) file a due process complaint to request a hearing to show that its evaluation of your child is appropriate, or   
   (b) provide an IEE at public expense, unless Charter School demonstrates in a hearing that the evaluation of   
   your child that you obtained did not meet Charter School’s criteria.

  b. If Charter School requests a hearing and the final decision is that Charter School’s evaluation of your child is   
   appropriate, you still have the right to an IEE, but not at public expense.

  c. If you request an IEE of your child, Charter School may ask why you object to the evaluation of your child   
   obtained by Charter School. However, Charter School may not require an explanation and may not    
   unreasonably delay either providing the IEE of your child at public expense or filing a due process complaint  
   to request a due process hearing to defend Charter School’s evaluation of your child.

  d. You are entitled to only one IEE of your child at public expense each time Charter School conducts an   
   evaluation of your child with which you disagree.

  e. If an IEE is at public expense, the criteria under which the evaluation is obtained, including the location of the   
   evaluation and the qualifications of the examiner, must be the same as the criteria that Charter School uses   
   when it initiates an evaluation (to the extent those criteria are consistent with your right to an IEE). Except for   
   the criteria described above, Charter School may not impose conditions or timelines related to obtaining an   
   IEE at public expense.
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 4. Parent-initiated evaluations

 If you obtain an IEE of your child at public expense or you share with Charter School an evaluation of your child that you  
 obtained at private expense:

  a. Charter School must consider the results of the evaluation of your child, if it meets Charter School’s criteria   
  for IEEs, in any decision made with respect to the provision of FAPE to your child, and

  b. You or Charter School may present the evaluation as evidence at a due process hearing regarding your child.

 5. Requests for evaluations by hearing officers

 If a hearing officer requests an IEE of your child as part of a due process hearing, the cost of the evaluation must be at   
 public expense.

Services for Protected Handicapped Students
Students who are not eligible to receive special education programs and services may qualify as handicapped students and 
therefore be protected under federal statutes and regulations intended to prevent discrimination (in particular, 34 CFR Part 
104 and 28 CFR Part 35). PA Cyber must ensure that qualified handicapped students have equal opportunity to participate in 
the school program and extracurricular activities to the maximum extent appropriate for each individual student as required 
by law. In compliance with federal laws, PA Cyber will provide to each protected handicapped student without discrimination 
or cost to the student or family, those related aids, services, or accommodations which are needed to provide equal 
opportunity to participate in and obtain the benefits of the school program and extracurricular activities to the maximum 
extent appropriate to the student’s abilities. To qualify as a protected handicapped student, the student must be of school age 
with a physical or mental disability, which substantially limits or prohibits participation in or access to an aspect of the school 
program.

These services and protections for “protected handicapped students” may be distinct from those applicable to eligible 
or thought to be eligible students. The parent may initiate an evaluation if the parent believes a student is a protected 
handicapped student.  For further information on the evaluation procedures and provision of services for handicapped 
students, parents should contact the Director of Special Education.

ANNUAL NOTICE OF RIGHTS UNDER THE FAMILY 
EDUCATIONAL RIGHTS AND PRIVACY ACT (FERPA)
PA Cyber protects the confidentiality of personally identifiable information regarding its eligible, thought to be eligible, and 
protected handicapped students (if not protected by IDEIA 2004) in accordance with the Family Educational Rights and 
Privacy Act of 1974 (FERPA) and implementing regulations as well as IDEIA 2004 and its implementing regulations.

Access to Confidential Information related to Student (34 CFR §300.611)

Related to the confidentiality of information, the following definitions apply:

 1. Destruction means physical destruction or removal of personal identifiers from information so that the    
  information is no longer personally identifiable.

 2. Education records means the type of records covered under the definition of “education records” in 34 CFR Part 99   
 (the regulations implementing the Family Educational Rights and Privacy Act of 1974, 20 U.S.C. 1232g (FERPA)). 

 3. Participating agency means any charter school, agency, or institution that collects, maintains, or uses personally   
  identifiable information, or from which information is obtained, under Part B of the IDEA.

 4. Personally identifiable (34 CFR §300.32) means information that has:

  a. Your child’s name, your name as the parent, or the name of another family member;

  b. Your child’s address;

  c. A personal identifier, such as your child’s social security number or student number; or

  d. A list of personal characteristics or other information that would make it possible to identify your child with   
   reasonable certainty.
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Directory information is information contained in an education record of a student that would not generally be considered 
harmful or an invasion of privacy if disclosed. It includes but is not limited to the student’s name, address, telephone number, 
e-mail address, photograph, date and place of birth, major field of study, grade level, enrollment status (e.g., undergraduate or 
graduate, full-time, or part-time), participation in officially recognized activities and sports, weight and height of members of 
athletic teams, dates of attendance, degrees, honors and awards received, and the most recent previous educational agency 
or institution attended.

Access Rights (34 CFR §300.613)
Parent Access

Charter School must permit you to inspect and review any education records relating to your child that are collected, 
maintained, or used by Charter School under Part B of the IDEA. Charter School must comply with your request to inspect 
and review any education records on your child without unnecessary delay or before any meeting regarding an IEP or any 
impartial due process hearing (including a resolution meeting or a hearing regarding discipline) within 45 calendar days after 
your request. Your right to inspect and review education records includes:

 1. Your right to a response from Charter School to your reasonable requests for explanations and interpretations of   
  the records,

 2. Your right to request that Charter School provide copies of the records if you cannot effectively inspect and review   
  the records unless you receive those copies, and

 3. Your right to have your representative inspect and review the records.

  a. Charter School may presume that you have authority to inspect and review records relating to your child   
    unless advised that you do not have the authority under applicable State law governing such matters as   
   guardianship, or separation, and divorce.

  b. If any education record includes information on more than one child, the parents of those children have  
   the right to inspect and review only the information relating to their child or to be informed of that  
   specific information.

  c. On request, Charter School must provide you with a list of the types and locations of education records   
   collected, maintained, or used by Charter School.

Other Authorized Access (34 CFR §300.614)

Charter School must keep a record of parties obtaining access to education records collected, maintained, or used under Part 
B of the IDEA (except access by parents and authorized employees of the participating agency), including the name of the 
party, the date access was given, and the purpose for which the party is authorized to use the records.

Fees

Charter School may charge a fee for copies of records (34 CFR §300.617) that are made for you under Part B of the IDEA, if 
the fee does not effectively prevent you from exercising your right to inspect and review those records. Charter School may 
not charge a fee to search for or to retrieve information under Part B of the IDEA.

Amendment  of  Records  at  Parent’ s  Request  (34  CFR  §300.618) 

If you believe that information in your child’s education records that are collected, maintained, or used 
under Part B of the IDEA is inaccurate, misleading, or violates the privacy or other rights of your child, you 
may request that Charter School change the information. Charter School must decide whether to change 
the information in accordance with your request within a reasonable period of time of receipt of your 
request. If Charter School refuses to change the information in accordance with your request, it must 
inform you of the refusal and advise you of the right to a hearing for this purpose.

Opportunity for a Records Hearing (34 CFR §300.619)

Charter School must, on request, provide you an opportunity for a hearing to challenge information in 
education records regarding your child to ensure that it is not inaccurate, misleading, or otherwise in 
violation of the privacy or other rights of your child.

 1. Hearing Procedures (34 CFR §300.621): A hearing to challenge information in education records must be  
  conducted according to  the following procedures for such hearings under the Family Educational Rights  
  and Privacy Act of 1974, 20 U.S.C. Section 1233g (FERPA):

   a. The educational agency or institution shall hold the hearing within a reasonable time after it has received  
    the request for hearing from the parent or eligible student.
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   b. The educational agency or institution shall give the parent or eligible student notice of the date,  
    time, and place reasonably advance of the hearing.

   c. The hearing may be conducted by any individual, including an official of the educational agency  
    or institution who does not have a direct interest in the outcome of the hearing.

   d. The educational agency or institution shall give the parent or eligible student a full and fair opportunity  
    to present evidence to challenge the content of the student’s education records on the grounds that   
    the information contained in the education records is inaccurate, misleading, or in violation of the   
    privacy rights of the student. The parent or eligible student may, at their own expense, be assisted or   
    represented by one or more individuals of their own choice, including an attorney.

   e. The educational agency or institution shall make its decision in writing within a reasonable period of time after the   
    hearing.

   f. The decision must be based solely on the evidence presented at the hearing and must include a summary of the   
    evidence and the reasons for the decision.

 2. Result of Hearing (34 CFR §300.620): If, as a result of the hearing, Charter School decides that the information is  
  inaccurate,  misleading, or otherwise in violation of the privacy or other rights of the child, it must change the information   
  accordingly and inform you in writing. If, as a result of the hearing, Charter School decides that the information is not  
  inaccurate, misleading, or otherwise in violation of the privacy or other rights of your child, you may place in the records  
  that it maintains on your child a statement commenting on the information or providing any reasons you disagree with  
  the decision of the participating agency. Such an explanation placed in the records of your child must:

   a. Be maintained by Charter School as part of the records of your child as long as the record or contested  
    portion is maintained by the participating agency, and

   b. If Charter School discloses the records of your child or the challenged portion to any party, the   
    explanation must also be disclosed to that party.

 3. Safeguards (34 CFR §300.623): Charter School must protect the confidentiality of personally identifiable   
  information at collection, storage, disclosure, and destruction stages.

   a.  One official at Charter School must assume responsibility for ensuring the confidentiality of any   
    personally identifiable information.

   b.  All persons collecting or using personally identifiable information must receive training or instruction   
    regarding your State’s policies and procedures regarding confidentiality under Part B of the IDEA  
    and FERPA.

   c.  Charter School must maintain, for public inspection, a current listing of the names and positions of   
    those employees within the agency who may have access to personally identifiable information.

Destruction of Information (34 CFR §300.624)

Charter School must inform you when personally identifiable information collected, maintained, or used is no 
longer needed to provide educational services to your child, and the information must be destroyed at your request. 
However, a permanent record of your child’s name, address, phone number, grades, attendance record, classes 
attended, grade level completed, and year completed may be maintained without time limitation.

Parents have a right to file a complaint with the U.S. Department of Education concerning alleged failures by PA 
Cyber to comply with the requirements of FERPA or the Protection of Pupil Rights Amendment (PPRA). Complaints 
may be filed with the Student Privacy Policy Office, U.S. Department of Education, 400 Maryland Avenue, S.W., 
Washington, D.C. 20202-8520.

Mode of Communication
The content of this notice has been written in straightforward, simple language. If a person does not understand any 
of this notice, they should ask the Special Education Contact for an explanation.

PA Cyber will arrange for an interpreter for parents with limited English proficiency. If a parent is deaf or blind or has 
no written language, the school district will arrange for communication of this notice in the mode normally used by 
the parent (e.g., sign language, Braille, or oral communication).
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Support
 • Technical Support will be provided to all students for PA Cyber-issued laptops, printers, peripherals, software,   
  email, and Internet access if provided by PA Cyber.

 • Technical Support cannot and will not be provided on local area networks in the home, including modems   
  and Wi-Fi routers provided by an internet service provider (ISP), personal computers not given to the student   
  by the school, and or to any students/families not enrolled in PA Cyber.

 • PA Cyber will provide the student with a laptop, printer, black ink cartridge, digital tablet, headset with   
  microphone, virus protection software, internet filtering software, and the appropriate software for the  
  student’s curriculum.

 • All use of the Internet and computer technology must be related to or in support of the educational goals of   
  the student as stated by the school.

 • Use of the Internet and computer technology for any illegal activity is strictly forbidden. Examples include 
  but are not limited to profit purposes, lobbying, gambling, advertising, transmitting offensive materials, hate   
  mail, discriminating remarks or obtaining obscene or pornographic material.

 • Use of PA Cyber technology or the Internet for fraudulent or illegal copying, communication, taking, or   
  modification of material in violation of all applicable laws is prohibited. Such action or the illegal use of   
  copyrighted software is prohibited and will be referred to the federal authorities for prosecution.

 • Students, parents, or any third parties not under the school’s direction are strictly forbidden from installing any  
  software or additional hardware on computers that are property of the school, nor shall anyone remove or   
  disable installed software or hardware from that computer.

 • Students, parents, or any third parties not under the school’s direction are strictly forbidden from installing   
  software received as part of the computer distributed to them by the school on any other computer system.    
  Such software shall not be loaned, given, or otherwise used on any other computer.

 • PA Cyber reserves the right to deny a student access to equipment to prevent further unauthorized activity and  
  as consistent with PA Cyber’s Acceptable Use Policy.

Computer Set-Up
Students/parents are responsible for set-up of the laptop, printer, and peripherals when the technology kit arrives 
at the student’s residence. Support will be available as needed from the PA Cyber student service desk. Technical 
support staff can assist the student/parent with activation of the computer system and can provide step-by-step 
instructions and assistance.

The student/parent should report any malfunction of computer hardware to the technical support staff at PA Cyber 
via phone or email as soon as possible. The staff will discuss the specifics with the student/parent to determine if the 
problem is hardware-specific or software-related and will determine a plan of action. 

Lost/Damaged Hardware

The student/parent must notify PA Cyber within 5 days of the occurrence or discovery of any theft, damage, destruction, or other loss 
of any school-owned computer equipment. The student/parent is responsible for any costs associated with repairing or replacing lost, 
stolen, or damaged equipment while in the student’s possession. Parents may file a claim with their homeowner’s insurance carrier.  

PA Cyber will assist with this process by submitting all information related to the cost and value of the equipment. The family/student 
must immediately forward copies of the police report, fire report, insurance claim, and any other applicable reports to the student’s 
Academic Advisor who will then forward the information to the Collections Department.
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Replacement Equipment

PA Cyber will issue replacement equipment only after:

 •  Copies of all applicable reports and claims have been received in the PA Cyber Collections Department

 •  Appropriate arrangements have been made by the student/family to compensate PA Cyber for the loss 

 • The damaged equipment is returned if applicable

Acceptable Use and Internet Safety Policy
The Pennsylvania Cyber Charter School (“PA Cyber”) Board of Trustees (“Board”) provides computer network, equipment, 
tools, and Technology Resources to enhance educational opportunities for PA Cyber students, employees, and the PA Cyber 
community. This policy details acceptable use of Technology Resources provided by PA Cyber. PA Cyber provides these 
services and equipment as a privilege, not a right, to the User (as defined below).  

It is every Technology Resource User’s duty to use Technology Resources responsibly, professionally, ethically, and lawfully. 
This policy applies to aspects of both adult and minor acceptable use of Technology Resources. This policy is intended to 
fulfill requirements of state and federal laws to the extent applicable, including the Federal Children’s Internet Protection 
Act (CIPA); 47 U.S.C. §§ 254(h) & (l); the Neighborhood Children’s Internet Protection Act (NCIPA); and the 2008 Broadband 
Improvement Act, P.L. 110-385, including any applicable implementing regulations.   

This policy addresses the following: 

 a. Access by minors to inappropriate matter on the Internet and World Wide Web 

 b. The safety and security of minors when using electronic mail, chat rooms, and other forms of direct  
  electronic communications

 c.  Unauthorized access, including so-called “hacking,” and other unlawful activities by minors online 

 d. Unauthorized disclosure, use, and dissemination of personal information regarding minors

 e. Measures designed to restrict minors’ access to materials harmful to minors

In using or accessing PA Cyber’s Technology Resources, Users must comply with the following provisions: 

Definitions 

For the purposes of this policy, related procedures and forms, the following terms are defined as follows: 

 1. Child Pornography. Under federal law, any visual depiction, including any photograph, film, video, picture, or   
  computer image or computer-generated image or picture, whether made or produced by electronic, mechanical,   
  or other means, of sexually explicit conduct, where: 

  a.  The production of such visual depiction involves the use of a minor engaging in sexually explicit conduct; 

  b.  Such visual depiction is a digital image, computer image, or computer-generated image that is, or is 
    indistinguishable from, that of a minor engaging in sexually explicit conduct; or 

  c.  Such visual depiction has been created, adapted, or modified to appear that an identifiable minor is
     engaging in sexually explicit conduct. 18 U.S.C. § 2256(8) 

 2. Child Pornography. Under Pennsylvania law, any book, magazine, pamphlet, slide, photograph, film, videotape,   
  computer depiction, or other material depicting a child under the age of eighteen (18) years engaging in a   
  prohibited sexual act or in the simulation of such act. 18 PA CSA §6312(d) 

 3. Minor. Under CIPA, an individual who has not yet attained the age of seventeen is a minor. For other purposes,   
  minor shall mean any person under the age of eighteen (18). 

 4. Obscene. Under federal and Pennsylvania law, any material if: 

  a. The average person, applying contemporary adult community standards, would find that the material,   
   taken as a whole, appeals to the prurient interest.

  b. The subject matter depicts or describes sexual conduct in a patently offensive way. 

  c.  The subject matter, taken as a whole, lacks serious literary, artistic, political, or scientific value. 
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 5. Password. A unique word, phrase, or combination of alphanumeric and non-alphanumeric characters used to   
  authenticate a User ID as belonging to a specific User. 

 6. Sexual Act and Sexual Contact. Has the meanings given such terms under 18 U.S.C. §§ 2246(2) & (3), and 18   
  Pa.C.S. § 5903. 

 7. Technology Protection Measure. A specific technology that blocks or filters Internet access to content that is   
  Obscene, Child Pornography, or harmful to Minors, and the material is covered by a certification regarding CIPA. 

 8. Technology Resources. Technologies, devices, and resources used to access, store, or communicate information.   
  This definition includes, but is not limited to, computers, information systems, networks, laptops, iPads, modems,   
  printers, scanners, fax machines and transmissions, telephonic equipment, audio-visual equipment, digital cameras,  
  wireless reading devices (i.e., Kindles and Nooks), Internet, e-mail, electronic communications, devices and services,  
  multimedia resources, hardware and software, including Moodle software. 

 9. User. Any person who has signed this policy and is permitted by PA Cyber to utilize any portion of PA Cyber’s   
  Technology Resources including, but not limited to, students, parents, employees, Board members, contractors,   
  consultants, vendors and agents of PA Cyber. 

 10.  User Identification (ID). Any identifier that would allow a User access to PA Cyber’s Technology Resources or to   
  any program including, but not limited to, email and Internet access. 

 11. Vandalism. Any malicious attempt to harm or destroy Technology Resources, data of another user, the Internet, or  
   other networks. This includes, but is not limited to, the uploading or creation of computer viruses. 

Authorized Users 

Any authorized User may use PA Cyber’s Technology Resources. If a potential User has a history of discipline problems 
involving Technology Resources, the CEO or their designee may decide not to give the potential User access to certain PA 
Cyber Technology Resources. 

User Privacy  

Computer accounts and Technology Resources are given to Users to assist them in the performance of PA Cyber-related 
functions. A User does not have a legal expectation of privacy in the User’s electronic communications or other activities 
involving PA Cyber’s Technology Resources including email and anything they create, store, send, share, access, view, or 
receive on or through the Internet.   

By using PA Cyber’s network and Technology Resources, all Users are expressly waiving any right to privacy and consenting 
to having their electronic communications and all other use accessed, reviewed, and monitored by PA Cyber.  A User ID with 
email access will only be provided to authorized users on condition that the User consents to interception or access to all 
communications accessed, sent, received, or stored using PA Cyber technology and signs this policy. 

Electronic communications, downloaded material, and all data stored on PA Cyber’s Technology Resources, including files 
deleted from a User’s account, may be intercepted, accessed, or searched by PA Cyber administrators or designees at any 
time in the regular course of business to protect Users and PA Cyber’s equipment. Any such search, access, or interception 
will be reasonable in inception and scope and shall comply with all applicable laws. 

Technology Administration 

The Board directs the CEO or their designee to assign trained personnel to maintain PA Cyber’s technology in a manner that 
will protect PA Cyber from liability and will protect confidential student and employee information retained on or accessible 
through PA Cyber’s Technology Resources. 

Administrators may suspend access to and/or availability of PA Cyber’s Technology Resources to diagnose and investigate 
network problems, potential violations of the law, or PA Cyber policies and procedures. All PA Cyber Technology Resources 
are PA Cyber property. 

PA Cyber may maintain or improve Technology Resources at any time. PA Cyber or authorized PA Cyber agents may remove, 
change, or exchange hardware, equipment, or other technology between buildings, classrooms, or Users at any time without 
prior notice.   
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Content Filtering and Monitoring

PA Cyber employs Technology Protection Measures as required by law. PA Cyber will monitor the online activities of Minors 
on the PA Cyber network and/or all Technology Resources and equipment with Internet access. At a minimum, technology 
protection is meant to block visual depictions that are obscene, illegal, pornographic, child pornography and/or harmful to 
Minors, as well as Internet/World Wide Web computer access to such material. Users finding a website deemed inappropriate 
must report the website to the CEO. After review of the website, PA Cyber will take appropriate steps to block inappropriate 
site from Users. 

For purposes of bona fide research or other lawful purposes, the CEO may make certain blocked sites available for those 
purposes only after approval of the request.   

In making decisions to disable PA Cyber’s Technology Protection Measures, the administrator shall consider whether the use 
will serve a legitimate educational purpose for or otherwise benefit PA Cyber. A student or parent/guardian claiming they have 
been denied access to Internet material not within the purview of this policy shall be afforded expedited review and resolution 
of the claim upon written notice to the CEO or their designee. 

Technology Protection Measures are not foolproof, and PA Cyber does not warrant the effectiveness of Internet filtering 
except to the extent expressly required by federal and state laws. Evasion or disabling, or attempting to evade or disable, a 
Technology Protection Measure installed by PA Cyber is prohibited. 

PA Cyber shall not be held responsible when a student or other User knowingly or willingly accesses inappropriate material or 
communicates or shares such materials with others. 

Viruses 

Viruses can cause substantial damage to Technology Resources. Users are responsible for taking reasonable precautions to 
ensure they do not introduce viruses to PA Cyber’s Technology Resources.   

All material received on disk, flash drive, or other magnetic or optical medium and all materials downloaded from the Internet, 
Technology Resources, or networks that do not belong to PA Cyber must be scanned for viruses and other destructive 
programs before being transferred to PA Cyber’s Technology Resources. Any User receiving an email from a questionable 
source must contact the CEO or designee before opening the email or any attachment included in the email. 

To ensure security and avoid the spread of viruses, Users accessing the Internet through Technology Resources attached to 
PA Cyber’s network must do so through an approved Internet firewall or Technology Protection Measure.

Encryption Software

Users shall not install or use encryption software on any PA Cyber Technology Resource without first obtaining written 
permission from the CEO or designee. Users shall not use passwords or encryption keys that are unknown to the CEO or 
designee. 

The federal government has imposed restrictions on the export of programs or files containing encryption technology. 
Software containing encryption technology shall not be placed on the Internet or transmitted in any way outside the  
United States. 

Web Content Developed by Students 

As part of class/course assignments, students may be developing and/or publishing content to the Internet via web pages, 
electronic and digital images, blogs, wikis, podcasts, vodcasts, and webcasts, or may be participating in video conferences. 

The following guidelines must be adhered to when students develop and publish information to the Internet:  

 1. Personal information, such as phone numbers, addresses, email addresses, or other specific personal information,   
  shall not be published or shared to a public page or video conference. 

 2. All web content must comply with this policy. 

 3. All web content and video conferencing must be used under the direction and supervision of the teacher/   
  administrator for educational purposes only.  

 4. All web content is subject to copyright law and fair use guidelines. 

 5. All web content shall only be posted to PA Cyber-approved web pages, blogs, wikis, podcasts, webcasts, vodcasts,   
  and videoconferences.   
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Prohibitions

Students, staff, and all Users are expected to act in a responsible, ethical, and legal manner in accordance with PA Cyber 
policies and federal and state laws. Specifically, the following is a non-exhaustive list of uses of PA Cyber’s Technology 
Resources that are prohibited: 

 1.  To facilitate illegal activity, including unauthorized access and hacking. 

 2. To engage in commercial, for-profit, or any business purposes, except where such activities are otherwise   
  permitted or otherwise authorized. 

 3. Non-work or non-school related work. 

 4. Product advertisement or political lobbying. 

 5. Production or distribution of hate mail, unlawfully discriminatory remarks, and offensive or inflammatory    
  communication. 

 6. Unauthorized or illegal installation, distribution, reproduction, or use of copyrighted materials. 

 7. To access or transmit material that is harmful to Minors and/or Users, indecent, obscene, pornographic, child   
  pornographic, terroristic, or advocates the destruction of property. 

 8. Use of inappropriate language or profanity. 

 9. To transmit material likely to be offensive or objectionable to recipients. 

 10. To intentionally obtain or modify files, data, and passwords belonging to other Users or that are integral to system   
  and network operations. 

 11. Impersonation of another User, anonymity, and/or use of pseudonyms. 

 12. Loading or use of unauthorized games, programs, files, or other electronic media.  

 13. To disrupt the work of other Users. 

 14. Destruction, modification, or abuse of Technology Resources and peripheral hardware or software. 

 15. Relocation of PA Cyber hardware without prior administrative consent. 

 16. Quoting personal communications in a public forum without the original author’s prior consent. 

 17. To access or use any form of electronic mail on PA Cyber Technology Resources unless authorized by the CEO or   
  their designee. 

 18. Using the network to participate in online or real-time conversations unless authorized by the teacher/   
  administrator for the purpose of communicating with other classes, students, teachers, experts, or professionals   
  or educational purposes. 

 19. Using a disk, removable storage device, or CD/DVD brought into PA Cyber from an outside source that has not   
  been properly scanned for viruses or authorized for use by a teacher/administrator in accordance with PA Cyber   
  established procedures. 

 20. To discriminate against, advocate violence against, harass, intimidate, bully, or cyberbully others. 

 21. To send unsolicited (“spamming”) or forwarded emails and chain letters to persons. 

 22. Using “spoofing” or other means to disguise User identities in sending email or other electronic communication   
  via bulletin boards, newsgroups, social networking sites, instant messages, email systems, chat groups, chat   
  rooms, or through other Technology Resources. 

 23. To send, transmit, or otherwise disseminate proprietary data, trade secrets, or other confidential information  
  of PA Cyber. 

 24. Posting or allow the posting of personal information about themselves or other people on the Technology   
  Resources unless authorized by the CEO or designee. Personal information includes address, telephone number   
  (including home, work, and cell phone numbers), school address, work address, pictures or video bites, clips, etc. 
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 25. To refer to or attempt to refer to PA Cyber or its employees, agents, Board, parents, or students in any electronic   
  communication, posting, blog, website, email, or social networking site without written authorization of the CEO or  
  designee. 

 26. To access or transmit gambling, pools for money, or any other betting or games of chance. 

 27. To solicit information with the intent of using such information to cause personal harm or bodily injury to another   
  or others. 

 28. Posting, sharing, or attempting to post information that could endanger an individual, cause personal damage, or   
  a danger of service disruption.

 29. Indirectly or directly making connections that create “backdoors” to PA Cyber, other organizations, community   
  groups, etc., that allow unauthorized access to the Technology Resources or PA Cyber. 

Security 

PA Cyber intends to strictly protect its Technology Resources against numerous outside and internal risks and vulnerabilities. 
Users are important and critical players in protecting these assets and in lessening the risks that can harm Technology 
Resources. Therefore, Users are required to comply fully with this Policy and immediately report any violations or suspicious 
activities to the CEO or designee. 

System security is protected in part by passwords. All passwords must be at least eight (8) characters and include 
alphanumeric and special characters. Users will be required to change their passwords every THIRTY (30) days. PA Cyber will 
maintain a password history that prevents the use of a repetitive password. After three (3) unsuccessful access attempts, an 
attempted User will be locked out and must contact the CEO or their designee to regain access. After SIXTY (60) minutes of 
inactivity, the User will be automatically logged off the system. 

Failure to adequately protect or update passwords could result in unauthorized access to personal or PA Cyber files. Users 
shall be responsible for safeguarding their passwords for access to PA Cyber’s Technology Resources and for all transactions 
made using their passwords. To protect the integrity of PA Cyber Technology Resources and systems, the following guidelines 
shall be enforced:  

 1. Students and other Users shall not reveal their passwords to another unauthorized individual. 

 2. Passwords shall not be printed or stored online. 

 3. Students and other Users are required to log off from the network when they complete working at a particular   
  station. 

 4. Users are not to use a computer that has been logged in under another student’s, teacher’s, or User’s name. 

 5. Any User identified by the CEO or their designee as having a history of discipline problems involving Technology   
  Resources may be denied access to any or all of PA Cyber’s Technology Resources. 

 6. Students and other Users shall not alter a communication originally received from another person or computer   
  with the intent to deceive. 

 7. Users shall not misrepresent the identity of a sender or source of communication. 

 8. Users shall not disable or circumvent any PA Cyber security, software, or hardware. 

 9. Users shall not interfere with or disrupt PA Cyber’s systems, network accounts, services, or equipment. 

 10. Files, system security software/hardware, or any PA Cyber system shall not be altered or attempt to be altered   
  without the written authorization of the CEO or their designee. 

 11. Unauthorized hardware and electronic devices shall not be connected to the PA Cyber system. 

 12. Users shall comply with requests from the CEO or their designee to discontinue activities that threaten the   
  operation or integrity of the PA Cyber system. 

Use of passwords to gain access to Technology Resources or to encode particular files or messages does not imply that 
Users have an expectation of privacy in the material they create or receive on Technology Resources. PA Cyber retains access 
to all material stored on the Technology Resources regardless of whether that material has been encoded with a particular 
User’s password, subject to limitations as set forth in PA Cyber’s policy governing Remote Access and Monitoring of PA 
Cyber’s Technology Resources, as well as applicable law. 
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Users shall not alter or copy a file belonging to another User without first obtaining permission from the owner of the file.  
Ability to read, alter, or copy a file belonging to another User does not imply permission to read, alter, or copy that file. Users 
shall not use the Technology Resources to “snoop” or pry into the affairs of other Users by unnecessarily reviewing the files 
and emails of another. 

A User’s ability to connect to another computer system through the network or by any other electronic means shall not imply 
a right to connect to those systems or to make use of those systems unless specifically authorized by the administrators of 
those systems and the CEO. 

Safety 

To the greatest extent possible, Users of the network will be protected from harassment or unwanted or unsolicited 
communication. Any network User who receives threatening or unwelcome communications shall immediately bring them 
to the attention of a teacher, staff member, or administrator. 

Communications through PA Cyber Technology Resources are limited to only that which serves a demonstrable educational 
purpose. For safety reasons, PA Cyber Users shall not reveal personal addresses or telephone numbers to other Users on PA 
Cyber networks or on the Internet.   

The CEO or their designee shall be responsible for implementing protection measures to determine whether PA Cyber’s 
computers, laptops, iPads, Kindles, and other Technology Resources and technology-related devices such as USB drives, 
digital cameras and video cameras, MP3 players, printers, etc., are being used for purposes prohibited by law or for accessing 
sexually explicit materials. The procedures shall include but not be limited to: 

 1. Utilizing technology protection measures that block or filter Internet access for minors and adults to certain visual   
  depictions that are obscene, child pornography, harmful to minors with respect to use by Minors, or determined   
  inappropriate for use by Minors by the Board. 

 2. Maintaining a listing of all employees and Users with access to the room which contains PA Cyber’s server. 

 3. Generate and maintain monitoring reports (including firewall logs) of User activity and remote access on PA Cyber’s   
  system by all Users, including but not limited to students, employees, contractors, consultants, and/or vendors. The   
  report should include the date, time, and reason for access, whether it was remote access, changes made, and who   
  made the changes.   

 4. Maintaining documentation that students no longer enrolled at PA Cyber, terminated employees, and contractors/  
  vendors with expired contracts or who are terminated are properly removed from PA Cyber’s system in a  
  timely manner. 

 5. Analyzing the impact of proposed program changes in relation to other critical business functions before adopting   
  the proposed program changes. 

 6. Developing compensating controls to mitigate information technology weakness and alert PA Cyber to unauthorized  
  changes to student data, i.e., reconciliations to manual records, analysis of student trends, data entry procedures and  
  review, etc. 

Vendors 

If PA Cyber shares internally sensitive or legally/contractually restricted PA Cyber data with parties outside the PA Cyber 
community, PA Cyber shall first enter into a Non-Disclosure Agreement with the party. The Non-Disclosure Agreement is 
needed to protect PA Cyber’s proprietary or otherwise sensitive information. Non-Disclosure Agreements are typically needed 
when entering into a business relationship with vendors, consultants, and contractors. PA Cyber’s legal counsel must review 
all Non-Disclosure Agreements before signing. 

All vendors, consultants, and/or contractors shall only be granted access to PA Cyber’s Technology Resources to make 
changes or updates with prior written authorization from the CEO or their designee. Once the vendor, consultant, and/or 
contractor completes its work, access to PA Cyber’s Technology Resources will be removed. 

Vendors, consultants, and contractors are required to assign unique user IDs and passwords to each of their employees 
authorized to access PA Cyber’s system. Vendors, consultants, and/or contractors may be terminated for violating this Policy 
and/or violating any state or federal laws. 

All vendors, consultants, and/or contractors and their employees who have direct contact with students must comply 
with the mandatory background check requirements for federal and state criminal history and child abuse. As required 
by applicable law, an official child abuse clearance statement for each of the vendors’, consultants’, and/or contractors’ 
employees shall be submitted to PA Cyber prior to beginning employment with PA Cyber. Failure to comply with the 
background check requirements shall lead to immediate termination. 
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Closed Forum  

PA Cyber’s Technology Resources are not a public forum for expression of any kind and are to be considered a closed forum 
to the extent allowed by law.  

All expressive activities involving PA Cyber Technology Resources that students, parents/guardians, and members of the public 
might reasonably perceive to bear the approval of PA Cyber and that are designed to impart particular knowledge or skills to 
student participants and audiences are considered curricular publications. All curricular publications are subject to reasonable 
prior restraint, editing, and deletion on behalf of PA Cyber for legitimate educational reasons. All other expressive activities 
involving PA Cyber’s technology are subject to reasonable prior restraint and subject matter restrictions as allowed by law and 
Board policies. 

Records Retention 

PA Cyber personnel shall establish a retention schedule for the regular archiving or deletion of data stored on PA Cyber 
Technology Resources that complies with PA Cyber’s Record Retention and Destruction Policy as well as all federal and state 
laws and regulations. It is the User’s responsibility to know which records are subject to these conditions and to comply with 
these laws and regulations or to contact the CEO for clarification. 

In the case of pending or threatened litigation, PA Cyber’s attorney will issue a litigation hold directive to the CEO or their 
designee. A hold directive will direct all PA Cyber administration and staff not to delete or destroy any electronic mail or other 
documentation on a computer as related to a specific student, employee, issue and/or for a specific time period.  Failure 
to follow such a directive could result in negative legal consequences for the User and/or within the actual or threatened 
litigation. The litigation hold directive will override any records retention schedule that may have otherwise called for the 
transfer, disposal, or destruction of relevant documents until the hold has been lifted by PA Cyber’s legal counsel. 

Email and computer accounts of separated employees that have been placed on a litigation hold will be maintained by PA 
Cyber until the hold is released. No employee who has been notified of a litigation hold may alter or delete any electronic 
record that falls within the scope of the hold. Violation of the hold may subject the individual to disciplinary actions, up to 
and including termination of employment, as well as personal liability for civil and/or criminal sanctions by the courts or law 
enforcement agencies.

Drafting Emails 

Like any other document, an email message and other computer information is discoverable during litigation. An email 
may be used in litigation to indicate what a User knew or felt. It is important to keep this in mind when creating emails and 
other documents. Even after you delete an email message or close a computer session, it may still be recoverable and may 
remain on the system. Since email communications are discoverable during litigation, they will have to be turned over to the 
opposing party unless determined to be privileged by PA Cyber’s legal counsel. 

Privileged Attorney-Client Communications 

Confidential email sent to or retained from counsel or an attorney representing PA Cyber shall include this warning header on 
each page: “ATTORNEY CLIENT PRIVILEGED: DO NOT FORWARD WITHOUT PERMISSION.” 

Damages

All damages incurred by PA Cyber due to a User’s intentional or negligent misuse of PA Cyber’s Technology Resources, 
including loss of property and staff time, may be charged to the User. PA Cyber administrators have the authority to sign any 
criminal complaint regarding damage to PA Cyber technology.

No Warranty / No Endorsement 

PA Cyber makes no warranties of any kind, whether expressed or implied, for the services, products, or access it provides.   

The electronic information available to students and staff on the Internet or through web-based services does not imply 
endorsement of the content by PA Cyber, with the exception of resources approved and adopted by the Board. Nor does PA 
Cyber guarantee the accuracy of information received using PA Cyber’s Technology Resources.   

PA Cyber is not and shall not be responsible for the loss of data, delays, non-deliveries, missed deliveries, or service 
interruptions. PA Cyber is not and shall not be responsible for any information that may be damaged or unavailable when 
using PA Cyber Technology Resources or for any information that is retrieved via the Internet. PA Cyber is not and shall not be 
responsible for any damages incurred as the result of using PA Cyber’s Technology Resources, including but not limited to, 
the loss of personal property used to access Technology Resources. Further, PA Cyber is not and shall not be responsible for 
any unauthorized charges or fees resulting from access to the Internet or other commercial online services.
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Unauthorized Disclosure of Information of Minors 

It is a violation of state laws, including but not limited to Chapter 12 of Title 22 of the Pennsylvania Code, The Family 
Educational Rights and Privacy Act (FERPA) (20 U.S.C. § 1232g), and all other federal laws and regulations, to access data 
of a student the User does not have a legitimate educational interest in or to disclose information about a student without 
parental permission or absent an exception to the disclosure requirements. Access and distribution of student data is 
recorded.   

Questions regarding the disclosure of student information must be directed to the CEO prior to disclosure and must conform 
to PA Cyber’s student records and confidentiality policies. Unauthorized disclosure, use, and dissemination of personal 
information regarding Minors is prohibited.   

Compliance with Applicable Laws and Licenses 

In their use of Technology Resources, Users must comply with all software licenses/copyrights and all other state, federal, 
and international laws governing intellectual property and online activities. Users shall not copy and distribute copyrighted 
material (e.g., software, database files, documentation, articles, graphics files, and downloaded information) through the 
email system or by any other means unless it is confirmed in advance from appropriate sources that PA Cyber has the right 
to copy or distribute the material. Failure to observe a copyright may result in disciplinary action by PA Cyber, as well as legal 
action by the copyright owner. Any questions concerning these rights should be directed to the CEO or their designee.  

Violations of Acceptable Technology Usage Policies and Procedures 

Use of Technology Resources and equipment in a disruptive, manifestly inappropriate, or illegal manner impairs PA Cyber’s 
mission, squanders resources, and shall not be tolerated. Therefore, a consistently high level of personal responsibility is 
expected of all Users granted access to PA Cyber’s Technology Resources. Any violation of PA Cyber policies or procedures 
regarding technology usage may result in temporary, long-term, or permanent suspension of User privileges. User privileges 
may be suspended pending investigation into the use of PA Cyber’s Technology Resources and equipment. 

Employees may be disciplined or terminated, and students suspended or expelled, for violating this Policy. Any attempted 
violation of PA Cyber’s policies or procedures, regardless of the success or failure of the attempt, may result in the same 
discipline or suspension of privileges as that of an actual violation.   

Consequences for Inappropriate Use 

PA Cyber Users shall be responsible for damages to the equipment, systems, and software resulting from deliberate or  
willful acts. 

Illegal use of PA Cyber Technology Resources includes but is not limited to: intentional copying, deletion or damage to files 
or data belonging to others, copyright violations, or theft of services. Any illegal usage of PA Cyber Technology Resources will 
be immediately reported to the appropriate legal authorities for possible prosecution. 

General rules for behavior and communications apply when using the Internet or any PA Cyber Technology Resource.  
Suspension of access, loss of access, and other disciplinary actions may be consequences for inappropriate use.  Vandalism 
may result in cancellation of access privileges, discipline, and possible criminal action.  

Cessation of Access 

Upon termination or ending of enrollment or employment or the termination of any contract with or from PA Cyber, no 
further access to or use of Technology Resources is permitted without the express authorization from the CEO. 

Education of Technology Resource Users 

PA Cyber shall implement a program that educates students and staff about acceptable use and internet safety associated 
with PA Cyber’s Technology Resources. All students must complete a designated Technology Resources and Internet training 
prior to unsupervised use of PA Cyber’s Technology Resources as required by the 2008 Broadband Data Improvement Act. 
This training includes but is not limited to: appropriate online behavior, including interacting on social networking websites 
and in chat rooms; cyberbullying awareness and response; proper use of Technology Resources; restricted activities with 
Technology Resources; and access and monitoring of school-issued Technology Resources to students.  
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ADMINISTRATIVE REVIEW BOARD, REMEDIATION 
& STUDENT ATTENDANCE IMPROVEMENT PLAN

Introduction

PA Cyber will make every effort to keep its students motivated and committed to their education. The Administrative Review 
Board (ARB) gathers information on students who are: truant; tardy; and, who are engaging in other unexcused attendance 
violations as defined by the PA Cyber Code of Conduct. The ARB may be comprised of the Principal, Assistant Principal, 
Director of Attendance, the student’s Academic Advisor, and/or other support personnel as deemed necessary by PA Cyber, 
including a Special Education Supervisor to the extent applicable due to a student’s disability requiring specially designed 
instruction. Specific procedures relevant to special education students and students with disabilities are discussed below more 
fully as well as in PA Cyber’s Discipline of Special Education Students Policy and the Procedural Safeguards Notice.  

To the extent practical given the situation and circumstances, the ARB will work with the student and their parent(s) or 
guardian(s) in an effort to aid the student’s success and to attempt to minimize or eliminate the truancy, attendance issues, 
and violations of PA Cyber’s Code of Conduct. The following steps serve as a guide for addressing the aforementioned issues 
in an effort to remedy the problems before they might result in withdrawal or removal from the rolls to the extent consistent 
with Chapters 11 and/or 12 of Title 22 of the Pennsylvania Code.

PA Cyber reserves the right to address a student’s unwillingness and/or failure to maintain communications with PA Cyber, 
truancy, tardiness, and other attendance violations at any step in the process based upon the specific situation, its severity, 
the student’s prior record, the PA Cyber Code of Conduct, applicable state and federal law, and the particular remedy that 
is deemed warranted by PA Cyber.  

Truancy

It is the responsibility of PA Cyber to enforce the compulsory attendance laws in accordance with the Public School Code.

ARB Remediation Procedure 

PA Cyber is committed to providing appropriate due process to students faced with removal from roll based on the 
Pennsylvania Public School Code and PA Cyber Policies and Procedures. As required by applicable law, no student will be 
withdrawn from PA Cyber without first being provided due process protections, including a formal hearing as required by 
the Pennsylvania Public School Code and other applicable law. The ARB team works in conjunction with an authorized 
committee of the Board or a duly qualified hearing examiner when undertaking a formal hearing that might result in a 
student’s withdrawal from the school.  

Formal Disciplinary Hearings

PA Cyber shall hold formal due process hearings as required by applicable law or PA Cyber Policies. This hearing may be held 
before the Board, an authorized committee of the Board, or a qualified hearing examiner appointed by the Board. When a 
committee of the Board or a hearing examiner conducts the hearing, a majority vote of the governing board is required to 
withdraw a student. The following due process requirements shall be observed with regard to the formal hearing: 

 1. Notification of the charges shall be sent to the student’s parents or guardians by Certified Mail. 

 2. At least 3 days’ notice of the time and place of the hearing shall be given. A copy of this policy, notice that legal   
  counsel may represent the student, and hearing procedures shall be included with the hearing notice. A student may  
  request the rescheduling of the hearing when the student demonstrates good cause for an extension. 

 3. The hearing shall be held in private unless the student or parent requests a public hearing. 

 4. The student may be represented by counsel, at the expense of the parents or guardians, and may have a parent or   
  guardian attend the hearing. 

 5. The student has the right to be presented with the names of witnesses against the student, and copies of the   
  statements and affidavits of those witnesses.

 6. The student has the right to request that the witnesses appear in person and answer questions or be cross-examined. 

 7. The student has the right to testify and present witnesses on their own behalf. 

 8. A written or audio record shall be kept of the hearing. The student is entitled, at the student’s expense, to a copy. 
  A copy shall be provided at no cost to a student who is indigent. 
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 9. The proceeding shall be held within 15 school days of the notification of charges, unless mutually agreed to by   
  both parties. A hearing may be delayed for any of the following reasons, in which case the hearing shall be held as   
  soon as reasonably possible:

    a. Laboratory reports are needed from law enforcement agencies. 

   b. Evaluations or other court or administrative proceedings are pending due to a student invoking their rights   
    under the Individuals With Disabilities Education Act (20 U.S.C.A. § §  1400—1482). 

   c.  In cases in juvenile or criminal court involving sexual assault or serious bodily injury, delay is necessary due to  
    the condition or best interests of the victim. 

 10. Notice of a right to appeal the results of the hearing shall be provided to the student with the expulsion decision.

Special Education Students and Students with Disabilities

School personnel may consider any unique circumstances on a case-by-case basis when determining whether a change of 
placement, made in accordance with the following requirements related to discipline, is appropriate for a child with a disability 
who violates the School’s Disciplinary Policies and Procedures.

Notwithstanding the foregoing, procedures that might result in removal of special education students and students 
thought-to-be eligible for special education, as those terms are set forth at 22 Pa. Code Chapter 711 and applicable state 
and federal laws and regulations, shall be undertaken only after consultation with a special education supervisor and in 
accordance with PA Cyber’s special education policies and consistent with applicable state and federal laws and regulations 
pertaining to special education students. In the event removal of a student with a disability from PA Cyber is contemplated, PA 
Cyber shall initiate procedures in accordance with applicable law. PA Cyber shall follow all applicable laws, regulations, and 
guidelines regarding the discipline of special education students.

Notwithstanding the foregoing, students with disabilities who are eligible for Section 504 services pursuant to applicable state 
and federal laws and regulations, including applicable provisions of Section 504 of the Rehabilitation Act and Chapter 711 of 
Title 22 of the Pennsylvania Code, shall be afforded the protections required by those applicable state and federal laws and 
procedures.

Parents and guardians of students with disabilities are directed to the Procedural Safeguards Notice available on the school’s 
website and by contacting the school’s Director of Special Education.

CODE OF CONDUCT
PA Cyber exists to educate its students. The school will not tolerate any actions from students, parents, staff, or visitors that in 
any way interfere with the delivery of educational services, jeopardize the health, safety, and well-being of any member of the 
school community, or threaten the integrity and stability of the school itself. These rules shall apply to any conduct:

 • During school hours.

 • At any on-site school activity, function, or event and/or online multi-media chat rooms.

 • Off school grounds when the conduct may reasonably be expected to undermine the proper disciplinary authority of  
  the school, the safety of students, or staff or disruption within the school, including field trips sponsored by PA Cyber  
  as well as other educational institutions or clubs.

This section describes a broad range of acts of misconduct that are prohibit¬ed in the school. Because the following sections 
listing acts of misconduct do not include all types of misconduct, the student who commits an act of misconduct not listed 
under the sections that impedes, obstructs, interferes, or violates the mission, philosophy, and regulations of PA Cyber or 
is disrespectful, harmful, or offensive to others or property shall be subjected to the discretionary authority of the CEO or 
designee. 
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Level I Offenses

The following is a non-exhaustive list of potential Level I Offenses:

I. Disruption

Students are expected to act in a courteous and peaceful manner toward staff, visitors, and each other. A student may not act 
in any way that disrupts or disturbs any educational or school-related (whether on-site, online, or in any other setting) program 
or activity. Violations of this rule include but are not limited to:

 • Disobedience

 • Disrespect

 • Lying/cheating

 • Violations of attendance policy/truancy

 • Failure to do schoolwork

II. Disruptive and/or Offensive Use of Language

 A. Students are expected to communicate with school staff and each other as they themselves should  
   expect to be treated.

 B. A student shall not curse or use vulgar, obscene, intentionally disruptive or offensive language or gestures in any   
   on-site or online school activity.

 C. Students shall not send or pass on any offensive, sexually oriented, or threatening messages, pictures, or symbols   
   from any source.

III. Damage, Destruction or Theft of School or Private Property

 A. Students are expected to respect school property and the property of others. Students shall not recklessly or   
   intentionally cause or attempt to cause damage to or deface school or private property or steal or attempt to steal  
   school or private property. Damage and defacement include graffiti, carving, tearing, cutting, or otherwise marking  
   such property.

 B. Students may not harm or destroy data of another student or person, the Internet, or other networks. This includes  
   but is not limited to the creation, downloading, or uploading of computer viruses. Computer violations of a criminal  
   nature are treated as an aggravated offense under Rule XVI.

 C. Serious damage, defacement, or theft that interferes with the educational or safety rights of others will be treated as  
   an aggravated offense under Rule XVI.

IV. Fighting

 A. Students are expected to refrain from physical confrontations. Two or more students who engage in a mutual   
   confrontation involving intentional physical contact commit an offense under this rule. Each willing participant shall  
   be subject to disciplinary action.

 B. Where it is determined that any student or students were not willingly involved, only the student(s) that have  
   willingly participated will be subject to discipline. Rule XVI shall be applied where serious injury resulted or was likely  
   to result regardless of whether the victim was a willing participant or not.

 C. Where it is determined that a student is acting in reasonable self-defense, no disciplinary action will be pursued for  
   that student. Reasonable self-defense shall be a defense only where the student had no opportunity to flee or   
   otherwise avoid physical contact, and the force used was the minimum necessary to escape or avoid injury.

V. Reckless Conduct

 A. Students are held responsible for intentionally harmful actions and for the reasonably foreseeable consequences   
   of such reckless actions. A student may not act in a manner that ignores the health, safety, or welfare of any   
   member of the school community by placing them in danger of injury or pain.

 B. Reckless conduct that risks serious injury or death or serious property damage as described in Rules III and IV will   
   be treated as an aggravated offense under Rule XVI.

45PA Cyber   |    Student Handbook



46 PA Cyber   |   Course Catalog

VI. Tobacco Products and Paraphernalia

  A. student may not possess, distribute, solicit, or use any vaping or tobacco product. Possession, distribution, or use  
    of cigarette lighters, matches, rolling papers, pipes, vaping devices, or other such paraphernalia is also prohibited.

VII. Possession of Drugs or Alcohol

  A.  A student may not possess, use, distribute, solicit, or be under the influence of any unauthorized prescription   
   or non-prescription medication, drug or any narcotic drug, hallucinogenic drug, steroid, growth hormone,   
   amphetamine, barbiturate, marijuana, alcoholic beverage or intoxicant, or look-alike substance of any kind.

  B. Possession of a drug authorized by a medical prescription from a licensed physician and carried in the original   
   container supplied by the pharmacy is permitted. Non-prescription medications may only be possessed in the   
   amount needed during the time in school for that day. Medications supplied by a pharmacist showing the name of  
   the student and proper dosage shall not be considered a violation of this rule where the supply carried by the   
   student  does not exceed the amount necessary for use during that school day. Nonprescription medications may  
   only be possessed with a note from a parent or doctor. Non-prescription medications may not be distributed to   
   other students but are solely for the noted student’s use.

  C.  A second violation of this rule will be treated as a Level II offense which may result in expulsion.

  D.  Distribution of any of the above substances, or possession under circumstances indicating intent to distribute,  
   is an aggravated offense under Rule XVI.

VIII. Academic Dishonesty/Abuse of Computer or Internet

  A. Students are expected to maintain the highest standards of honesty in their work.

  B. Forgery of papers, reports, tests, or notes or any other forms of cheating and/or plagiarism from other persons,   
   library, publication, or Internet sources are prohibited, and will result in disciplinary action as well as loss of  
   academic credit.  

  C. Students are expected to respect the computer privileges given to them. All students must keep their passwords   
   to themselves. It is against this rule to use another person’s passwords or accounts. It is also against this rule to,   
   without authorization, access into (hack) other files or systems, to download copyrighted material, or to conduct   
   a personal business enterprise using the school computer network. Students shall not go to any sites on the   
   Internet that contain sexually explicit material. Additional rules on computer use are listed in the school‘s   
   Acceptable Use Policy.

IX. Bullying

   A. Bullying is defined as repeated acts of physical, emotional, or social behavior that are intentional, controlling,   
   and hurtful. There are three types of bullying:

    • Direct bullying – face-to-face confrontation, which includes but is not limited to punches, kicks, verbal   
     taunts, threats, name-calling, put-downs, including ethnically or gender-based put-downs, extortion of   
     money or possessions, and exclusion from peer groups within the school.

    •  Indirect bullying – the attack on a victim’s social standing or reputation by gossip, slander, or any other   
     attempt to ostracize a classmate.

    • Cyber bullying – use of any and all electronic devices, including but not limited to emails, instant   
     messaging, cell phones, web pages, chat rooms or discussion groups, and other information    
     communication technologies with the intent of hurting, embarrassing, or ostracizing a classmate   
     through verbal taunts and threats.

 B. Complaint Procedure:

    • Students and/or parents who are the victim of a bullying incident should report any situations of   
     bullying in writing to a PA Cyber staff member.

    • The staff member will gather the information and seek administrative assistance to determine if the   
     alleged bullying or cyber bullying incident occurred.

    • After all information has been gathered, the Senior Administrator will be notified of the incident. 

     The  Senior Administrator shall determine the need for further investigation, which may result in    
     disciplinary action taken in accordance to the Approved Interventions/Sanctions Action Level I.
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Approved Corrective Action – Level I Offenses

For any violation of a Level I offense, a student may face one or more the following corrective actions, from minimum to 
maximum:

 1. Meeting between the administrative staff and the student to discuss the student’s behavior and expectations for   
  improving their behavior.

 2. Removal from participation in extracurricular and/or on-site activities.

 3. Meeting between the student and school administrator or designee.

 4. Notice to parent or guardian informing them of the student’s behavior by phone or in writing.

 5. Supervised mediation between the students involved.

 6. Suspension of or limited access to technology.

 7. Meeting with caseworker or probation officer where applicable and appropriate.

 8. Referral to an appropriate law enforcement agency.

 9. Mandatory on-site or online time.

 10. Suspension for up to 10 days.

Level II Offenses

The following is a non-exhaustive list of potential Level II Offenses:

X. Repeated School Violations

A student shall not continue to break any of Rules I through IX. Nor may a student repeatedly fail to follow directions given by 
any school staff member while the student is under school supervision. A student who continues to violate any of these rules 
after the school staff has attempted reasonable interventions to address the student’s behaviors may be subject to suspension 
or expulsion provided for Level II offenses.

XI. Harassment

 A. No student shall engage in verbal or physical activity in an on-site or online setting, which they should reasonably   
  expect to have the effect of harassing, threatening the safety, or maliciously damaging the reputation of any student  
  or staff member.

 B. An aggravated incident is one that reasonably places a victim in fear for their safety or well-being if the offender   
  remains in the school.

 C. Harassment or threats, for the purpose of this rule, includes a course of conduct or a single aggravated incident.   
  Harassment includes, among other things:

    1.  Unwelcome sexual advances, requests for sexual relations, sexual comments, sexually-oriented gestures,  
     sounds, remarks, or comments about a student, staff member, or visitor’s sexuality or sexual experience.

    2.  Offensive expressions concerning a person’s race, sex, religion, disability, or national origin.

    3.  Efforts to intimidate, bully, or ridicule (see rules XIII and XVI for offenses involving other serious forms of   
     sexual or physical misconduct).

 D. Threats include any attempt, by physical menace or verbal intimidation or taunt, to put a member of the school   
  community in fear of injury, pain, or social ridicule. The intentional posting on networks of the addresses or   
  telephone numbers of fellow students or other members of the school community is a violation of this rule.

 E. This rule includes spoken and written messages, including any bulletin board, flyer or notice, computer networks, 

  or display on a student’s personal belongings.

 F. Threats to bomb, kill, injure, or use dangerous or deadly weapons will be treated as an aggravated  
  offense under Rule XVI.
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XII. Hazing Prohibited  

A. Student is strictly prohibited from soliciting, encouraging, aiding, or engaging in hazing in an on-site or online    
setting  at any time or in connection with any activity supported or sponsored by PA Cyber, whether on or off    
 school property. Hazing means any intentional, knowing, or reckless act meant to induce pain, embarrassment,    
 humiliation, or deprivation of rights that creates physical or mental discomfort and is directed against a student for    
 the purpose of being initiated into, affiliated with, holding office in, or maintaining membership in any organization,    
club, or athletic team sponsored by PA Cyber and whose membership is totally or predominately other students    
from PA Cyber.

XIII. Indecent Assault or Indecent Exposure

 A. All students must keep their hands and bodies to themselves at all times. No student may touch the sexual parts of  
  another person with any parts of their own body or an object, or encourage another person to touch them in sexual 
   part of the body.

 B. No student may show the sexual parts of their body in an onsite or online setting to other persons in a way that  
  would offend them or in an effort to excite them. (See Rule XVI for forcible or voluntary sexual acts.)

XIV. Assault on School Personnel

A student shall not intentionally cause or attempt to cause physical injury or pain to any school employee or student 
employee acting in the scope of their employment for the school. See Rule V for reckless conduct and Rule XVI for assaults 
that may potentially result in serious injury or that are in retaliation for participation in any official live or online school related 
function.

XV. Possession of a Weapon 
 A. Students shall not possess on their person, in their belongings or in any storage space provided by the school, any   
  tool, instrument, implement, or weapon capable of causing serious injury or death. Such weapons include but are  
  not limited to: any knife, cutting instrument, cutting tool, nunchaku, firearm, shotgun, rifle, stun guns, BB guns,   
  starter pistols, harmful biological or toxic substances, explosives, fireworks with the potential to injure, or devices 
  that may cause a fire and any other tool, instrument, or implement capable of inflicting serious bodily injury. The   
  possession, use, or attempted uses of a weapon or another object not traditionally viewed as a weapon in a manner  
  that causes or risks injury will be treated as an aggravated offense under rule XVI(1) or XVI(6).

 B. Students may not bring compasses or sharp-bladed or pointed scissors to school. If these or similar sharp tools are 
  needed for a lesson they will be provided by the teacher for the limited period of the lesson. Students are also 
  prohibited from bringing look-alike weapons to school and must comply with the provisions of the School’s 
  Weapons Policy. 

 C.  The CEO or designee is required, under the Pennsylvania Public School Code, to take the following steps when a   
  student is found in violation of Rule XV:

   1. The student shall be detained.

   2.  Any incident involving possession of a weapon will be reported to police or law enforcement officials 
     immediately.

   3. The student shall be suspended.

   4. A Serious Incident Report will be filed.

   5. Expulsion will be recommended pursuant to Pennsylvania’s Safe Schools Act.

 D. The Serious Incident Report filed for incidents involving students found to be in possession of weapons shall 
   include:

   1. The circumstances of the possession and discovery of the weapon(s).

   2. The action of the police in response to the call for their assistance.

   3. The action taken by the school, including contacts with the student’s parent or guardian and the filing of a   
    report.

   4. A picture or facsimile of the weapon.

   5. Such incidents shall also be reported to the Pennsylvania Department of Education.
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XVI. Aggravated Offenses

A student shall not engage in, or attempt to engage in, any conduct in an on-site or online setting that endangers the health, 
safety, or welfare of any member of the school community, including but not limited to:

 1. Attacks on any staff member that results in injury or places the person in danger of serious injury or involves the use  
  or attempted use of a weapon (including mace, pepper spray, or laser pointer).

 2. Selling or distributing any of the substances set forth in Rule VII (drugs, alcohol, or look-alike substances) or   
  possessing these items in sufficiently large quantities, or demonstrating circumstances that indicate they are not for  
  personal use.

 3. Setting any fire that potentially risks injury to any person or damage to property.

 4. Sexual acts

  a. Forcible acts, as to the offender.

  b. Voluntary acts, as to each student.

 5. Rob, steal, or threaten someone to receive money or property.

 6. Assault on another student or other non-employee that results in serious injury or involves the use or attempted use  
  of a weapon (including mace, pepper spray, or laser pointer).

 7. Damage to school property that disrupts, impairs, or prevents the school from carrying out any of its programs.

 8. Retaliation against a school employee, witness, or hearing officer for their participation in any investigation,   
  academic, or disciplinary proceeding where the student’s action takes the form of assault, threats of bodily injury or  
  death, telephone or Internet harassment, stalking, or substantial property damage.

 9. Threats relating to the planting of bombs or other explosive devices, the use of any other weapon, including   
  biological or toxic substances, or to kill or seriously injure any member of the school community.

 10. The conduct of illegal activities via the school’s technology.

Approved Corrective Action – Level II Offenses
(Minimum to Maximum)

 1. Suspension.  

 2. Referral to the appropriate law enforcement agency.

 3. In the case of violations of Rule XI or Rule XIII, in addition to A or B above, the counselor shall refer the student to an  
  appropriate counseling program.

 4. Expulsion from the school.

PA Cyber reserves the right to address each incident on a case-by-case basis as permitted by applicable law.

Due Process

The Pennsylvania Public School Code gives charter schools the authority to make reasonable and necessary regulations 
regarding the conduct of students. The charter school must publish and distribute the code of conduct to students and 
parents and make copies of the code of conduct available on the school’s website. Student discipline must be based on 
applicable provisions within the student code of conduct.

Suspension

The Pennsylvania Public School Code defines suspension as exclusion from school for a period of 1 to 10 consecutive school 
days. Suspensions may be given by the CEO or designee. No student shall be suspended until the student and parent have 
been informed of the reasons for the suspension and have been given an opportunity to respond. Prior notice of the intended 
suspension need not be given when it is clear that the health, safety, or welfare of the school community is threatened. The 
Pennsylvania Public School Code further requires that the parents be notified immediately in writing when the student is 
suspended. When the suspension exceeds three (3) school days, the student and the parent shall be given the opportunity for 
an informal hearing consistent with the requirements set forth in the Code. The school shall offer to hold the informal hearing 
within the first 5 days of the suspension. Suspensions may not be made to run consecutively beyond the ten school day 
period. Students are responsible for making up exams and missed work while suspended.
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Expulsion

The Pennsylvania Public School Code defines expulsion as exclusion from school by the Board of Trustees for a period 
exceeding 10 school days and may be permanent expulsion from the school rolls. All expulsions require a prior formal hearing 
under the School Code. During the period prior to the hearing and decision of the Board of Trustees in an expulsion case, the 
student shall be placed in their normal class except, if it is determined after an informal hearing that a student’s presence in 
their normal class would constitute a threat to the health, safety, morals, or welfare of others and it is not possible to hold a 
formal hearing within the period of a suspension, the student may be excluded from school for more than 10 school days if 
the formal hearing is not unreasonably delayed. Any student so excluded shall be provided with alternative education.  

Students who are less than 17 years of age are still subject to the compulsory school attendance law even though expelled, 
and they must be provided an education.

Hearings

The informal and formal hearing requirements are outlined within the Pennsylvania Public School Code.  

Informal Hearing

The purpose of the informal hearing is to enable the student to meet with the appropriate school official to explain the 
circumstances surrounding the event for which the student is being suspended or to show why the student should not be 
suspended. The informal hearing is meant to encourage the student’s parents or guardian to meet with the CEO or designee 
to discuss ways by which future offenses can be avoided.

The following due process requirements are to be observed in regard to the informal hearing:

 • Notification of the reasons for the suspension shall be given in writing to the parents or guardian and to the student,

 • Sufficient notice of the time and place of the informal hearing shall be given,

 • A student has the right to question any witnesses present at the hearing,

 • A student has the right to speak and produce witnesses on their own behalf, and

 • The School shall offer to hold the informal hearing within the first 5 days of the suspension.

Formal Hearing

As required by applicable law, students must be afforded all appropriate elements of due process if they are to be excluded 
from school. In a case involving a possible expulsion, the student is entitled to a formal hearing. As permitted by Board 
Policies and Procedures, this formal hearing may be held before the Board of Trustees or an authorized Committee of the 
Board, or a qualified Hearing Examiner appointed by the Board. Where the hearing is conducted by a Committee of the Board 
or a Hearing Examiner, a majority vote of the entire Board of Trustees is required to expel a student.

The following due process requirements are to be observed with regard to the formal hearing:

 • Notification of the charges shall be sent to the student’s parents or guardian by Certified Mail.

 • Sufficient notice of the time and place of the hearing must be given.

 • The hearing shall be held in private unless the student or parent requests a public hearing.

 • The student has the right to be represented by counsel.

 • The student has the right to be presented with the names of witnesses against the student and copies of the   
  statements and affidavits of those witnesses.

 • The student has the right to request that any such witnesses appear in person and answer questions or be    
  cross-examined.

 • The student has the right to testify and present witnesses on their own behalf.

 • A record must be kept of the hearing, either by a stenographer or by tape recorder.

 • The student is entitled, at the student’s expense, to a copy of the transcript.
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 • The proceeding must be held with all reasonable speed. Where the student disagrees with the results of the formal   
  hearing, recourse is available in the appropriate court of the Commonwealth. If it is alleged that a constitutional issue  
  is involved, the student may file a claim for relief in the appropriate Federal district court

Disciplinary Records

All official disciplinary records for incidents involving the possession of a weapon or acts of violence shall remain in the 
student’s permanent record and must be transferred with the student to any school in which the student enrolls. They shall 
also be released to any other school upon request if the student is enrolled in the school or district or by permission of the 
student’s parent or guardian if the student is not enrolled.

Special Education

In the event of removal or possible disciplinary action of a student with a disability and/or a student who is thought-to-be-eli-
gible, PA Cyber shall initiate procedures in accordance with its Discipline and Exclusion of Special Education Students’ Policy. 

The School will follow all applicable law, including Chapter 711 of the Pennsylvania Code and the Individuals with Disabilities 
Education Act, regarding the discipline of all special education students.

EXTRACURRICULAR ACTIVITIES      
Extracurricular activities are those activities sponsored or approved by the Board but are not offered for credit toward 
graduation. Such activities shall ordinarily be conducted wholly or partly outside the regular school day, contribute to 
attainment of PA Cyber objectives, and be available to all students who voluntarily elect to participate, subject to the eligibility 
requirements. PA Cyber students have the unique opportunity to participate in extracurricular activities through PA Cyber and/
or the local school district. As required by the Pennsylvania Charter School Law, students shall be permitted to participate 
in extracurricular activities offered by their home school district. Students must comply with the policies and meet the 
specific eligibility criteria set forth by PA Cyber and by the home school district. Student athletes must also satisfy eligibility 
requirements established by the Pennsylvania Interscholastic Athletic Association. Each family should inquire with its resident 
school district for policies, procedures, and regulations associated with participation in extracurricular activities within the 
home school district.

Field Trips
PA Cyber offers field trips to a variety of attractions across the Commonwealth of Pennsylvania throughout the school year. 
These trips are considered an extracurricular activity and are not mandatory. Students and their families are encouraged to 
attend whenever possible. Students who plan to attend a specific event must make a prior reservation, unless  
otherwise specified. 

Students must abide by the following requirements in order to attend any field trips: 

 • The student must comply with all school policies.  

 • The student must follow the direction of the PA Cyber staff who is supervising the event.

 • The student must not be under any conduct restrictions.  

 • The student is expected to dress appropriately. It is unsuitable for students to wear unclean clothing, clothing   
  depicting alcohol or drugs, clothing with obscene language, clothes that do not appropriately cover the student’s   
  body, or are deemed otherwise inappropriate for the event by PA Cyber staff. 

Students should remember that when they are on a field trip or in any other public place in a school-related capacity, they are 
representatives of the PA Cyber community. They should conduct themselves in an appropriate manner at all times, as their 
conduct is a direct reflection of themselves, their families, and their school. 

Overnight/Extended Field Trips
Field trip requests should be submitted for approval to the CEO or their designee three (3) months prior to the planned date 
of the field trip.  

Students on field trips remain under the supervision and responsibility of PA Cyber and are subject to its rules and regulations 
throughout the duration of the trip, even when a parent or guardian is present. These trips will be governed by guidelines that 
will ensure the safety and well-being of the students and staff. The trip shall support and enhance the academic objectives 
and integrity of the PA Cyber Curriculum. Advance arrangements for eating, transportation, and health 
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safeguards for carrying out the itinerary must be confirmed for each participant making the trip. Parents and students should 
agree in advance on the recommended amount of spending money, if any, each student will have. A detailed, approved, 
and itemized itinerary must be left on file in the School Office along with a list of all attendees and emergency contact 
information for each attendee.

Students may be required to assume all or part of the costs for travel and attendance at cocurricular or extracurricular events 
and trips.

General Rules / Hotel Rules / Tours

 • All PA Cyber school rules and the Code of Conduct apply at all times for the duration of the trip.

 • There shall be NO DRINKING OF ALCOHOLIC BEVERAGES OR USE OF TOBACCO OR VAPING PRODUCTS OR   
   ILLEGAL DRUGS during the trip. Students should not have any of these items in their possession during the trip. Any  
  student who must use prescription medication MUST inform the head adviser(s) before the trip.

 • At all times, students are expected to show proper courtesy, cooperation, and respect for the chaperones and   
  guides and must be willing to abide by their decisions.

 • In case of illness, parental permission will be sought before seeking medical care. Parents shall provide the  
  School with written permission to authorize necessary medical treatment in the event a parent/guardian  
  cannot be reached.

 • Students are NOT to receive tattoos, body piercings, etc., at any time on any school trip.

 • Students (and their parents/guardians shall be held liable for any damage or loss of property at all times while on   
  the trip.

 • Hotel rooms should be kept locked at all times and windows are not to be opened.

 • Strangers shall not be admitted to any rooms.

 • Money or valuables should not be left unattended in rooms.

 • There are to be NO MIXED GROUPS in hotel rooms. That is, no boys in girls’ rooms or vice versa unless supervised   
  by a chaperone before curfew.

 • Students shall be in their rooms by curfew, which will be announced each night. No exceptions will be made unless  
  there is an emergency. Students may not leave their rooms after bed check.

 • Students must be courteous to other hotel guests. There are to be no loud noises at any time.

 • Students are not allowed to leave hotel grounds without permission from and being accompanied by a chaperone.

 • Hotel rooms are rented by and in the name of the School, not the individual students. Therefore, PA Cyber, through  
  the chaperones, retains the right to enter and inspect hotel rooms used by students during the trip. By agreeing to   

  these rules, students surrender the right to the chaperones to inspect a student’s belongings at any time the   

  chaperones feel such inspection will reveal a violation of these rules or the Code of Conduct.

 • Students must cooperate in getting to morning and afternoon tours. Due to the expense and value of the trip, no   
  student will be excused from a tour unless it is due to illness.

 • Due to the tight schedule requirements of the buses, students must cooperate with the drivers and chaperones in   
  order to ensure the arrival and departure schedule at all times during the trip.  
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STUDENT WORK POLICY  
Work Permits

Minors between the ages of 14 and 17 are required to get employment certificates to work. Work permits can only be 
obtained from the student’s home school district. PA Cyber cannot issue a work permit.

Work Credit

Students may earn academic credit for work performed in connection with a job outside the home. PA Cyber students must 
meet the following criteria to receive work credit:

 • Work at the same job for a minimum of six months to earn .5 credit.

 • Work at the same job for more than nine months to earn one full credit.

Work Limits

The Pennsylvania Department of Education, Federal Student Labor Laws, and Employment of Minors regulations specify the 
following work limits:

Hours for 14- and 15-year-olds:

 • 40 hours per work week during school vacations

 • 18 hours per school week (Mon-Fri), plus eight additional hours on Sat. and Sun.

 • 3 hours per school day

 • 8 hours on weekends and holidays and in summer

 • Hours must be between 7 AM and 7 PM

Hours for 16- and 17-year-olds:

 • 44 hours per workweek (Sun-Sat)

 • 28 hours per school week (Mon-Fri), plus eight additional hours on Sat. and Sun.

 • 8 hours per day
 •  Hours must be between 6 AM and 12 AM weekdays (during school vacations, may be employed until 1 AM).

For more information, please contact the Bureau of Labor Law Compliance, www.li.state.pa.us/PWAGE/lsd.html or call 
1-800-932-0665.

VISITORS POLICY
The School welcomes students and parents to visit any of the school’s locations, which are open on school days between 8 
AM and 4 PM. If visitors want to see a specific staff member, they should make an appointment to assure that the person they 
want to see will be available in the building when they arrive. 

The following guidelines govern visitations: 

 •  Visitors must sign in at the reception desk, show proper photo identification, and obtain a visitor’s badge. 

 • Visitors must always be escorted by staff members.

 • Visitors must sign out at the reception desk before they leave the location.

 • The school has the authority to deny access to or require removal from the program or school location for any   
  individual who disrupts or disturbs the learning environment or who lacks a valid or legal purpose for entering the   
  program or school. Repeat offenders may be permanently barred. 
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The administrator or program supervisor will consider the following factors in the approval process: 

 • Purpose and duration of the visit

 • Classroom activities planned during the visit

 • Number of previous observations

 • Needs of the other students in the class

If any visitor threatens, verbally abuses, or harasses a school employee, student, or another visitor, a building administrator will 
direct the visitor to leave the property. If a visitor refuses to leave cooperatively, they will be removed by local law enforcement. 
In all cases, violators will be subject to the Commonwealth of Pennsylvania laws. 

If the visitation is for a parent/guardian or teacher-initiated parent conference concerning the parent’s or guardian’s student, it 
must be scheduled in advance with the program administrator or teacher. 

If the visitation is for any other purpose, arrangements must be made in writing at least five (5) school days in advance through 
the office of the administrator. No visitor may confer with a student in the facility, other than the student’s parent or guardian, 
without prior permission of the program administrator. All visitors who wish to photograph or videotape any person or any part 
of any building or to tape record or use any electronic device to record any conversation or activity of any kind must have prior 
written permission and approval from the building Administrator or designee. 

Non-discrimination

The Pennsylvania Cyber Charter School will not discriminate against protected handicapped students as defined in Chapter 
15 or the regulations of the State Board of Education. The Pennsylvania Cyber Charter School will provide each protected 
handicapped student enrolled in the school, without cost to the student or family, the related services of accommodations 
they need to participate in and obtain the benefits of the school program and extracurricular activities without discrimination 
and to the maximum extent of the student’s ability. For information regarding civil rights, grievance procedures, or handicapped 
students, please contact the Senior Administrator of PA Cyber at 1200 Midland Avenue, Midland, PA 15059 or by phone at 
866-PACYBER.

Title IX Statement

Pennsylvania Cyber Charter School is an equal opportunity educational institution and will not discriminate on the basis of race, 
color, or national origin, sex, or handicap in its activities, program, or employment practices as required by Title VI, Title IX, and 
Section 504.

*PA Cyber is not responsible for omissions in the handbook. The Administration 
reserves the right to amend the contents of this book at any time. Final authority 
on all matters rests with the School Administration and School Board when 
applicable. It is the responsibility of the student and parent/guardian to review this 
handbook periodically. The information contained in this handbook is provided for 
information purposes and is not intended to replace or deviate from any current 
and future Board policy or the Code of Conduct. In the event of any conflict 
between any provision in this handbook and the terms in the Code of Conduct 
or any Board policy, the terms in the Code of Conduct and/or Board policy will 
control and take precedent.
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CLEARANCE REQUIREMENTS 

PA Cyber requires all new hires to submit: PA State Criminal History; Child Abuse; and FBI 
clearances.  Although Act 4 allows clearances to be up to five years old at the time of application, PA Cyber 
requires that clearances for new hires are no more than one year old. 

Once an employee is hired, HR monitors clearances using a tracking spreadsheet to ensure that each 
clearance is updated at least every five years for all employees.  Employees may not continue to work if they 
have a clearance that is more than five years old. 

While it is each employee’s responsibility to maintain compliant clearances and provide updated documents 
to HR, courtesy notices are sent by HR to employees at 90, 60, 30, and 10 days prior to expiration of 
clearances.   

o Notice templates are included in the following pages. 

o HR Assistants are responsible for this task. 

Employees who fail to meet requirements are suspended without pay until requirements are 
met.  Suspension includes disabling of all technology and facilities access. 

o Failure to comply within 30 days of original suspension date may result in additional 
disciplinary action. 

  



 

CLEARANCE NOTIFICATION TEMPLATES 
(Nikki – March 2024) 

 
* Union members and associated union representative: * 

Virtual Classroom Teacher – Lon Valentine 
Special Education Teacher or Reading Specialist – Nicole Carson 

Academic Advisor, Special Education Academic Advisor,  
School Counselor, or College and Career Coordinator – Erin Mills 

 
90 Day Notification Email Template 
 
To: Employee 
CC: Supervisor, next supervisor up, Executive Administrator, Director of HR, COO, Union 
Representative (if applicable) 
Subject of Email: 90 Day Notification Act 153 Clearances 
 
First Name, 
 
Act 153 of 2014 requires all school employees to renew their clearances every sixty (60) 
months.  Our records show that you have clearances that will need to be renewed soon in order to 
be in compliance with the requirements.  See the chart below for detailed information.  Please 
obtain the necessary clearances and return copies to rleone@pacyber.org prior to the mandatory 
renewal date.   
 

EMPLOYEE: 
STATE 
ISSUED: 

FBI 
ISSUED: 

CHILD 
ABUSE 
ISSUED: 

STATE 
RENEWAL 
REQUIRED 
BY: 

FBI 
RENEWAL 
REQUIRED 
BY: 

CHILD 
ABUSE 
RENEWAL 
REQUIRED 
BY: 

Last Name, First 
Name 

xx/xx/xxxx xx/xx/xxxx xx/xx/xxxx xx/xx/xxxx xx/xx/xxxx xx/xx/xxxx 

 
HOW TO OBTAIN BACKGROUND CHECKS  
 
Pennsylvania State Police Reports: 
https://epatch.pa.gov/home 
Immediately after submission, one of the following status will be assigned to the request:  

1. No Record: If this status is assigned to the request it is the user's responsibility to double 
click on the control number. This will take the user to the details screen where the user will 
double click on the blue hyper link, "Certification Form", near the center of the page. By 
clicking on "Certification Form", a certified no record form will be displayed in PDF 
format.  This form must be submitted to Human Resources. 

2. Request Under Review: If this status is assigned to the request, the user must periodically 
check the PATCH web site to determine the final status of the request. A status of "Request 
Under Review", will result in one of the following final status:  

o No Record: Follow the instructions above for a no record response. 
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o Record: Indicates the person has a record and it is the user's responsibility to 
double click on the control number. This will take the user to the details screen 
where the user will double click on the blue hyper link, "Certification Form", 
near the center of the page. By clicking on "Certification Form", a certified 
record form and the corresponding RAP Sheet will be displayed in PDF 
format.  This form must be submitted to Human Resources. 

3. Pending: This status is occasionally assigned when traffic is extremely heavy and requires 
the user to check back at a later time.  

 
FBI Reports: 
https://uenroll.identogo.com  
Service Code: 1KG6Q9 
For PA Cyber to access the official report via the electronic system, applicants must present their 
UEID to the school entity (as shown on the receipt provided after fingerprint capture).   
 
Pennsylvania Child Abuse History Clearance 
https://www.compass.state.pa.us/CWIS   
When prompted, please select: School Employee Governed by Public School Code: Applying as a 
school employee who is required to obtain background checks pursuant to Section 111 of the 
Public School Code. 
 
Please do not hesitate to contact me if you have any questions. 
 
Thank you, 
 
< Email Signature > 
 
  

https://uenroll.identogo.com/
https://www.compass.state.pa.us/CWIS


 
60 Day Notification Email Template 

(Exactly the same as the 90 Day Notification Template, except 90 is changed to 60) 
 
To: Employee 
CC: Supervisor, next supervisor up, Executive Administrator, Director of HR, COO, Union 
Representative (if applicable) 
Subject of Email: 60 Day Notification Act 153 Clearances 
 
First Name, 
 
Act 153 of 2014 requires all school employees to renew their clearances every sixty (60) 
months.  Our records show that you have clearances that will need to be renewed soon in order to 
be in compliance with the requirements.  See the chart below for detailed information.  Please 
obtain the necessary clearances and return copies to rleone@pacyber.org prior to the mandatory 
renewal date.   
 

EMPLOYEE: 
STATE 
ISSUED: 

FBI 
ISSUED: 

CHILD 
ABUSE 
ISSUED: 

STATE 
RENEWAL 
REQUIRED 
BY: 

FBI 
RENEWAL 
REQUIRED 
BY: 

CHILD 
ABUSE 
RENEWAL 
REQUIRED 
BY: 

Last Name, First 
Name 

xx/xx/xxxx xx/xx/xxxx xx/xx/xxxx xx/xx/xxxx xx/xx/xxxx xx/xx/xxxx 

 
HOW TO OBTAIN BACKGROUND CHECKS  
 
Pennsylvania State Police Reports: 
https://epatch.pa.gov/home 
Immediately after submission, one of the following status will be assigned to the request:  

1. No Record: If this status is assigned to the request it is the user's responsibility to double 
click on the control number. This will take the user to the details screen where the user will 
double click on the blue hyper link, "Certification Form", near the center of the page. By 
clicking on "Certification Form", a certified no record form will be displayed in PDF 
format.  This form must be submitted to Human Resources. 

2. Request Under Review: If this status is assigned to the request, the user must periodically 
check the PATCH web site to determine the final status of the request. A status of "Request 
Under Review", will result in one of the following final status:  

o No Record: Follow the instructions above for a no record response. 
o Record: Indicates the person has a record and it is the user's responsibility to 

double click on the control number. This will take the user to the details screen 
where the user will double click on the blue hyper link, "Certification Form", 
near the center of the page. By clicking on "Certification Form", a certified 
record form and the corresponding RAP Sheet will be displayed in PDF 
format.  This form must be submitted to Human Resources. 

3. Pending: This status is occasionally assigned when traffic is extremely heavy and requires 
the user to check back at a later time.  
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FBI Reports: 
https://uenroll.identogo.com  
Service Code: 1KG6Q9 
For PA Cyber to access the official report via the electronic system, applicants must present their 
UEID to the school entity (as shown on the receipt provided after fingerprint capture).   
 
Pennsylvania Child Abuse History Clearance 
https://www.compass.state.pa.us/CWIS   
When prompted, please select: School Employee Governed by Public School Code: Applying as a 
school employee who is required to obtain background checks pursuant to Section 111 of the 
Public School Code. 
 
Please do not hesitate to contact me if you have any questions. 
 
Thank you, 
 
< Email Signature > 
 
  

https://uenroll.identogo.com/
https://www.compass.state.pa.us/CWIS


 
30 Day Notification Email Template 
 
To: Employee 
CC: Supervisor, next supervisor up, Executive Administrator, Director of HR, COO, Union 
Representative (if applicable) 
Subject of Email: 30 Day Notification Act 153 Clearances 
 
First Name, 
 
Act 153 of 2014 requires all school employees to renew their clearances every sixty (60) 
months.  Our records show that you have clearances that will need to be renewed soon in order to 
be in compliance with the requirements.  See the chart below for detailed information.   
 

STATE 
ISSUED: FBI ISSUED: 

CHILD 
ABUSE 
ISSUED: 

STATE 
RENEWAL 
REQUIRED 
BY: 

FBI 
RENEWAL 
REQUIRED 
BY: 

CHILD 
ABUSE 
RENEWAL 
REQUIRED 
BY: 

xx/xx/xxxx xx/xx/xxxx xx/xx/xxxx xx/xx/xxxx xx/xx/xxxx xx/xx/xxxx 

 
Non-Compliance with the requirements of the law will result in the issuance of a Letter of 
Reprimand and immediate suspension from work, without pay, on the date directly following 
expiration of one or more of the above referenced clearances until the valid clearance is 
received.  Failure to comply after a period of 30 days from original suspension date may result in 
additional disciplinary action up to and including termination of employment. 
 
Please obtain the necessary clearances and return copies to Roxanne Leone-Bovalino at 
rleone@pacyber.org as soon as possible. 
 
Please do not hesitate to contact me if you have any questions. 
 
Thank you, 
 
< Email Signature > 
 
  

mailto:rleone@pacyber.org


 
10 Day Notification Email Template 
 
To: Employee 
CC: Supervisor, next supervisor up, Executive Administrator, Director of HR, COO, Union 
Representative (if applicable) 
Subject of Email: 10 Day Notification Act 153 Clearances 
 
First Name, 
 
Act 153 of 2014 requires all school employees to renew their clearances every sixty (60) 
months.  Our records show that you have one or more clearances expiring that will need to be 
renewed in order to be in compliance with the requirements.  Please see the chart below for 
detailed information. 
 
Non-Compliance with the requirements of the law will result in the issuance of a Letter of 
Reprimand and immediate suspension from work, without pay, on the date directly following 
expiration of one or more of the clearances below until the valid clearance is received.  Failure to 
comply after a period of 30 days from original suspension date may result in additional disciplinary 
action up to and including termination of employment. 
 
If your clearances are not in compliance by xx/xx/xxxx you are hereby notified that you will be 
suspended without pay effective xx/xx/xxxx. 
 

STATE 
ISSUED: FBI ISSUED: 

CHILD ABUSE 
ISSUED: 

STATE 
RENEWAL 
REQUIRED 
BY: 

FBI RENEWAL 
REQUIRED 
BY: 

CHILD ABUSE 
RENEWAL 
REQUIRED 
BY: 

xx/xx/xxxx xx/xx/xxxx xx/xx/xxxx xx/xx/xxxx xx/xx/xxxx xx/xx/xxxx 
 
Please obtain the necessary clearances and return copies to Roxanne Leone-Bovalino at 
rleone@pacyber.org as soon as possible. 
  
Thank you, 
 
< Email Signature > 
  

mailto:rleone@pacyber.org


 
 
10 Day Notification Letter Template 

(Physical letter to be mailed certified mail and regular mail on official school letterhead.  
Place a copy of physical letter and certified mail card in employee clearance file.) 

 
10 Day Notification Act 153 Clearances                      Month xx, xxxx 
Via Electronic and Certified Mail 
 
Employee First Name Last Name 
House Number Street Address 
City, State, Zip Code 
 
 
First Name, 
 
Act 153 of 2014 requires all school employees to renew their clearances every sixty (60) 
months.  Our records show that you have one or more clearances expiring that will need to be 
renewed in order to be in compliance with the requirements.  Please see the chart below for 
detailed information. 
 
Non-Compliance with the requirements of the law will result in the issuance of a Letter of 
Reprimand and immediate suspension from work, without pay, on the date directly following 
expiration of one or more of the clearances below until the valid clearance is received.  Failure to 
comply after a period of 30 days from original suspension date may result in additional disciplinary 
action up to and including termination of employment. 
 
If your clearances are not in compliance by xx/xx/xxxx, you are hereby notified that you will be 
suspended without pay effective xx/xx/xxxx. 

 

STATE ISSUED: FBI ISSUED: 
CHILD ABUSE 
ISSUED: 

STATE 
RENEWAL 
REQUIRED BY: 

FBI RENEWAL 
REQUIRED BY: 

CHILD ABUSE 
RENEWAL 
REQUIRED BY: 

xx/xx/xxxx xx/xx/xxxx xx/xx/xxxx xx/xx/xxxx xx/xx/xxxx xx/xx/xxxx 
 
Please obtain the necessary clearances and return copies to Roxanne Leone-Bovalino at 
rleone@pacyber.org as soon as possible. 
  
Sincerely, 
 
 
Roxanne Leone-Bovalino 
Director of Human Resources 

 

mailto:rleone@pacyber.org
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Tracking Mandated Reporter Training 
 

Summary 
 

On July 5, 2012, Governor Corbett signed into law Act 126 to mandate that all school entities (a public 

school, charter school, cyber charter school, private school, nonpublic school, intermediate unit or area 

vocational-technical school) and independent contractors of school entities provide certain training to all 

employees, including contracted substitute teachers, who have direct contact with children. Direct 

contact with children has been defined as “the possibility of care, supervision, guidance or control of 

children or routine interaction with children.” The law went into effect on January 2, 2013. This mandated 

training addresses child abuse recognition and reporting. 

 
In order to comply with Act 126, all PA Cyber part-time, full-time, and temporary employees must 

complete the 2-part training within in 90 days of their start date and every 5 years thereafter. Failure to 

complete both parts of the Mandated Reporter within their training window may result in HR suspending 

the employee without pay. 

 
This procedure outlines HR’s responsibility for the tracking, monitoring and retaining of the Mandated 

Reporter Training. 
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Tracking Mandated Reporter Training Process 
 
 

 
 
 
 
 
 
 
 
 
 
 

New Hire 

1.) The HR Generalist notifies Corey Drabert, the Student Assistance 
Program Supervisor, of the new hire. 

 
2.) The SAP Supervisor sends an email informing the employee of the 
requirement and instructions on how to complete within 48 hours of the new hire’s 
start date. 

 
3.) This prompts the HR Compliance & Training Coordinator to update the master 
tracker with the new hire information including due dates. 

 
4.) When Part 1 of the training is complete, the employee is instructed to email 
the shared mailbox (training@pacyber.org) a copy of the certificate of completion. 
The HR Assistant will monitor the mailbox for the certificate. 

 
5.) Once received, the HR Compliance & Training Coordinator updates the 
tracker. 

 
6.) The HR Assistant moves the email into the “COMPLETED” folder in the email 
box, saves an electronic copy to SharePoint (Department>Personnel>Shared 
Documents>Documents Stored in Personnel Files>Mandated Reporter) prints a 
hard copy of the certificate and files in the “Certificates” folder in the employee’s 
personnel file. 

 
7.) Follow the above steps, (Steps 4-6), when the employee completes Part 2. 

 
 
Please Note: Questions regarding qualifying training should be directed to 
Corey Drabert. 

 
 

Follow Up 

8.) If an individual has not completed the training, the HR Compliance & Training 
Coordinator will be responsible for follow up alerts beginning at the 60,30,10 day 
points. 

 
9.) The HR Compliance & Training Coordinator will send an email including the 
“Guide to Complete Mandated Reporter Training” document to the employee 
and CC their supervisor (EXHIBT A) based on the specific due date. 

mailto:training@pacyber.org
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 10.) The HR Compliance & Training Coordinator will update the tracker to indicate 
the date the follow up email was sent. 

 
11.) This process will be repeated for each increment (60, 30, 10) if the individual 
has not yet completed the training. 

 
 
 
 
 
 
 
 

Delinquent 
Employees 

12.) If the individual has still not completed the training before the 10-day 
increment, the employee will receive an email AND a certified letter indicating the 
suspension without pay if the training certificate is not received before the deadline. 

 
Please Note: The employee will remain 
suspended without pay until the valid training is 
received. 

 
13.) If the employee did not complete the training before the deadline, he/she is 
considered delinquent and following actions must be completed. 

 
a. The HR Compliance & Training Coordinator notifies the Director of HR 

of the need for further actions. 
 

b. The employee is instructed to email the shared mailbox 
(training@pacyber.org) with completed certificates and CC Roxanne 
Leone-Bovalino, the Director of Human Resources, and Kristin 
Moritz, the HR Compliance & Training Coordinator. 

 
c. Once the completed certificates are received, the HR Assistant prints 

a hard copy of the certificate and files in the certificates folder in the 
employee’s personnel file. 

 
d. The employee is then considered in good standing and the unpaid 

suspension is lifted. 
 
 
 
Recertification 

14.) All employees must renew their certificates every 5 years. 
 

15.) Follow the above steps, (Steps 3-7), to complete the renewal of the 
certifications. 

 
16.) The master tracker will include the 5-year increments of each employee and 
will be used to monitor when employees are due to renew. 

mailto:training@pacyber.org
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 17.) Follow the above steps, (Steps 8-11), when an employee has not completed 
their required training before the approaching deadline. 

 
18.) Follow the above steps, (Steps 12-17), when an employee has not completed 
their required training before the approaching deadline 

 
Monthly 

Verification 

19.) The HR Compliance & Training Coordinator receives a quarterly report from 
the Director of HR to verify all new hires have been listed on the Master Employee 
Mandated Reporter Training Tracker and proper steps have been taken to ensure 
every PA Cyber employee complies with this requirement. 

Shared Mailbox 
 

The email box (training@pacyber.org) has been established to assist with collecting completed training 

certificates. Sub-Folders within the email box are used to help track incoming messages. Please see the 

sub- folders and descriptions listed below: 

 
• Completed (All Completed Training) -Once HR Assistant completes filing process, email is 

stored in this folder. 

• Corey Drabert- All emails sent from or to Corey 

• New Hire – Emails alerting of a new hire for training purposes 

• Mandated Reporter Follow Up – Emails from employees with additional questions and/or 
comments. 

 
Terminated Employees 

 
When HR is notified of an employee termination, the HR Compliance & Training Coordinator is 

responsible for removing the employee’s information from the first tab of the master tracker and moving it 

to the second tab, “Termed Employees”. 

mailto:training@pacyber.org
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Retention 
 

While the law does not specify any recordkeeping or reporting requirements, certificates of both parts of 

the training are stored in the employee’s personnel file. Employee personnel files are kept indefinitely. 

This is to ensure PA Cyber can demonstrate compliance with this law. 

 
 
 
 

Related Information 
 

Mandated Reporters Frequently Asked Questions (PA Dept of Human Services) 
 

Child Abuse Recognition and Reporting Training Frequently Asked Questions 
 
 

Act 126 
 

Guide to Complete Mandated Reporter Training 
 
 
 
 
 

Questions 
 

Questions about this process can be directed to the Human Resources Compliance and Training 

Coordinator or Corey Drabert for further guidance. 

 
 
 
 

Owner 
 

The Human Resources Compliance and Training Coordinator is responsible for the biennial review of 

this procedure. 

http://keepkidssafe.pa.gov/cs/groups/webcontent/documents/document/c_137646.pdf
https://www.education.pa.gov/Documents/K-12/Safe%20Schools/Act%20126%20-%20Child%20Abuse%20Reporting/Act%20126%20FAQ.pdf
https://www.legis.state.pa.us/cfdocs/legis/LI/uconsCheck.cfm?txtType=HTM&yr=1949&sessInd=0&smthLwInd=0&act=14&chpt=12&sctn=5&subsctn=6
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Revision History 
 

11/08/2019 – Procedure Created 
 

11/20/2019 – Revisions to process, added “Questions” section 
 

11/26/2019 – Added steps to new hire process, exhibit, and related information link 
 

12/09/2019- Added Shared Mailbox section 
 

12/13/2019 – Updated email template language in Exhibit A and updated delinquent employee process. 

01/27/2020 – Updated email template language in Exhibit A and updated delinquent employee process. 

06/1/2020 – Updated the Delinquent Employees section. 

08/14/2023 – Updated contact information  

09/20/2024 – Updated union representation contact information 
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EXHIBIT A – Email Templates for Outstanding Employees 
 

60 Day Notice (via email) 
 
 

Email Subject: 60 Day Notification Mandated Reporter Training 
 
 

CC: Supervisor 
 

NAME, 
 

Our records indicate we have not received the certificate indicating you have completed (Part 1 /Part 
2/Part 1 and 2) of the Mandated Reporter Training. All PA Cyber employees part-time, full-time, and 

temporary must complete the training within 90 days of their start date (XX/XX/XXXX) and renew every 

five (5) years. The training was issued to you via email on (XX/XX/XXXX) and is due by (XX/XX/XXXX). 
 

 If you have already completed this training, please email your certificates to 
training@pacyber.org. 

 
 
 

 If you have not completed the course, please follow the directions in the previous email below to assist 
you with completing this requirement as soon as possible. 

 
As a reminder, failure to complete the Mandated Reporter Training will result in an immediate 
suspension from work, without pay, on the date the training is overdue. Failure to comply after a 
period of 30 days from original suspension date may result in additional disciplinary action up to 
and including termination of employment. 

 
Please email your certificate(s) to training@pacyber.org  once completed. 

mailto:training@pacyber.org
mailto:training@pacyber.org
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30 Day Notice (via email) 
 
 

Email Subject: 30 Day Notification Mandated Reporter Training 
 

CC: Supervisor, Director of Human Resources, SAP Supervisor 
 
 

NAME, 
 

Our records indicate we have not received the certificate indicating you have completed (Part 1 /Part 
2/Part 1 and 2) of the Mandated Reporter Training. All PA Cyber employees part-time, full-time, and 

temporary must complete the training within 90 days of their start date (XX/XX/XXXX) and renew every 

five (5) years. The training was issued to you via email on (XX/XX/XXXX) and is due by (XX/XX/XXXX). 
 

 If you have already completed this training, please email your certificates to 
training@pacyber.org. 

 
 

 If you have not completed the course, please follow the directions in the previous email below to assist 
you with completing this requirement as soon as possible. 

 
 
 

As a reminder, failure to complete the Mandated Reporter Training will result in an immediate 
suspension from work, without pay, on the date the training is overdue. Failure to comply after a 
period of 30 days from original suspension date may result in additional disciplinary action up to 
and including termination of employment. 

 
Please email your certificate(s) to training@pacyber.org  once completed. 

mailto:training@pacyber.org
mailto:training@pacyber.org
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10 Day Notice (via email and certified mail) 
 

Email Subject: 10 Day Notification Mandated Reporter Training 
 

CC: Supervisor, Director of HR, SAP Supervisor, COO, Principal (when applicable), Executive 
Administrator, and union representative where applicable: (Virtual Classroom Teacher – Lon Valentine 

Special Education Teacher or Reading Specialist – Nicole Carson, Academic Advisor, Special Education 
Academic Advisor, School Counselor, or College and Career Coordinator – Erin Mills)  

 
Physical Letter to be mailed certified mail return receipt requested including the following header on the 
physical letter (Please place copy of physical letter and certified mail card in personnel file): 

 
Via Electronic Mail and Certified Mail 

Example 
Date: January 12, 2020 
Employee Name: John Smith 
Employee Address: 123 Key Street 

City, State, Zip 
 

NAME, 
 

Our records indicate we have not received the certificate indicating you have completed (Part 1 /Part 2/Part 1 and 
2) of the Mandated Reporter Training. All PA Cyber employees part-time, full-time, and temporary must 
complete the training within 90 days of their start date (XX/XX/XXXX) and renew every five (5) years. The training 

was issued to you via email on (XX/XX/XXXX) and is due by (XX/XX/XXXX). 
 

If your trainings are not in compliance by (XX/XX/XXXX), you are hereby notified that you will be suspended without 

pay effective (XX/XX/XXXX). 

 
 If you have already completed this training, please email your certificates to training@pacyber.org. 
 

 If you have not completed the course, please follow the directions in the previous email below to assist you with 
completing this requirement as soon as possible. 

 

As a reminder, failure to comply after a period of 30 days from original suspension date may result in 
additional disciplinary action up to and including termination of employment. 

 
Please email your certificate(s) to training@pacyber.org  once completed. 

mailto:training@pacyber.org
mailto:training@pacyber.org
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Act 168 

Summary  

Act 168 amends the act of March 10, 1949 (P.L. 30, No.14), known as the “Public School Code 
of 1949,” to provide direction regarding employment history review processes and for monitoring of 

electronic public safety and criminal justice information related to educators. 

Act 168 applies to all school entities and independent contractors of school entities. A school 
entity includes any public school, including a charter or cyber charter school, private school, nonpublic 

school, intermediate unit or area vocational-technical school operating within Pennsylvania. 

Under Act 168, the applicant must provide a written statement of whether the applicant:  

(1) Has ever been the subject of an abuse or sexual misconduct investigation by any employer, 

state licensing agency, law enforcement agency or child protective services agency (unless 

the investigation resulted in a finding that the allegations were false)  

 

(2) Has ever been disciplined, discharged, non-renewed, asked to resign from employment, 

resigned from or otherwise separated from employment while allegations of abuse or sexual 

misconduct were pending or under investigation or due to adjudication or findings of abuse or 

sexual misconduct  

 

(3) Has ever had a license, professional license or certificate suspended, surrendered or revoked 

while allegations of abuse or sexual misconduct were pending or under investigation or due to 

an adjudication or findings of abuse or sexual misconduct 
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Also, employment history reviews must be conducted. Applicants must complete one 
Commonwealth of Pennsylvania Sexual Misconduct/Abuse Disclosure Release form for each:  

(1) Current employer(s) 

(2) Former employer(s) that were school entities 

(3) Former employers where the applicant was employed in a position that involved direct contact 

with children. 

PA Cyber must obtain answers from the applicant and each of the current and former 
employers listed by the applicant.  

If an applicant has no current or previous employer, this must be acknowledged on the form and 

the applicant must still answer the abuse and sexual misconduct background questions. 

The forms developed by the Pennsylvania Department of Education must be used to receive 

and/or provide the required information. (Phone verification in lieu of using the approved forms is not 

acceptable.) 

A prospective employer that receives any requested information regarding an applicant may use 

the information for the purpose of evaluating the applicant’s fitness to be hired or for continued 

employment and shall report the information as appropriate to the Department of Education, a state 

licensing agency, law enforcement agency, child protective services agency, another school entity or to a 

prospective employer. 

The Department of Education will have jurisdiction to determine violations of Act 168 and may 

assess a civil penalty.  
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Act 168 Process  

 

New Hire 
 

1.) The HR Generalist will notify the HR Assistant to trigger the Act 168 emails to 
the candidates when the interviews are scheduled. 
 

2.) The HR Assistant will trigger the Act 168 email by using the following steps: 
A. Log on to the ACT 168 system (Act 168 Dashboard) 

B. Click the  button. 
C. In the pop-up window select/enter the following: 

i. Send Type: Individual  
ii. Type: Prospective Employee  
iii. Name: First Name and Last Name 
iv. Email: Email Address  

D. Click Send  
 

3.) The candidates will receive the email with instructions on how to begin the Act 
168 process.  

• The candidate is required to provide information of the following: 
(1) The applicant’s current employer. 
(2) All former employers that were school entities. 
(3) All former employers where the applicant was employed in 

a position that involved direct contact with children. 

Please Note: An applicant does not have to 
complete the employment history review for 
a school entity if transferring to another 
school entity in the same district, diocese, or 
religious judicatory, or to another school 
within the same organization. 

 
4.) Once the candidate is selected for the position, the Act 168 forms from the 

candidates not selected will remain in the system for a month before 
removing. The HR Assistant will be responsible for removing inactive 
candidate information. 
 

5.) Once the new hire is in the HRIS system (VISTA), the HR Generalist will 
provide the resume of the selected candidate to the HR Compliance & 
Training Coordinator for the Initial Review Checkpoint.  
 

A. Once candidate submits their forms, their name will be listed in the 
Review Items Box with an Initial Review Checkpoint. 

https://act168.net/hr/Home.aspx
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B. The HR Compliance & Training Coordinator will compare the 
employers submitted in the Act 168 system to the resume, to confirm 
all eligible employers were listed. 

Please Note: Former employers who do not meet 
the criteria in Step 3, do not need to be included 
in the employment history review. 

 
• This is completed by clicking on the selected candidate’s name and 

going to their profile page.  
• If the employer information is complete, click on the “Click to 

Complete” box. 
 
 
 
 

• If there is missing or incorrect information, please refer to pages 
28- 31 of the Electronic Act 168 Database Manual for further 
assistance.  

6.) Once the Initial Review has been checked-off, the forms will automatically 
be sent to the employers, if a valid email address has been provided. This 
will start the electronic process and the countdown for employers to 
respond.  

 
A. The system will wait for the employer’s responses to the applicant’s 

forms. If an employer does not respond to the first notification and 
complete their portion within the allotted time, the system will send 
additional notifications.  

 
i. This will occur automatically around 10:15pm nightly if there is 

an email address listed for the employer. 
 

B. Each time the system or a user takes an action to send a form to a 
former employer, the system will track it with a date/time stamp in the 
employer page. 

 
7.) Once the designated time has expired the employee will be placed in the Final 

Review tab. Applicants will be listed as either Final-Outstanding or Final 
Received.  

i. Final Received = all forms have been returned 
ii. Final Outstanding = one or more forms were not returned. 
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8.) The HR Compliance & Training Coordinator will review all forms and click the 
Final Received/Outstanding Checkpoint button and change the employee’s 
status to any of the statuses listed below: 

i. Approved/Hired 
ii. Approved/Did Not Hire 

iii. Denied 
iv. Cancelled 

 
9.) This will finalize the employee’s Act 168 forms and will remove the employee 

from the Dashboard, and they will be ready to export and print.  
 

10.) The HR Compliance & Training Coordinator will provide confirmation to the 
HR Generalists and the HR Assistants that the employee has completed their 
requirement.  
 

11.) The HR Compliance & Training Coordinator will start the Export process by 
clicking on the green Export button on the Dashboard. 
 

A. Choose to export the forms three (3) different ways: 
1) Export a single individual form by selecting the employee’s 
box 
2) Export multiple forms to a single combined PDF file, this will 
combine all selected employees forms into a single file. 
3) Export multiple forms to a Zip File which will create an 
individual PDF file for each employee. 
 

B. The HR Compliance & Training Coordinator will send the forms via 
email to the HR Assistants. 
 

C. The HR Assistant will print hard copies of the completed Act 168 forms 
and file into the employee’s personnel file.  

 

12.) The HR Generalist will notify the HR Director and the Supervisor via email 
that the new hire has met all the pre-employment requirements as it relates to 
clearances and Act 168.  
 

No Response 

PA Cyber may not hire an applicant who does not provide the required information for 
a position involving direct contact with children. 

Current and former employers who do not provide the required information may be 
subject to penalties up to $10,000 and the imposition of professional discipline where 
appropriate.  
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Please contact the Department’s School Services Unit at 717-787-4860 or ra-
edact168@pa.gov with complaints related to the willful violation of the requirement to 
provide information.  

If the former employer responds that they no longer have any information regarding 
the applicant or out of business with no person to contact; records should reflect this 
lack of information. This is a decision within the discretion of PA Cyber. 

 

Positive 
Responses 

If an applicant or an employer answer “yes” to any of the abuse and sexual 
misconduct background questions, the system will flag the form and HR Compliance 
& Training Coordinator will be notified on the Dashboard under the ‘Issues’ tab.  

The former employer will have the option to voluntarily attach supporting 
documentation for the HR Compliance & Training Coordinator to view.  

The Director of HR must report the information to the Department’s Office of Chief 
Counsel. The mandatory report forms can be accessed on the Department’s website. 

Information related to non-educators 
should not be reported to the 
Department of Education.  

The Director of HR may also be required to report the information under the CPSL 
and may report the information to other child protective services, law enforcement or 
licensing agencies and to other school entities or prospective employers as 
appropriate.  

If the current and/or any past employer responds in the affirmative to any of the abuse 
or sexual misconduct disclosure questions and the hiring entity still wants to consider 
hiring the applicant, the hiring entity must submit a second form, entitled the 
Commonwealth of Pennsylvania Sexual Misconduct/Abuse Disclosure Information 
Request form, to the current/former employer who responded in the affirmative.  

The current and/or past employer has sixty (60) days to provide all information 
related to the disclosure to the hiring entity. 

Under Act 168, hiring decisions are left to the discretion of the school entity and 
should be made after evaluating all relevant factors and consultation with your legal 
counsel. 

Please Note: if you elect not to consider the 
applicant after receiving information related 
to an affirmative response, you may have 
reporting obligations under the CPSL, the 

https://www.education.pa.gov/Educators/Misconduct/Pages/MandatoryReport.aspx
https://www.education.pa.gov/Documents/Codes%20and%20Regulations/Basic%20Education%20Circulars/Purdons%20Statutes/Act%20168%20-%20Attachment%20-%20Commonwealth%20of%20Pennsylvania%20Sexual%20Misconduct-Abuse%20Disclosure%20Information%20Request.pdf
https://www.education.pa.gov/Documents/Codes%20and%20Regulations/Basic%20Education%20Circulars/Purdons%20Statutes/Act%20168%20-%20Attachment%20-%20Commonwealth%20of%20Pennsylvania%20Sexual%20Misconduct-Abuse%20Disclosure%20Information%20Request.pdf
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Educator Discipline Act, and/or other legal 
mandates. 

 

Failure to 
Disclose 
Correct 

Information 

An applicant who provides false information or willfully fails to disclose the information 
requested on the form shall be subject to discipline up to, and including, termination 
or denial of employment and may be subject to criminal relating to unsworn 
falsification to authorities, civil penalties and professional discipline under the 
Educator Discipline Act. 

To view a copy of the Educator Discipline Act and more specific information related to 
the educator misconduct complaint process, visit the Professional Standards and 
Practices Commission website. 

 

Educator 
Requirements 

 

An educator is anyone who (1) holds either a private or public-school certificate; (2) 
who is a charter or cyber charter school staff member; or (3) who is a contracted 
educational provider staff member.  

In addition to having the applicant complete the employment history review process, 
PA Cyber must: 

1) Determine the applicant’s eligibility for employment by verifying that 
their certification status reflects valid and active certification 
appropriate for the position 
 

2) Check to see if the educator was the subject of public professional 
discipline 

 
 

3) Inquire whether the Department has received notification of pending 
criminal charges against the educator. This information is available on 
the Department of Education’s Teacher Information Management 
System (TIMS).  

School entities and independent contractors must complete these additional steps for 
all applicants who are educators even if the applicant is not being hired for a position 
for which certification is required.  

 

Substitute 
Employees 

Requirements 

The employment history review shall be conducted prior to the initial hiring or 
placement on the school entity’s approved substitute list, or prior to employment with 
an independent contractor, intermediate unit or other entity that provides substitute 
staffing services to school entities. 

https://www.education.pa.gov/Educators/Certification/Pages/TIMS.aspx
https://www.education.pa.gov/Educators/Certification/Pages/TIMS.aspx
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It is not necessary to repeat the reviews if the substitute employee continues to be 
employed by the school entity or remains on the school entity’s approved substitute 
list.  

The appearance of a substitute employee on one school entity’s substitute list does 
not relieve another school entity from its responsibilities under Act 168.  

However, an employment history review conducted upon initial hiring of a substitute 
employee by an independent contractor, intermediate unit or other entity that 
furnishes substitute staffing services to school entities shall satisfy the Act 168 
requirements for all school entities using the services of the independent contractor, 
intermediate unit or other entity. 

 

Employees of 
Independent 
Contractors 

Employees of independent contractors must have an employment history review prior 
to being hired or, if they were hired before December 22, 2014, prior to the start of 
employment with a new school entity even if they remain employed by the same 
independent contractor.  

After the employment history review has been conducted, the review is valid if the 
employee continues to work for the independent contractor, even if they work for 
different school entities. 

PA Cyber’s 
Responsibility 

PA Cyber has twenty (20) calendar days to provide the information requested on the 
Commonwealth of Pennsylvania Sexual Misconduct/Abuse Disclosure Release form. 

 PA Cyber has sixty (60) days to provide all information related to the disclosure to 
the hiring entity relating to a positive response for a current/former employee.  

All requests to PA Cyber will be completed by the HR Compliance & Training 
Coordinator.  

 

 

Key Definitions 

Educator 

An educator is anyone who (1) holds either a private or public-school certificate; (2) who is a 

charter or cyber charter school staff member; or (3) who is a contracted educational provider staff 

member.  
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Provisional Hire 

PA Cyber may hire an applicant on a provisional basis for 90 calendar days pending receipt of the 

information requested, as long as: (1) the applicant has provided all relevant information on the 

form(s); (2) the hiring school administrator has no knowledge of information related to the 

applicant that would disqualify the applicant from employment; (3) the applicant swears or affirms 

that he/she is not disqualified from employment; and (4) the applicant is not permitted to work 

alone with children and is required to work in the immediate vicinity of a permanent employee. 

School Entity  

Any public school, including a charter or cyber charter school, private school, nonpublic school, 

intermediate unit or area vocational-technical school operating within Pennsylvania. 

 

Retention 

Human Resources must maintain the completed forms in the employee’s clearance file. 

Related Information 

Commonwealth of Pennsylvania's Sexual Misconduct-Abuse Disclosure Release 

Commonwealth of Pennsylvania Sexual Misconduct-Abuse Disclosure Information Request  

Professional Standards and Practices Commission website 

Department’s Office of Chief Counsel Website 

Act 168 - Employment History Review - FAQs 

https://www.education.pa.gov/Documents/Codes%20and%20Regulations/Basic%20Education%20Circulars/Purdons%20Statutes/Act%20168%20-%20Attachment%20-%20Commonwealth%20of%20Pennsylvania%27s%20Sexual%20Misconduct-Abuse%20Disclosure%20Release.pdf
https://www.education.pa.gov/Documents/Codes%20and%20Regulations/Basic%20Education%20Circulars/Purdons%20Statutes/Act%20168%20-%20Attachment%20-%20Commonwealth%20of%20Pennsylvania%20Sexual%20Misconduct-Abuse%20Disclosure%20Information%20Request.pdf
https://www.education.pa.gov/Educators/Misconduct/Pages/MandatoryReport.aspx
https://www.education.pa.gov/Policy-Funding/BECS/Purdons/Pages/Act168FAQ.aspx
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Electronic Act 168 Database Manual 

Questions  

Questions about this process can be directed to the Human Resources Compliance and Training 

Coordinator for further guidance.  

 

Owner  

The Human Resources Compliance and Training Coordinator is responsible for the biennial review of 

this procedure.  

 

Revision History  

12/04/2019 – Procedure Created    

12/06/2019- Updated process 

12/13/2019- Updated process 

07/24/2023 - Updated process to include new online tracking system.  
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PENNSYLVANIA CYBER CHARTER SCHOOL 

Provisional Employee Hire: Certification and Supervisor Acknowledgement 
 

Applicant Name:________________________________________________ 

Job Title: _____________________________________________________ 

I. Certification of Administrator  

 To the best of my knowledge, I have no information or knowledge relating to the applicant above 

that would disqualify this applicant from employment with the Pennsylvania Cyber Charter School. 

 

I, _____________________________________, certify under penalty of law that the  
   printed name 

statement made in this form is true, correct and complete. I understand that false statements 

herein, including, without limitation, any willful failure to disclose the information required, shall 

subject me to criminal prosecution under 18 Pa.C.S. § 4904 (relating to unsworn falsification to 

authorities). 

Signature: ______________________________________________________ 

Title: __________________________________________________________ 

Date completed: _________________________________________________ 

 
 

II. Certification of Provisional Hire Applicant 

 I have no information or knowledge that I am disqualified from employment with the 

Pennsylvania Cyber Charter School for any reason. I understand that I am not permitted to work alone 

with children/students while I am employed on a provisional basis.  During the provisional period, I am 

required, at all times, to work in the immediate vicinity of a permanent employee.  If any information 

obtained by the Pennsylvania Cyber Charter School (including information requested under Act 168 or  

Act 153) reveals I am disqualified from employment, I understand that I will be dismissed from my 

employment immediately. 

 

I, _____________________________________, certify under penalty of law that the  
   printed name 

statements made in this form are true, correct and complete. I understand that false statements 

herein, including, without limitation, any willful failure to disclose the information required, shall 

subject me to criminal prosecution under 18 Pa.C.S. § 4904 (relating to unsworn falsification to 

authorities). 

Signature: ______________________________________________________ 

Date completed: _________________________________________________ 
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III. Supervisor Acknowledgement of Provisional Employee: 

 

 

I, _____________________________________ , understand that this applicant is not  
   printed name 

permitted to work alone with children/students while this applicant is employed on a provisional basis.  

During the provisional period, the applicant is required, at all times, to work in the immediate vicinity of a 

permanent employee. 

 

Signature: ______________________________________________________ 

Title: __________________________________________________________ 

Date completed: _________________________________________________ 

 

 

IV. Human Resources Acknowledgement ~ Requirements met ~ Act 168 of 2014: 

 

I, _____________________________________ , acknowledge that this employee is   
   printed name 

permitted to work alone with children/students. To the best of my knowledge, all pre-existing 

employment requirements of Act 168 of 2014 have been received and reviewed regarding the background 

check requirements and employment history of this employee. 

 

Signature: ______________________________________________________ 

Title: __________________________________________________________ 

Date removed from Provisional 

Status:__________________________________________________________ 

Date Supervisor Notified:___________________________________________ 

 

 

 

 

 

 

 



Act 24/Act 82/Act 168 Procedures 

In accordance with the requirements of Act 24, Act 82, and Act 168 PA Cyber collects and reviews the 
following documents, which may include review by the school’s solicitor as necessary, to determine 
individuals’ eligibility to work in Pennsylvania schools. 

PA Cyber requires all applicants selected for an interview to provide an Act 24 Arrest/Conviction Report and 
Certification Form prior to, or at the time of, interview.  If an applicant answers in Section 2 of the Act 24 
Arrest/Conviction Report and Certification Form that they have been arrested or convicted of a reportable 
offense or if an applicant answers in Section 3 that they have been name as a perpetrator of a founded report 
of child abuse, the document is sent to the school’s solicitor for review to determine eligibility for 
employment. 

Current employees of PA Cyber must use the Act 24 Arrest/Conviction Report and Certification Form to 
provide written notice to the school of reportable offenses within seventy-two hours after subsequent arrest 
or conviction.  If an Act 24 Arrest/Conviction Report and Certification Form is received from a current 
employee following arrest or conviction, the form is sent to the school’s solicitor for review and guidance. 

PA Cyber requires all applicants to submit Commonwealth of Pennsylvania Sexual Misconduct/Abuse 
Disclosure Release (Act 168)  forms prior to, or at the time of, their scheduled interview.  If an applicant is 
selected for a role the forms are sent to current or prior employers to be completed and returned.  If any 
current or previous employer answers in the affirmative to one or more of the questions on the form, PA Cyber 
reaches out to that employer for additional information by submitting a Commonwealth of Pennsylvania 
Sexual Misconduct/Abuse Disclosure Information Request.  Once this additional information is received, 
details are shared with the school’s solicitor for review and guidance. 

PA Cyber requires all new hires to provide the following documents prior to, or at, onboarding: 

• PA State Police Criminal History  
• Department of Human Services Child Abuse History Clearance 
• Federal Criminal History Record (CHRI)-FBI Report 

Although the law requires that the background check documents are no more than five years old at the time 
of application, PA Cyber requires that the documents are no more than one year old at the time of 
application. 

If any of the background checks listed above show records, the documents are sent to the school’s solicitor 
for review to determine eligibility for employment. 

Current employees of PA Cyber are required to update their clearance documents at least every five years.  If 
an employee fails to submit updated clearances documents by the deadline for compliance, they will be 
suspended.  If any of the updated background checks show records, the documents are sent to the school’s 
solicitor for review to determine whether the employee is eligible for continued employment. 

If there is a reasonable belief by a school administrator that a school employee has not reported an arrest or 
conviction the employee will be required to submit to new background checks.  If an employee fails to submit 
a required background check as requested, they may be subject to discipline following consultation with the 
school’s solicitor. 



The chief school administrator or their designee will file a mandatory report with the PDE for any educator 
who has been arrested, indicted for, or convicted of any crime graded a misdemeanor or felony within 15 days 
of discovery. 



 

Suicide Prevention Policy 
Purpose: 

The purpose of this policy is to protect the health and well-being of all PA Cyber students by 
having procedures in place to prevent, assess the risk of, intervene in, and respond to suicide.  
PA Cyber will: 

a) Recognize that physical, behavioral, and emotional health is an integral component of 
a student’s educational outcomes. 

b) Further recognize that suicide is one of the leading causes of death among young 
people. 

c) Understand the ethical responsibility to take a proactive approach in preventing 
suicide. 

d) Acknowledge the role of the school in providing an environment which helps to 
foster positive youth development. 

The Suicide Prevention Policy is meant to be paired with support from the Guidance Department 
as well as the Student Assistance Program (SAP).  It covers actions that take place in the school, 
at school-sponsored functions and activities, and at school sponsored out-of-school events where 
school staff are present.  The policy applies to the entire school community, including educators, 
school and district staff, students, parents, guardians, and volunteers.  The policy will also cover 
appropriate school responses to suicidal or high risk behaviors that take place outside of the 
school environment. 

Protocols: 

All staff will receive initial (upon hire) and annual professional development as it relates to 
recognizing at-risk behaviors and suicide threats, referrals to the appropriate personnel, response 
procedures, postvention, and resources for youth suicide prevention.  The training will also 
include information about student groups who are at higher risk for suicide such as those with 
mental and/or substance abuse disorders, those who are experiencing homelessness, and lesbian, 
gay, bisexual, transgender, and questioning (LGBTQ) youth. 

Prevention: 

Policy implementation: The Director of Guidance and Pupil Services will serve as the district 
suicide prevention coordinator for the school.  The district suicide prevention coordinator will be 
responsible for planning and coordinating implementation of the policy for the entire school. 

Each school will also have a suicide prevention coordinator to act as a point of contact in each 
school for issues relating to suicide prevention and policy implementation.  The school counselor 
in each school will serve as the suicide prevention coordinator.  In the event that the school 
counselor cannot be reached, the Student Assistant Program personnel for each school and the 
principals for each school will act as the suicide prevention coordinator.   

Publication and Distribution: The Suicide Prevention Policy will be distributed annually and is 
to be included in all student and teacher handbooks as well as on the school website. 

 



 

Procedures for Early Identification: The school staff along with the Guidance Department and 
the Student Assistance Program (SAP) will work together to identify students who demonstrate 
risk factors for suicide. Staff will be made aware of risk factors, who to contact when there is a 
concern, and the check-in procedure with the student and family when a concern is raised.  

Referrals: Students exhibiting risk factors will be referred to the grade appropriate school 
counselor, who will then assess the situation and make a SAP referral.  All school counselors and 
SAP staff will be familiar with resources and agencies that may be called to assist a student with 
thoughts of suicide. The student’s family will be informed about any concerns raised by school 
staff and will be given resources to seek help if needed.   

Intervention 

When a student is identified as potentially suicidal, the student and the student’s family will be 
contacted by the school counselor to assess the risk and facilitate the referral if necessary.  If a 
school counselor is not available, a SAP representative and an administrator will fill this role 
until a school counselor can be reached. 

For students at risk: 

1. School staff will stay in contact with the student until a family member or help can be 
reached.   

2. The principal, school counselor, and SAP team member will be notified as soon as 
possible. If a student verbalizes suicidal ideation during class, the teacher will ask the 
student to stay in class.  The teacher will contact the school counselor and the principal to 
help assess the situation.  The student should not be allowed to log out of class (if 
possible) until someone at the home can be reached by the school counselor or principal. 

3. A phone call should be made to the family with the school counselor, the principal, and 
SAP on the line.  If the student answers and no one is at home, the school counselor will 
speak to the student while the principal or SAP representative tries to reach a family 
member.  It is possible that emergency services may need to be called. 

Parental Notification and Involvement: 

The principal, SAP representative or school counselor will contact the parent/guardian as soon as 
possible after a student expresses suicidal thoughts.  If the student has exhibited any type of 
suicidal behavior, “means of restriction” or limiting the child’s access to mechanisms for 
carrying out a suicide attempt will be discussed.  Staff will inform the parent of suicide 
prevention resources in their area and encourage the parent to seek help.  During the 
conversation, the principal, school counselor, or SAP representative will assess whether there is 
further risk of harm due to parent or guardian notification.   

If the suicide threat is made during after-school hours, students will be directed to call a crisis 
line, such as the National Suicide Prevention Lifeline, provided to them in the student handbook. 

 

 

 



 

Methods of Responding to a Suicide or Suicide Attempt 

Suicide Attempt: The school counselor will contact the family to offer any needed help.  Mental 
health resources that the family may use will be discussed.  A SAP referral will be made to give 
the student additional in-school support.  The school counselor will also reach out to any other 
students that may have been impacted by the suicide attempt. 

Suicide:  The district suicide prevention coordinator, the school suicide prevention coordinator, 
SAP, and the principal will meet to discuss the implementation of an action plan. 

1. Verify the death.  Staff will talk with the parent/guardian or police to gather more 
information.  The death should not be labeled a suicide until the cause of death has 
been confirmed. 

2. Assess the situation.  The Suicide Prevention Team will meet to consider how 
severely the death is likely to affect other students, and to determine which students 
are most likely to be affected.   

3. Share information.  Inform the staff who have contact with the student that a death 
has occurred. 

4. Avoid Suicide Contagion.  It should be explained to staff that one purpose of trying to 
identify and give services to other high risk students is to prevent another death.  The 
team will work together to identify other students who are most likely to be 
significantly affected by the death.  The warning signs and reporting procedures will 
be discussed with staff again. 

5. Initiate Support Services.  Students identified as being more likely to be affected by 
the death will be assessed by a school employed mental health professional to 
determine the level of support needed.  The team will coordinate services for the 
students and staff in need of individual and small group counseling. 

Reporting Procedures 

When a student expresses suicidal thoughts: 

1. Contact the school counselor.  
2. If the school counselor cannot be reached, contact the principal and the school SAP 

representative. 
3. The school counselor will contact the student’s family. 
4. If the threat is deemed immediate, the school counselor, principal, and SAP 

representative will call home.  If the parent/guardian cannot be reached, the school 
counselor will remain in contact with the student while the principal or SAP 
representative calls emergency services. 

Recommended Resources 

Staff: 

Lifelines - Suicide Prevention Program - violencepreventionworks.org 

Making Educators Partners in Youth Suicide Prevention - sptsuniversity.org 

More Than Sad - American Foundation for Suicide Prevention - afsp.org 



Suicide SAFE App for iPhone and Droid- SAMHSA 

The Trevor Project - thetrevorproject.org 

Students: 

National Suicide Prevention Lifeline: The Lifeline is a 24-hour, toll-free suicide prevention 
service available to anyone in suicidal crisis or their friends and loved ones.  Call 1-800-273-
8255. 

The Trevor Lifeline: Suicide prevention lifeline for lesbian, gay, bisexual, transgender, and 
questioning young people.  Available 24 hours a day. Call 1-866-488-7386 



THE PENNSYLVANIA CYBER CHARTER SCHOOL

Board of Trustees PolicY

HEALTH, SAFETY AND PHYSICAL EDUCATION POLICY

Purpose
The Board. of Trustees ("Board") reaffirms its policy to provide comprehensive human

growth and development instruction to The Pennsylvania Cyber Charter School ("PA

Cyber") students. In accordance with PA Cyber policy anct state law, such instruction

should be part of the public school program and should be sha¡ed by the public schools,

horne, and communify, The primary purposes of such insbrucbion are to promote more

wholesome farrrily and interpersonal relationships; to help young people understand

growth and development changes that occur between chilclhood and adolescence/

i11.lndir,g their sexuality at atl levels of clevelopment and healthy physical health and

safelv habits.

The Board recognìzes that the expression of human sexual behavior can be the source of

many of life's most meaningful experiences as well as its most painful problems and the

Board firmfy asserts that abstinence from sexual activity during adolescence promotes

gooct healttr-and a healthy lifestyle. Such teachings will be conducted age appropriately

in accordance with the standards set forth by the Pennsylvania's Department of

Education's Acadenric Stand.ards for Health, Safety and Physical Education and

Chapter 4 of Title 22 of the Pennsylvania Code.

The Board fumly believes that successful pursuit of the mission of promoting a healthy

tifestyle for all adolescents depends upon the cooperation of a broad spectrurn of the

community, including schools, families, religious institutions, health care providers,

social service agencies, businesses, govelrunent, and media.

Authority
ln accordance with these Standards, the Board adopts the following policy objectives in
order to promote a healthy lifestyle for all children.

A) By grade 3, the Standards seek to establish guidelines for schools to enable

students bo acquire knowledge and skills to:

1) Identify and describe stages of growth and development;

2) Identify and know locahion and function of major body organs ancl

svstems;
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4)

Explain the role of the food guide pyramid in a healthy diet;

Know age appropriate drug information, i'e., proper use of

medicine, unhealthiness of smoking, etc.;

5) Identify lypes and causes of health problems in children;

Understand personal hygiene practices;

Identify health-related information, i.e', signs and symbols,

terminology, etc.

Identify media sources and environmental factors affecting health

and safety;

Identify the steps in a decision making process;

Recognize and knoH, how to respond to emergency sítuations and

safe/unsafe practices in the home, school and communitf, i.e., fire

safety, bullying, etc.;

Recognize conflict situations ancl identify strafegies to avoid or

resolve such as walking away or asking for adult intervention;

12) Identify and use sale practices in physical activity settings, i,e,,

proper equipment knowledge of rules, etc.;

13) Identify and engage in physical fitness activities and effects of

re gular ParticiP ation.

B) By grade 12, the Standards seek to esbablish guidelines for schools to

enable students to acquire knowledge and skills to:

1) Evaluate and analyze factors that impact growth and developrnent

and the body systems, i.e., relationships, cafeer choices, nutrition,
etc.;

2) Evaluate issues relating to the use,/non-use of drugs;

3) tclentify and analyze factors that influence the prevention and

control of health Problems;

3)

6)

7)

B)

e)

10)

11)
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Evaluate health care products and assess factors that impact adult
health consumer choices;

Compare and contrast the positive and negative effects of the

media on adult personal health and safety;

Examine ancl apply a decision making process to the development
of short and long-term health goals;

Analyze the interrelationship between envirorrmental factors and
community health;

Assess the personal and legal consequences of unsafe practices in
the home, school or community as well as the impact of violence on
the victim and surrounding community;

Analyze and apply strategies for the management of injuries such

as CPR and advanced first-aid;

10) Evaluate the benefits, risks and safety factors assocíated with self-
selected lifelong physical activities;

11) Evaluate and engage in an individualized physical activity plan
that support achievement of personal fitness and activity goals and
promotes lif e-long participation;

t2) Analyze the effects of regular participation in a self-selected

program of moderate to vigorous physical activities and cvaluate
how changes in adult health status may affect the responses of the
body systems during moderate to vigolous physical activity;

13) Evaluate factors thar affect physical activity and exercise

preferences

74) Analyze the interrelationships among regular participation in
physical activity, motor skill improvement and the selection and
engagement in lifetime physical activities;

15) Assess and use strategies for enhancing adult grouP interaction in
physical activities

4)

5)

6)

n

8)

e)
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Delegation of Responsibility
1't " C¡O shall direct the development and acquisition of cutricula which

comprehensively promote healthy behavior and which shall be taught in all grade

levelì, in an age appropriate manner. Such curricula shall focus on behavioral

outcomes an¿ witt also utilize more innovative and effective methods to convey the

message that abstinence is the most effective way of preventing Pregnancy, sexually

transmitted diseases and HIV infection; a voluntary parental education component,

designed to enhance the frequency and effcctiveness of parents' contmunication with
their children; and, a mechanism for monitoring the efficary of the curricula'

All PA Cyber staff share in the responsibility for understanding and promoting healthy

adolescent behavio¡; therefore, PA Cyber Administration will develop and maintain a

comprehensive plan for staff education on adolescent health'

The CEO is empowered to develop additional partnerships with health care providers

that expanA ana maximize access to in-school comprehensive health care for all

children, which will have a positive and lasting effect on the lives of the children.

TO THE EXTENT THAT ANYTHING IN THIS POLICY COULD BE CONSTRUED

TO CONFLICT WITH PA CYBER'S CHARTER OR APPLICABLE STATE AND/OR
FEDERAL LAWS, THE APPLICABLE STATE AND/OR FEDERAL LAWS AND/OR
CHARTER CONTROL.

ADOPTED *tir 15 day of 074

President
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