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Introduction to EPS Security

If your organization is an ECMS Business Partner, your organization’s Security Administrator completed
the actions identified in the last row of the four color table shown below (page 5). The Security
Administrator can add or edit user’s access to the ePermitting system (EPS).

PennDOT’s ePermitting software is a separate system for applying for PennDOT highway occupancy
permits and managing them during the review and approval process. The ePermitting software relies
upon the Engineering and Construction Management System’s (ECMS) security module for controlling
user identification and passwords for ePermitting software. This guide provides step-by-step instructions
for creating an ePermitting System Administrator User (ADMIN ID & Password) through ECMS and for
the System Administrator to create ePermitting User ID’s and passwords.

ePermitting Registration

There are several ways to register for an ePermitting User ID:
e ECMS Business Partners

0 Ifyouare 1) a business seeking to become an ECMS business partner to use ePermitting and
other software or services on a regular basis, or 2) a Municipality or County Planning
Commission interested in receiving electronic notifications of particular driveway
application review activity within their jurisdictions, there is a two-part registration process
— a paper registration agreement and an electronic registration form. A Security
Administrator will be assigned to manage the employees’ access and privileges.

0 Existing ECMS business partners that conduct regular business with the Commonwealth
have assigned Business Partner IDs. An assigned Security Administrator in the company has
the authority to create multiple user accounts. The Security Administrator can create a user
Login ID for you or add ePermitting privileges to your existing Login ID.

o ePermitting Business Partners
Companies with multiple employees who will use only ePermitting can apply for an ePermitting
business partner ID. A Security Administrator will be assigned to manage the employees’ access
and privileges.

e Single-User ePermitting ID (Express Login)
Designed for single users who do not work with Highway Occupancy Permits, Express Login
allows you to create an account quickly. There are limitations such as not being able to obtain a
billing account or receive invoices.



ECMS Business Partner

If your organization is not an ECMS Business Partner, registration process includes a paper registration
agreement and an electronic registration form. In addition to being able to use other software or
services, by registering as an ECMS Business Partner, Municipalities and Planning Commissions can take
advantage of: 1) viewing all ePermitting driveway applications submitted to PennDOT, through all
stages of review, issuance, and post issuance and 2) setting-up and maintaining a profile unique to each
municipality and planning commission so PennDOT can provide electronic notifications of particular
driveway application review activity within their jurisdictions.

Use the following links to learn how to register as an ECMS Business Partner and gain access to EPS:

e How to Register as a Business Partner (https://www.penndot.gov/Doing-

Business/Pages/ConstructionContractor-Registration.aspx)

e BPID Registration - Tutorial for Municipalities & Planning Commissions (LGP)

(https://www.epermitting.penndot.gov/EPS/home/home.jsp)

If your organization is already a PennDOT ECMS Business Partner, your organization already has an
assigned Security Administrator. The Security Administrator can add or edit a user’s access to EPS. Use
the following links to learn how:

o Applying for ePermitting Access
e Creating a User ID and Password
e lLogging on as an ePermitting User for the First Time

e Administration Maintenance


https://www.penndot.gov/Doing-Business/Pages/ConstructionContractor-Registration.aspx
https://www.epermitting.penndot.gov/EPS/home/home.jsp
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Applying for ePermitting Access

If your organization is an ECMS Business Partner, the Security Administrator can add or edit user’s

access to EPS.

1. Click this link

https://www.epermitting.penndot.gov

/EPS/home/manageBPRegistration.jsp,

or copy it to a web browser to access
the ePermitting registration
information page.

2. Read the How to Apply instructions for

the ECMS Business Partner Account
Type.

3. Click the request letter link. The
request letter sample opens.

4. Copy the letter into your company letterhead and provide

all the highlighted information.
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5. Print the letter and have it signed by an authorized

representative.

6. Email the letter to: RA-pdECMDSecurity@pa.gov.

Note: You should receive a response from PennDOT within

three business days that will indicate you now have EPS

access.

Comprany Letterhead Sarnple

Cxtober 13, 2011

M3 Barharn Gower

Pennsylvania Department of Transpartation
Engineering and Computing Management Division
Bureau of Design, P.O. Box 3662

Harriskarg, PA 17105-3662

RE. Exisding ECMS Business Partner,

Registered as ECMS Busingss Partner Tvps
Buzsiness Partner I ___ 000000
FID: _300-100000K0(

Dear Ms. Gower.

Ladsting ELMS Buiness Portner company name s requesting that the Firm's business partner
tw inlude g in ackdition o the Firm's current lating & 8 ECMVS

Pleasim cmbact at wilh arvg dumsticns regarding this matter

Viery Truly Yours,

Prasident or
Cwmer or
Fartner
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ePermitting Business Partner

If your organization is not an ECMS Business Partner, use the following links to learn how to complete
the steps that are required in order to become an ePermitting user:

e Applying for ePermitting Security Administrator Access
e Setting up an Administrator Account

e (Creating a User ID and Password

e lLogging on as an ePermitting User for the First Time

e Administration Maintenance

Applying for ePermitting Security Administrator Access

1. Click this link
https://www.epermitting.penndot.gov

enniylania g gy & UG B

/EPS/home/manageBPRegistration.jsp,

or copy it to a web browser to access
the ePermitting registration
information page.

2. Read the How to Apply instructions for
the ePermitting Business Partner

Account Type.
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3. Click the ePermitting Business Partner

form link. The application form opens.

4. Complete the form and check the ePermitting Business

Partner Securlty Administrator check box. . Request for ECMS Business Partner Log Tn Credentials

E-Permiring OXLY

5. Print the form and have it signed by an authorized NOTE: Fiss prvi fermaion. Incoiete sppScaion will ey procesing f

business parmer credentiali.

representative. pr——

Applisant Last Applsaar Fire
Namer Nama:

6. Email the completed form to: RA-pdECMDSecurity@pa.gov
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Note: You should receive a response from PennDOT within
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PLEASE E-MAIL COMPLETED ECMD Use Ouly:
APPLICATION TO: E
RA-pdECMDSecurityvii pa.gov i

I Enteed Dave:

Version 1: October 31, 2011
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Single-User ePermitting ID (Express Login)

Express Login provides a fast way to create a new ePermitting user account. It is recommended for small
companies and individuals who do not work with Highway Occupancy Permits frequently. Express Login
creates a single-user account that enables you to apply for a permit online, review the application
status, and receive correspondence by email. NOTE: A billing account cannot be created for permit or
inspection fee invoicing with this type of login.

Existing business partners in the Engineering and Construction Management System (ECMS) should not
use Express Login. If your company is already an ECMS business partner, contact your Security
Administrator for a logon ID within your Business Partner account.

Creating a Single-User ePermitting Login ID

To create a new ePermitting Business Partner ID and password, simply complete the contact
information and create a Login ID and Password.

7. Click the link on the introduction page for Express Login. The Create New User Account screen
displays. You must complete the information fields marked with flags to create your account. Click
the fields or press Tab to enter the required information.

8. Enter the name of the business owner who is applying for a Business Partner ID. Do not enter the
name of another person.

9. AUser ID is a unique identifier that enables you to access ePermitting. Type a User ID with up to 15
letters or numerals. Do not use spaces or punctuation. If the User ID you enter already exists, you
will be prompted to create a different ID.

10. Type and retype your password in the fields. Passwords must contain at least one numeral and one
letter. They must be six characters long or more.

11. For your security, an encrypted string of letters and numerals is displayed to verify your entry. Type
the characters as they appear in the encryption window below the field. If the letters are too blurred
to recognize, click Reload Image to view a different set of letters.

12. After you have completed the required fields, click the “Create Account” button in the upper
toolbar. The system will prompt you if information is missing or the fields are entered incorrectly.

13. EPS confirms that you have created a new account successfully. Two emails are sent to the email
address you supplied. The first confirms your User ID. The second confirms your password. To begin
using ePermitting immediately, click the link. The Login screen displays.



Setting up an Administrator Account

After receiving an email with administrator information, the administrator must create an administrator
account for himself before setting up other users in the organization.

1. Click this link
http://www.dotdom2.state.pa.us/,

or copy it to a web browser to
access the ECMS Login page.

2. Enter your User ID and Password. i R R

iz 3 o g and Sty amagamant Sy Uae Liacs Page T s sioas 5.5 Inormion on PaerD0TY EELS 5ra 3 00 4
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3. Click GO. A popup displays
requesting that a Security Question R, v
and Answer be created. i

4. Enter a security question and f"“&_
answer. s

5. Click OK. A prompt for you to
change your Administration ID password displays.

Note: Passwords must be at least 6 characters and must contain at least one numeral. Passwords
are case sensitive.

6. Enter a new password and reenter it to confirm.
7. Click Submit. A message with an OK button displays.
8. Click the OK button to complete administration setup.

Note: In addition to the ADMIN ID, you will need to create a User ID for yourself. This can be done
without logging off of the system. Follow instructions for Creating a User ID and Password.

Creating a User ID and Password

The EPS Security Administrator can create User IDs for members of the organization who need access to
ePermitting. The Administrator should also create one for him or herself. The Security Administration ID
and Password should only be used to add and maintain organization users. For all other transactions, log
in with the normal User ID and Password. '

1. Click this link http://www.dotdom?2.state.pa.us/, or copy it to

a web browser to access the ECMS Login page.

- Jake

orikcer

2. Login using your Administrator User ID and Password. r,- Logout

1% . . ” r; PERNDOT Systems

3. Select the “Administration” menu button.

r_, Administration
Applkcation Secarky

S Funcsions
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4. Select “Application Security.” The ) C (v EERING & CONSTRUCTION
Application Security screen IE e Ll Ll el

* Jaokie Bricker

B Application Security
€)oo g

displays. [ ——
C Administration Please select a security function.
5. Select “Create User.” The * Useranenance * Croate User
* User Maintenance, By User ID
. * Security Group Maintenance * Create Security Group
PennDOT User Maintenance * Sustem pref Naienance * Create Systen Prefix
€ Business Partner
. * Grant Group Access
screen displays ) conms s
€ Contractor Servicos * Reset BP Administrator's Password * View Active WEB Sessions
v
C Project Mgrmt * User Activity Search * WEB Authentication Failure Log

6. Enter all required user

(‘ A * Change User Profile
€ Reterences

information.

View Usar Groups

Note: The user name needs to be

8 or more characters. You may use the same user name as your ADMIN ID without the dash in the
middle.

You may use the same password for your own User ID and your ADMIN ID.

The rules for the password are the same as when you created a new password for your ADMIN ID.

7. Under Security Groups, click the plus  [EEIEINAS
(+) sign before EPS Security Groups g s— — TR ST T T T
(ePermitting System Business I
Partner). The security group expands r-nm.uff'f;%"{:“z} : .
to show all user access options. i orbar i

i {6 mor pratons
< 5 sl it <
8. Check each role that the user should |~ o
have. %ﬂ

e Applicant role can %m
create, modify and = /
submit applications in VN W e O et ™
ePermitting.

e Read Only role can view applications in ePermitting.

e Security Administrator role can create users and PLCMSBP Security Groups: é

X L. w [PEOP Seouriny Groups

change passwords. (As a Security Administrator, select
both Applicant and Security Administrator roles) e Ff&:f:f

9. Click the Save & Exit button when finished. The user who was R AN S
setup will receive an email with their login information. <P TCEP Securily Groups:




Logging on as an ePermitting User for the First Time

Once your ePermitting User ID has been created, the first attempt to log in to EPS will result in a prompt
to change the assigned password. After this is accomplished, you will be able to log in to EPS.

1.

Open the ePermitting login

page. F’AMMMAJ&M

Login Id:
Password:

An ePermitting authorized user account is required for submitting Highway Occupancy Permits (HOF).
Flease click here if you do not have an ePermitting authorized user account.

Enter your User ID and
Password.

Your Password has been changed by an Administrator.
Please go to the ECMS site

Access ECMS to change your

Click Login. A prompt to change

your password displays.

Click the Access ECMS link. The
ECMS change Profile Information screen displays.

Enter your current password, then enter and verify a new password.

Note: Passwords must be at least 6 characters long and must contain at least one numeral.
Passwords are case sensitive.

Click the Submit button when finished. A prompt displays with verification that the change was
successful.

Click the PennDOT Systems button and select the EPS quick link to open the EPS login page.

Administration Maintenance

A Security Administrator can create, edit and delete the security settings for EPS users.

1.
2.

6.

Log in with the Security Administrator User ID and password.

Click the Administration link. Then click Application Security. The Application Security screen
displays.

Select the User Maintenance function. The Registered Users screen displays a list of users you
created.

Click the user name that requires a change. The Business Partner User Maintenance screen displays.
Click the button for the action that you require: Back, Edit, Change Password, or Delete.

e Back: Takes you back to the previous screen.

e Edit: Displays the information for the user you selected, in editable format.

e Change Password: Prompts you to enter and verify a new password and sends an email
notification to the appropriate user.

o Delete: Removes the user’s security rights and their name from ECMS.

Take the necessary action then click Save & Exit. The ECMS login screen displays.

10



