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Chapter 1: Introduction

1.1 Project Background

The Pennsylvania Department of Transportation (PennDOT) was awarded $8.4 million by the
U.S. Department of Transportation (USDOT) for the research and development of Automated
Driving Systems (ADS) in work zones. With the funding, PennDOT intends to research the
impact of leveraging three factors to improve the safe navigation of an ADS whenit entersa
designated work zone. These factors include the use of a high-definition (HD) map of a
construction area (i.e., work zone), an ADS ability to perceive new innovative coatings on work
zone objects, and various connectivity methods including C-V2X, 4G/5G, Wi-Fi, and DSRC.

To demonstrate the viability of the solutions being researched, the project will develop models
and conduct simulations with varying scale, complexity, and duration. The project’s
performance measures will drive the objectives for virtual testing. Upon establishing a set of
criteria and configurations during the simulation period, the project team will demonstrate
real-world performance by implementing the successfully simulated environment (criteria,
configurations) at the Penn State closed-track facility. Outcomes of close-track testing will be
used to inform changes and refine engineering configurations where necessary. Once the
refined system has been modeled, simulated, and successfully tested at the closed-track, those
operational design domain configurations will be integrated and demonstrated within a limited
and controlled open-road network.

1.2 Purpose and Scope

This System Requirements Document (SRD) is one artifact in a series of engineering document
deliverables in the planning phase of the ADS project (hereonreferredto as “the project”).
Requirements developed at this stage are high-level and generally focus on providing a
comprehensive context for research to be conducted to meet project objectives.

This document presents requirementsin six different categories:
e Generalrequirements forthe development of the project,
e Requirementsfortailoring the functions of existing systems,

e Requirementsforthe new data managementsystem (DMS) being developed for this
project,

e Requirementsforthe six use cases outlined in the concept of operations (ConOps),
e Requirementsforthe three test phases, and

¢ Preliminary requirements are presented for research activities.
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Chapter 1: Introduction

For existing systems, requirements focus on functional, non-functional, and constraints. For the
six use cases, however, requirements are expanded to include interface, data, security,
performance, and knowledge management. Requirementsfor the three test phases as well as
for the research activities center around maintaining the safety of the systemand preserving
(i.e., documenting) the knowledge gained through each phase of the project.

Figure 1 provides the meta model for the requirements contained within this SRD.

2 | SystemRequirements pennsylvania
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Chapter 1: Introduction

System Requirements Model
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Figure 1: ADS System Requirements Model

Source: Pennsylvania Department of Transportation
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Chapter 1: Introduction

1.3 Key Terms

Table 1 presents key terms usedin this SRD to provides a baseline definition for how these
terms are used for the project moving forward.

Table 1: Key Terms

Name Description

SnLIB Scenario Library

Representsthe array of unique permutations planned for simulation testingthat result from the
six use cases and the varianceswithinthe ODD, for each ADSfeature, whenits intended and
able to operate, with respect to roadway types, speed range, lighting conditions, weather
conditions, and other operational constraints.

oDD Operational DesignDomain

The conditionsin whichan ADSis designed to handle, including physical infrastructure,
operational constraints, objects, connectivity, environmental conditions, and zones.

DDT Dynamic Driving Task

The act of drivinga vehicle on a road, whichincludes twoimportant sub-tasks: vehicle
movement [consists of lateral (acceleration, braking) and longitudinal (steering)] and object and
event detection and response.

ADS Automated Driving System
A vehicle developedto perform the primaryfunctions of the dynamic driving task.

OEDR Objectand Event Detection and Response

Subtasks of the dynamic driving task thatinclude monitoring the driving environment
(detecting, recognizing, and classifying objects and events and preparingto respond as
needed) and executing an appropriate response to such objects and events (i.e., as needed
to complete the DDT and/or DDT fallback; (SAE International, 2016).

DSRC Dedicated Short Range Communications
C-V2X Cellular Vehicle to Everything Communications
fallback Fallback

Aresponseto operate the vehicle whensomething goes wrong, such as bringingitto an
MRC. By definition, Fallbackis outside the DDT.

MRC Minimal risk condition

A condition to which a useror an ADS may bring a vehicle after performingthe DDT
fallbackin ordertoreducethe riskof a crash whenagiven trip cannot or should not be
completed.

ES Fail-Safe

A fail mode behaviortechnique usedwhenan ADS cannot continue to function (e.g.,
transitioning control to the fallback-ready operator, moving out of a lane, stopping safely in
alane, etc.).

FO Fail-Operational

A fail mode behaviortechnique usedto allow an ADS to function ata reduced capacity,
potentially for a brief period of time or with reduced capabilities (e.g., degraded mode of
operation suchas reducedspeed, reduced maneuvers, reduced ODD, etc.)

Source: PennDOT
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Chapter 2: System Definition

2.1 System Context

The ADS project intends to measure the behavioral response of a highly automated driving
systemwhen it is provided with a HD map of a work zone having workers present, work trucks,
and construction safety devices (cones, barrels, etc.) with stripping and markings that have a
coating with a high light-reflectance value (LHR) property. The work zone environment will be
instrumented with 4G/5G, Wi-Fi, C-V2X, and DSRC communication capabilities for message and
data exchanges.

The system concept described in the project’s ConOps brings togetherfive (5) pre-existing
functional systems, enhanced and tailored by the project to meetresearch objectives. This
system of systems includes

e A systemthat maps the construction area,
e Aninstrumentedroadway network,
e An automated driving system capable of level4 automation,

e The back-office processing center(s) at PSU and CMU having modeling and simulation and
othersupporttools, and

e A cloud-based DMS.

Testing of these systems will be conducted by simulating the drive behavior of the vehicle in a
digital environmentat Penn State and CMU during the second year of the project. Testing will
then be conducted in a closed-track environmentat Penn State during year three. Finally, the
system developed will be demonstratedin a controlled, limited open-road environment the
fourth year. below provides a contextual representation of the ADS projectas outlined in the
ConOps.

pennsylvania ADS Demonstration | 5
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Figure 2: ADS Project, System of Systems Context Design

Source: Pennsylvania Department of Transportation
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To guide the vision presentedin Figure 2, the project will need to align industry practices and
standards for connected and automated vehicle communication, system configuration, data
transmissions, and regulatory requirements as outlined in the table below. In general, the
requirements herein are high-level to aid in meeting the project's performance objectivesand
include requirements for non-functional (NF), information management (IM), policy and
regulation (RG), and security (SR). Appendix C. Requirements Matrix provides additional
definitions for the requirementtypes included in this SRD.

Table 2: General Requirements for ADS Project & Research Activities

Requirement .
q Requirement
ID
GEN-IM-001 Frequent and detailed documentation during the project’s development process, particularly key

challenges, proposed methodsto address challenges, system design considerations, conceptsfor
experimentation, environment conditions and variables, analysisand tradeoffs, and all project
inputs and outputsrelevant to test outcomes is required and a top priority throughout the project.

As managers, engineers, and researchers identify, evaluate,and advance the conceptsand activities
in this program, capturing measurable and verifiable information will be important.

6 | SystemRequirements
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Chapter 2: System Definition

Requirement :
a D Requirement

GEN-NF-001 Ideal conditions may be exhibited during testing. However, the project shall demonstrate real-world
conditionsto the extent possible, including ADS behavior in traffic conditions simulated for a given
roadway network on- and off-peak hours.

GEN-RG-001 SAEJ3016_202104
Taxonomy and Definitions for Terms Related to On-Road Motor Vehicle Automated Driving Systems
shall be used.

GEN-RG-002 SAESS_V2X 001
Security Specification through the Systems Engineering Processfor SAE V2X Standards shallbe
considered.

GEN-RG-003 SAEJ3161C-V2X
Deployment Profiles V2X Communications Message Set Dictionary shallbe usedto assure
applicationsusingcellular communicationsare interoperable. Applications, including collision
avoidance, emergency vehicle warnings, and signage, require this standard to be effective. Provides
reference system architecture based on CV2X technology, using 3GPP Release 14 & Release 15 PC5.

GEN-RG-003.A | SAEJ3161/1
On-Board System Requirements for LTE V2X V2V Safety Communications shall be used.
NOTICE: Asof this SRD publication, the 90-dayIP Ballot forJ3161/1is in-process and scheduled to
end late February. The standard is anticipated to publishin March or April of 2022.

GEN-RG-003.B | SAEJ3161/1A
Vehicle-Level Validation Test Procedures for LTE-V2X V2V Safety Communications must be used to
verify OBU radio parameters conform to LTE-V2X vehicledevel requirements specified in SAE
13161/1 Standard WIP.

GEN-RG-004 SAEJ2735_201603
Dedicated Short Range Communications (DSRC) Message Set Dictionary shallbe usedto assure
applicationsusing DSRC are interoperable.

GEN-RG-005 SAEJ2945/1_202004
Onboard Minimum Performance Requirementsfor V2V Safety Communications shall be used for
minimum performance requirements andinterface standard features required to establish
interoperability between onboard unitsfor V2V safety systems.

GEN-RG-006 SAEJ2945/2_201810
DSRC Performance Requirements for V2V Safety Awareness shall be used to specifyinterface
requirements for V2V Safety applications.

GEN-RG-007 SAEJ2945/3_202003
Requirementsfor Road Weather Applications shall be used to specifyinterface requirements
betweenvehiclesandinfrastructure for any weather applicationsthe project may choose to
introduce as part ofthe ODD.

GEN-RG-008 IEEE 1609.2-2016
Standardfor Wireless Accessin Vehicular Environments (WAVE) Security Services for Applications
and Management Messages may be used to defines secure message formats and processing within
DSRC/WAVE.

GEN-RG-009 IEEE 1609.3-2016

Standardfor WAVE Networking Services standard may be used to define networkand transport
layer services, including addressing and routing, in support of secure WAVE data exchange. The
standardalso defines WAVE short messages, providing an efficient WAVE-specific alternative to

pennsylvania ADS Demonstration | 7
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Requll I;emen’t Requirement

InternetProtocol version 6 that can be directly supported by applications, and the Management
Information Base for the WAVE protocol stack.

GEN-RG-0100 | IEEE 1609.4-2016

Standardfor WAVE Multi-Channel Operations standard shallbe used to provide enhancements of
the IEEE 802.11 Media Access Controlto support WAVE operations and describes various standard
message formats for DSRCapplications.

GEN-RG-011 IEEE 1609.12-2016
Standardfor WAVE Identifier Allocationsstandard shall be used to specify allocations of WAVE
identifiers definedin the IEEE 1609TM series of standards.

GEN-RG-012 NMEA 0183v4.1

Shall be usedto combine standards associated with GNSS Data with those for GNSS serial interface.
The GNSS Data standards include upper-layer standards required to obtainlocation and time
information from a satellite-positioning-system-based geolocation receiver. The GNSSserial
interface standards include lower-ayer standardsthat supportcommunications between
connected ITS equipment and geolocation equipment such asa GPS receiver.

GEN-RG-013 NTCIP 1202v02, v03

Object Definitions for Actuated Signal Controllers (ASC) standard shall be supportedin order to
define how anobject allowsITS operatorsto monitor, configure,and control traffic signal
controllers.

GEN-RG-014 The ATC family of standards shall be supported:

e ATC5201ATCStandard

* ATC5401 Application ProgrammingInterface (API) Standard
* ATC5301ATCCabinet Standard

GEN-RG-015 A Notice of Testingapplication shall be submitted through the PennDOT website
www.penndot.gov/av? priorto testing.

GEN-RG-015.A | The Safety and Risk Mitigation Plan shall be submitted with Notice of Testing.

GEN-RG-015.B | Testing activities shall meet PennDOT's operational requirementsfor automated vehicle testingas
per the AUTOMATED VEHICLE TESTING GUIDANCE? (July 23,2018).

GEN-SR-001 Project assets (hardware, software, communication and data) must be protected fromintentional
or unintentionalaccess fromunauthorized personnel. Security measuressuch as keeping assetsina
locked space, requiringcredentialsto access digital systems, etc. are good practicesto ensure
projectintegrity. Security requirements specific to systems, processes, and data are detailed in their
respective section.

Source: PennDOT

1 www.penndot.gov/av

2 https://www.penndot.gov/ProjectAndPrograms/ResearchandTesting/Autonomous%20_Vehicles/Documents/PUB_950_9-

20.pdf
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Chapter 2: System Definition

2.3 Stakeholder Requirements

Table 3 describesthe requirements for the individual roles of the stakeholders participating in
testing and associated responsibility.

Table 3: ADS Stakeholder Requirements

User User Need Requirement
Safety Driver Operationof AVs Valid driver’s license
when human Enhanced AV operationstraining and experience
interventionis - . . . . -
required Ability tointervene in system interruption conditions
Ability to safely maneuver the vehicle under all systemmodes of
operation as definedin ConOpssection5.2
Safety Associate Backupsafety Enhancedtraining of AV operations
operator Knowledge of AV backend operations

Data Manager

Manage, operate and
maintain data

Data Management training and analysisof CAV data.
Possess knowledge of data collection, integrityand flow
Ability to monitor data and any malfunctions

Simulation Manage, operate, and | Conduct both AV and Traffic Simulation
Operator maintains simulation | pevelopand configure scenariosfortesting an AV using drive and
systems traffic simulation software

Data Use dataforresearch | DMS operation

User/Researcher Data interpretation and reporting

Mapping Operation of Mapping | Trained ontheinstallation, calibration, and/or operation ofthe

Equipment Van mapping equipment

Operator Enhanced Mapping Van operationstraining and experience
Communicate with mapping van driver for safe operations

MappingVan Operateanddrivethe | Valid driver’s license

Driver MappingVan Enhanced Mapping Van operationstraining and experience
Safe operatingvehicle conditions for data collection

Work Zone Operateanyactivities | Safe work zone conditions

Operator of the work zone Safety vest

Safety hardhatand boots

Safe environment for various work zone scenario testing with static
and dynamic workzone devices

Core Project Team

Maintain a safeand
workingenvironment

CMU must maintainthe automated vehicle in safe operable condition
Penn State must maintain the mappingvanin safe operable condition

PennDOT must maintainallfield devices and support systems in
operable condition

Source: PennDOT
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Chapter 3: High-Level System Requirements
(HLR)

This section presents high-level functional, non-functional, and constraint requirements for the
systems participating in the ADS project, including the AV, mapping van, simulation software,
the roadside environment, and DMS.

For each system presentedin this section, the ITS perspective is described, the project’s
implementation-specific description is provided, and any assumptions considered are made
known.

3.1 CMU'’s Automated Driving System (ADS)

3.1.1 ITSPERSPECTIVE

The ADS generically represents SAE level 3 and SAE level 4 highly automated driving system.
The vehicle is capable of driving autonomously and requires minimal operator interaction.

3.1.2 INDUSTRY PERSPECTIVE

SAE J3016 definesan ADS feature as “a driving automation system’s design-specific
functionality at a specific level of driving automation within a particular Operational Design
Domain.” Referring to this definition, each feature can be described in terms of the following.

3.1.3 PROJECTDETAIL

The CMU ADS is a level 4 automated vehicle capable of operating in a virtual world and limited
real-world environment. Givena HD map, the CMU ADS is expected to read the map correctly
and perform the dynamic driving task (DDT), using the CADRE stack to navigate a work zone
while following the rules of the road.

To accomplish its task, the vehicle is equipped with sensing, computing, communicating, and
actuating capabilities. The on-vehicle subsystems of the CMU ADS are:

e Sensors: LiDARs, radars, cameras, an inertial measurementunit (IMU), GPS pulse per
second (PPS) receivers.

e Compute:5embedded PCsanda dSpace microAutoBox Il (“box”). The box takes serves as
the interface betweenthe ADS software stack & the vehicle’s by-wire (actuation)

subsystem. Itis capable of receiving digital inputs to produce digital outputs as well as
accepting analog inputs to produce analog outputs.

e Communications: 100Mbps ethernet backbone, multiple CAN buses, DSRC & C-V2X
transceivers, and 4G/5G radio.

10 | SystemRequirements pennsylvania
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Chapter 3: High-Level System Requirements (HLR)

e Actuation: primary controls: steering, braking, throttling, and secondary controls: turn
signals, flashers, horns, etc.

o Additional off-vehicle subsystems reside at the CMU research management center RMC
and includes the following components:

» Code repository for the CADRE software stack, map databases and servers, cloud services.
The CMU ADS is equipped with, and operated by, the connected autonomous driving research

engineering (CADRE) software stack. Figure 3 provides an illustration of the modules that make
up CADRE.

> User Interface > Hea!th
Monitor

Communication Mission s
Interfaces Planning
_-

Behaviors

Perception

L. Short-Term Path
Planning

REFERENCE
ARCHITECTURE Y

— Data Logger
3

tor CMU-AV i
on-vehicle subsystems Embedded Computing Platform

Carnegie Mellon University | September 2021

Vehicle By-Wire Controls

Figure 3: CMU ADS CADRE Reference Architecture

Source: Carnegie Mellon University

The CADRE stack that runs the CMU ADS consists of the following software modules:

e Perception: This module receives sensory inputand inputs from the communications
module (i.e., SAE messages) and “perceives” objects, classifying where necessary. Outputs
from perception are used to create a relative road-world model of where the vehicle is at
any giventime and space.

¢ Road-world model (RWM): This module positions the vehicle in reference to aglobal
coordinate system. Itis how location will map to incoming HD maps. While perceptionis a
relative frame, the RMS is absolute to the global coordinate system. Giventhe RWM, the
CMU ADS knows when it’s approaching an intersection, stop sign, trafficlight, aboutto
merge, take an exit, etc. This is what the RWM contains, which is then fed into the
behaviors module.

pennsylvania
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e Behaviors: Will apply rules of the road based on the current operating context of the
vehicle. It decides whatto do (proceed, at what speed (roughly), come to stop, etc.).
Behavioral decisions at this layer issue commands to the short-term path plannerto go or
not.

e Short-term path planner (STPP): Based onthe vehicle’s speed, the STPP decides on the
upcoming 15-30m look-ahead how to navigate safely around obstacles and come to stop if
necessary. ltalso modulates speed around turns. Based on whatthe STPP decidesin terms

of orientation and speed of the vehicle, the STPP sends commands to the by-wire
(actuation) to steer, actuate, or brake, etc.

o Data logger: All subsystemsare logging eventand otherdata as necessary, but not ALL
datais logged during autonomous drive mode due to intense workload and data processing
that occurs while driving and the vehicle’s current on-board computing limitations.

e Missionplanner: Giventhe mapand where a userwants to go, the module plans the
vehicle route from source to destination. The behaviors module receives route information
and considers its position at a current pointin time and given data input from the RWM the
CMU ADS will know which direction (straight, right, left, etc.) it needs to proceed. This
informationis sentto the STPP for generating actuation commands, i.e., turnthe vehicle,
go straight, etc.

e Userinterface: Allowsin-vehicle usersto interact with the CADRE SW stack.

e Health monitor: Monitorsthe hardware and software subsystems forerrors, bugs, issues,
conflicts, etc., and generates different kinds of (video imagery and audible) alerts.

o Embedded computing platform runs all the tasks in the CADRE software stack.

3.1.4 ASSUMPTIONS

The CMU ADS is an existing system owned and operated by Carnegie Mellon University. It is
assumed on-vehicle sensors, computing hardware and storage, communication and actuation
equipment, as well as the CADRE system are fully operational and function as designed.

Table 4: HLR for CMU’s ADS System

Requll Ir)emen't Requirement

ADS-CN-001 The CMU ADS is an existing L4 automated vehicle. It is assumed the AV meets industry safety
standards (e.g., ISO 26262 functional safety standard for passenger vehicles).

ADS-CN-002 As an existing system, it is assumed fault analysisand verification hasbeen conducted to ensure the
CMU ADS is free fromhardware bugs, random hardware failures, systemic software failures, and
failuresintheinteraction between the vehicle hardware and software.

ADS-CN-003 Due to the highly complex computingload, the CMU ADS data logger capturesoperational data
only and doesnot record all streaming sensory data.

12 | SystemRequirements pennsylvania
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Chapter 3: High-Level System Requirements (HLR)

Requirement .
9 ID Requirement

ADS-SFTY-001 | The CMU ADS shallbe capable of independent object detection and collision avoidance.

ADS-SFTY-002 | The CMU ADS shallbe capable of mitigatingoperational failures usingstandard techniques for fail-
operational such as safe navigation out ofa travel lane, transitioning control backto the safety
driver,safely stoppinginalane, etc.

ADS-SFTY-003 | The CMU ADS shallbe capable of institutingfail-safe techniques to enable ADS function at reduced
capacity (e.g., if LiDARfails, weight of camera data increased sufficient to fail-operational).

ADS-SFTY-004 | The CMU ADS shallbe capable of mitigatingfailures when data affects safe driving withinits
operational design domain and minimal risk conditiontriggered.

ADS-FN-001 The CMU ADS must be capable of performing the entire DDT while navigating a work zone without
any driver supervision, as per SAE Level 4 ADS feature definition.

ADS-FN-002 The CMU ADS shallbe capable of transmitting and receiving SAE J2735-defined basic safety
message (BSM) over a DSRC and C-V2X wireless communicationslinkas defined in the Institute of
Electrical and Electronics Engineers (IEEE) 1609 suite and IEEE 802.11 standards [2] to [6].

ADS-FN-003 The CMU ADS shall provide a mechanism thatallows the safety driver to initiate and monitor the
automatic operation and control ofthe vehicle in motion.

ADS-FN-004 The CMU ADS shall provide a mechanism thatallows the safety driver to manage and terminate the
automatic control and operation of the vehicle.

ADS-FN-005 The CMU ADS shalldetect, analyze, classify, and monitor objects greater than {QxRxS}within
{sensor range} proximity tothe vehicle.

ADS-FN-006 The CMU ADS shall provide audible and visual (optionally haptic) warningsto the driver of potential
dangers based on analysis of sensor input during allmodes of operation.

ADS-FN-007 The CMU ADS shallmonitor its subsystems and inform the safety driver of errors, power or
communication failures with any of its subsystem elements.

ADS-FN-008 The CMU ADS shallnotrespond to incoming TCP-IP requests.

ADS-FN-009 The CMU ADS may be capable of receiving RTK correctional signals using PennDOT CORS base
station.

ADS-FN-010 Transmittingover DSRC, the CMU ADS must be capable of receiving a high-definition map file from
the roadway environment in {SAE encoded }format.

ADS-FN-011 Transmittingover C-V2X,the CMUADS must be capable of receiving a high-definition map file from
the roadway environment in {SAE encoded }format.

ADS-FN-012 Transmittingover a private 4G or5G roadside network, the CMU ADS must be capable ofreceivinga
high-definition map file from {roadside equipment}in {XML, JSON, GEOJSON, GML, KML, KMZ,SHP,
SHX, DBF, GPX, etc.} format.

ADS-FN-013 The CMU-RMS must document the method for the CMU ADSto ingest, process, read, and use HD
map file(s).

ADS-FN-014 The CMU-RMSshall document the processing steps required for the CMUADS to use the HD mapit

receives. Processing is expected to include:

¢ Verify the sender

¢ Verify the message or file received (e.g., checksum, codesign, etc.)
* Validate CADRE stack can successfully read the HD map

ennsylvania .
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Requirement
equll I;em Requirement

¢ Fuse/linkHD map {with/to}internal GPS/PPS
* Positionthe vehicle in reference to the HD map (RWM:absolute, perception:relative?)
¢ Verify the CMU ADScan use the mapto navigate alongpath

¢ Validate the CMU ADSknowswhenit is approaching(a) geofenced workzone, (b) workzone
objects

ADS-FN-015 CMU ADS must receive notificationit is approaching a work zone with sufficient time to perform
drive maneuvers. For instance, there is a lane closure at peak hours, the CMU ADS must have
sufficient time to engage the blinker, brake, and merge into the next lane safelyamongother
drivers. Specific scenarios willbe documented and measured by the project.

Source: PennDOT

3.2 PSU Mapping Van (MAPVAN)

3.2.1 ITSPERSPECTIVE

The MAPVAN represents an infrastructure owned and operated maintenance and construction
vehicle managed by traffic operations and/or maintenance and construction center(s). The
vehicle drives around a designated construction area multiple times to generate a high-
definition map usedto geofence a work zone and identify regulatory safety objects (e.g., cone,
barrel, channelizer, sign, signal, etc.) and construction workers.

3.2.2 PROJECTDETAIL

The PSU MAPVAN is instrumented with sensors (LiDAR, radar, camera, encoders, GPS, INS,
steering ASD), an onboard unit, one computational system, two hard disk drives, supported by
back-office processing computers at PSU. Onboard sensors are managed by the vehicle’s robot
operating system (ROS) and are triggered via embedded trigger processes which use GPS/PPS
for synchronization. Data is first offloaded to a hard disk drive (HDD) for processing, another
HDD for backup, then sent to PSU’s back-office computer for further processing.

The primary function of the MAPVAN is mapping data acquisition to create a digital
representation of the construction zone in a high-definition map.

e MAPVAN data collection: The onboard computer collects data (LiDAR, radar, camera,
encoders, GPS, INS data) and records that data. Generally, one hour of data collection
translatesinto one hour of data transfer, and roughly 10 hours of data processing per hour
of data collection. Although the MAPVAN has double alternator capability, it is not
equipped with sufficient powerto sustain the 10-hour data processing workload and,
therefore, only the data collection stepis performed onboard the MAPVAN. The data
processing stepis offloaded and later run fromthe Penn State project research laboratory.

14 | SystemRequirements pennsylvania
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o Data processing for HD map creation: A substantialburdenfor on-vehicle data collection is
processing camera data, which makes up 98% of the data volume. To circumvent this issue,
the MAPVAN pushes cameradatainto a separate repository and uses a hash table to
associate the images to preventthe primary database from becoming overly bloated with
camera data. The splitting-out of time-synchronized camera datafromall other data

requires another careful processing step that will add overhead to the processingtime,
which should be considered.

MAPVAN camera data does not needto be placed in the CMU ADS pipeline. However, it is
useful for redundancy checks. Clean data can catch glitches—particularly whenthere are GPS
dropouts. Therefore, to develop ground truth calibration of relative position to obstacles, the
cleaning process includes Bayesian data fusion with the RMS system as well as collocation of
obstacles—not just position as located by the DGPS system. There are steps baked-into the
MAPVAN processing as truth checks over the data flow, which may take longer but if skipped
could introduce positional inaccuracies of detected objects. This is something the project must
consider as it tries to find opportunities to reduce the amount of time it takes to generate a HD
map from raw data input to a consumable, formatted output.

To make map data usefulfor the CMU ADS, the system will needto focus on centerline data
and obstacle definitions. Currently, PSU is exploring concepts for processing these metrics as
the data flows-in directly.

Year-one efforts for map generation focus on coordinating data definitions between systems.

Table 5: HLR for PSU’s MAPVAN System

Requirement ID Requirement

MAPVAN-FN-001 A baseline HD map will needto be established for the project and definedin terms ofscale,
data accuracy, resolution, and density.

MAPVAN-FN-002 A baseline HD map shallbe used for the closed-track roadway network.

MAPVAN-FN-003 A baseline HD map shallbe used for the open-road roadway network.

MAPVAN-FN-004 The PSU mappingvanshall collect and store LiDAR scan data, high-precision GPSdata,
readingsfromitsinertial navigation system, RGB camera datafrom a workzone mappingtask.

MAPVAN-FN-005 The mappingfunction shall preserve time synchronization between all data collected during a
mapping task while splitting and fusing separated camera data and the hash records linked to
images collected during the map task.

MAPVAN-FN-006 MAPVAN data and encoded data resultingfrom the mapping task shall be offloaded onto disk
and physically transmitted to the PSU research management center (i.e., a designated,
authorized laboratory for conducting project testing) for creatinga digital representation of
the construction zoneina HD map.

MAPVAN-FN-007 MAPVAN camera datamay be used for redundancy verification of datacollected by the ego
vehicle.
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Requirement ID Requirement

MAPVAN-FN-008 The mappingtask may explore methods for identifying, processing,and definingobstaclesand
centerline data during datacapture.

Source: PennDOT

3.3 Modeling & Simulation Support Systems
3.3.1 VehicleSimulators (CARLA& CADRE)

3.3.11 ITS PERSPECTIVE

The vehicle simulation tools represent open-source or third-party software that supports
development, training, and validation of ADS and AV research. In addition to open-source code
and protocols, modeling and simulation tools can digitalize real-world assets (urban layouts,
buildings, vehicles) that can be used freely and supports flexible specification of sensor suites
and environmental conditions.

3.3.1.2 PROJECTDETAIL

Modeling and simulation tasks will be carried out by both the CMU and PSU. The CMU-RMC will
be conducting microsimulations while the PSU-RMC conducts macrosimulation. Macroscopic
simulations are describedin more detail in the next section.

As illustrated in Figure 3, the micro simulator tool for the connected and autonomousdriving
research and engineering (CADRE) stack is responsible for operating the CMU ADS in a limited
virtual world. Given a map, the simulated CMU ADS (i.e., the ego vehicle) drives along those
roads along a given path, with a limited number of objects able to be injected into the simulator
for testing. The CADRE simulator is connected to the CARLA simulator, which is responsible for
issuing driving commands for the ego vehicle and returns (i.e., outputs) simulated sensor
readings which is fedinto the CADRE simulator, engaging and invoking the subsystems within
CADRE to operate the vehicle in the virtual world. This synchronous co-simulation process
happensin real-time.

Table 6: HLR for Drive SimulationSystem

Requirement ID Requirement

SIMDRIVE-CN-001 CMU and PSU shalluse the CARLA Simulator software, which requires many kinds of
software andbinaries integrations torun. As an existing system, it is assumed the system
has already beenintegrated and fully functional prior to the start of this project.

SIMDRIVE-CN-002 The CADRE software shall be used by CMU for analysis and measuring performance of AV
simulations. Itis assumed this system isexisting, integrated, and fully functional prior to
the start of this project.

16 | SystemRequirements pennsylvania
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Requirement ID Requirement
SIMDRIVE-CN-003 Simulation requiresreal-time data and shall receive HD map files from the DMS, whichis
not a real-time data system.
SIMDRIVE-FN-001 A basic configuration for the CADRE stack shallbe established using the generated HD map
provided by the DMS.

SIMDRIVE-FN-001.A The system shall verifythe HD map can be loaded correctly.

SIMDRIVE-FN-001.B The system shall verify the ego vehicle can read the map correctly.

SIMDRIVE-FN-001.C The system shall verify the ego vehicle can followthe rulesof the road (i.e., stopat stop
lights, react to traffic, etc.).

SIMDRIVE-FN-002 The system shall verify the ego vehicle can drive along the given path navigating {X m/ft.}
from the mapped construction zone boundary.

Source: PennDOT

3.3.2 TrafficSimulation(SUMO& CARLA)

3.3.21 ITS PERSPECTIVE

The traffic simulation tool provides a realistic view of the real word, traffic flow, impacts and
maps the network in detail, modeling different geometries.

3.3.22 PROJECTDETAIL

For the project, SUMO will be used to generate a simplified representation of the AV behavior
as simulated by the CARLA tool, testing how it interacts with traffic via simulation.

The purpose of simulating traffic is to understand how the construction zone and the CMU ADS
navigating that work zone would affect traffic flow, both before and after. The challenge with
before-after comparisons with closed-track and open-road testing is that there will either be no
traffic present, or the traffic permitted will not be fully representative of all scenarios
simulated. To mitigate this challenge, the projectcan initialize simulation at the exact same
conditions to get repeatable outputs, and thereby do comparisons of behavior using this
alternate approach—which integrates the traffic simulator with a drive simulator (i.e., CARLA)
for processing high-resolution, high-accuracy, low vehicle density test runs.

Table 7: HLR for Traffic Simulation System

Requirement ID Requirement

SIMTRAFFIC-CN-001 PSU is currently undergoing a separate effort to evaluate andimplement the SUMO traffic
simulation software. It may be advantageous to leverage this tool for the projectin order
to integrate with CARLA and simulate traffic flows.

pennsylvania
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Requirement ID Requirement

SIMTRAFFIC-FN-001 PSU shall conduct traffic simulation to understand how a construction zone andthe CMU
ADS navigatingthat work zone would affect traffic flow, both before and after.

SIMTRAFFIC-NF-001 The closed-track connection of roadsin the virtual environment that make up the closed-
track roadway network shall include {highway, arterial, etc.} at a {radial distance} from
closed-track test site.

SIMTRAFFIC-NF-002 The open-road connection of roads inthe virtual environment thatmake up the closed-
track roadway network shall include {highway, arterial, etc.} at a {radial distance} from
closed-track test site.

SIMTRAFFIC-NF-003 Source destination densitiesshall be calibrated such that the simulator is able to match
real-world traffic flows at particular measurement locations, which should include
intersectionswith traffic light timing calibrationsto the realworld as well.

Source: PennDOT

3.3.3 PSU and CMU Research ManagementCenters(PSU-RMC, CMU-RMC)

3.3.31 ITSPERSPECTIVE

The research management centers representthe ITS back-office support system(s) that
remotely monitor and manage ITS capabilities in work zones—gathering, storing, and
disseminating work zone information to other systems. It manages traffic in the vicinity of the
work zone and advises drivers of work zone status. This management could happen as part of
the ITS-CV traffic management center, construction and maintenance managementcenter, or a
third-party, cloud-hosted management center.

3.3.32 PROJECTDETAIL

For this project, both PSU and CMU have a dedicated workbenchin a laboratory environment.
The PSU-RMCis responsible for processing the data collected during mapping of the work zone
and conducting traffic simulation. The CMU-RMC is responsible for conducting vehicle
simulation and other activities carried out for the project.

Table 8: HLR for Research Centers

Requ:rDement Requirement

PSURMC-SR-001 | The PSU-RMCshall establisha secure tunnel viavirtual private network to send data to the DMS.

CMURMC-SR-001 | The CMU-RMCshall establish a secure tunnelviavirtual private network to send data to the
DMS.

Source: PennDOT
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3.4 Roadway Environment (RWE)

The RWE representsa smart, connected roadside infrastructure which includes the
instrumentation used to communicate and exchange information with vehicles, pedestrians,
and other connected devices, as well as the roadway and its general characteristics. For this
project, the RWE consists of roadside units, edge hardware to support high performance
computing, work zone safety devices, and digital worker vests.

3.4.1 Roadside Units (RSU)

3411 ITSPERSPECTIVE

The RSU representsthe ITS equipment distributed on and along the roadway which monitors
and controls traffic and monitors and manages the roadway used in combination with other
field equipment. Detectors, environmental sensors, traffic signals, highway advisory radios,
dynamic message signs, CCTV cameras with video image processing systems, and warning
systems are all represented as equipmenton the roadways. Lane management systems and
barrier systems that control access to transportation infrastructure such as roadways, bridges,
and tunnels are also included.

3412 PROJECTDETAILS

Tor this project, the RSU is serving as DSRC and C-V2X communication radios. The aggregation,
processing, and responding to data received from the roadside will be offloadedto a connected
high-performance computing system.

Table 9: HLR for Roadside Units

Requirement

ID Requirement

RSU-DR-001 An RSU shallreceive basic safety messages (BSM) broadcast fromvehiclesin its vicinity.

RSU-DR-002 An RSU shallbroadcast SAE J2735 compliant MAP messages.

RSU-FN-001 An RSU shallbe capable of providing channel assignments and operatinginstructions to OBUs in its
communications zone.

RSU-FN-002 An RSU shallbroadcast SAE J2735 compliant messages using DSRC and C-V2X communication
standards.

RSU-FN-003 The RSU shall off load messages received to the HPC for transmissionto the DMS.

RSU-FN-004 The RSU shall be capable of transmitting messages over DSRCto the CMU ADS within the roadway
environment in SAEencoded format.

RSU-FN-005 The RSU shall be capable of transmitting messages over C-V2X to the CMUADS withinthe roadway
environment in SAEencoded format.

RSU-FN-006 The RSU may be capable of transmitting messagesover a private 4G or 5Groadside networkto the
CMU ADS and capable of receiving a high-definition map file from the HPC in the format

pennsylvania
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Requirement
equll I;em Requirement

determined from the experimentation phase in buildinga baseline HD map. Formats mayinclude
XML, JSON, GEQJSON, GML, KML, KMZ,SHP, SHX, DBF, GPX, etc.

Source: PennDOT

3.4.2 HighPerformance Computer(HPC)

34.21 ITSPERSPECTIVE

The HPC represents the roadside hardware used for processing, aggregating, and logging data
broadcasting among connected devices along the roadway network (e.g., vehicles, RSU, PID,
VRUs, microtransit, etc.). The HPC is an edge device ofteninstalled in an ITS cabinet and serves
many purposes—such as data broker, a hub for V2X applications, work zone surveillance, traffic
control, driver warning, work crew safety systems, etc.

34.22 PROJECTDETAIL

For this project, the edge HPC is responsible for two primary functions. First, it shall serve as a
central connectivity hub. Using wired and wireless network interfaces, the HPC will enable
transmissions to and from sources (RSE, MS Azure Cloud, Penn State, PennDOTTMC network)
having different communication profiles, including LTE C-V2X, DSRC, GPS, 4/5G cellular, Zigbee,
Wi-Fi, and Ethernet. Second, it shall serve as a data broker—collecting, aggregating, logging,
and sending data to and from configured network interfaces. The broker is responsible for
facilitating information exchanges betweenthe four types of (architectural) elementsin this
research project—CMU-ADS vehicle, RSE field devices, DMS support systemin Azure cloud, and
the processing Centers (PSU, CMU, PennDOT).

At the time of this writing, the project is evaluating BSM, TIM, and SPaT/MAP applications in
support of data transmits for meeting use case objectives. If these (or other) CV apps are
deemed necessary during research and testing, the HPC shall be capable of deploying off-the-
shelf CV applications that read, write, create, and transmit the necessary SAE formatted data
messages that enable the desired functionality. Additional information on connected vehicle
applications can be found on the USDOT ITS Joint Program Office for connected vehicle
deploymentsat https://www.its.dot.gov/pilots/cv pilot apps.htm.

Table 10: HLR for Edge HPC

Requirement

ID Requirement

HPC-DR-002 The HPC shallbe capable of transmitting HD maps files from the DMS to the CMU-ADS OBU.
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Requirement .

9 ID Requirement

HPC-NF-001 The HPC shallfunctionas a central connectivity hub and shall enable transmissions to and from
varioussources (RSE, MSAzure Cloud, Penn State, PennDOT TMC network) having multiple
communication profiles, including LTEC-V2X, DSRC, GPS, 4/5G cellular, Zigbee, Wi-Fi, and Ethernet.
Interface requirements HPC-IF-001.A through HPC-IF-001.G providesthe requirement definition for
enabling this connectivity.

HPC-IF-001.A | The HPCshallbe equipped witha dedicated wired network interface (Ethernet or Fiber Optics)
joinedto internaldomain managingthe RSE and capable of transmittingdata to and froma
configurable Center source over the PennDOT fiber network.

HPC-IF-001.B | The HPC should be equipped with a dedicated wireless networkinterface capable of facilitating data
exchanges to and from a configurable source, over PennDOT'’s internal Wi-Fi networkandthe guest
Wi-Fi network asappropriate for testing an array of communication scenarios.

HPC-IF-001.C | The HPCshouldbe capable of facilitating data exchangesto and froma configurable 4Gor 5G, over-
the-air network device tofacilitate data exchangesto and from the cloud-based, DMS system using
cellular.

HPC-IF-001.D | The HPCshallbe capable of facilitating dataexchanges to and from an LTE C-V2X configured RSU.

HPC-IF-001.E | The HPCshallbe capable of facilitating data exchanges to and from a DSRC configured RSU.

HPC-IF-001.F | The HPCshouldbe capable of facilitating data exchangesto and froma configurable GPS device.

HPC-IF-001.G | The HPCshould be capable of facilitating data exchangesto and froma configurable Zigbee mesh
network.

HPC-FN-002 The HPC shallcollect, aggregate, store and send SAEformatted messages, as defined inthe SAE V2X
Communication Message Set Dictionary?, from the RSU to the DIVS.

HPC-DR-003 The HPC shallaggregate precise location and time information fromGPS e quipped V2 X work zone
objects and transmit securely {SSL, TLS,IPSec} to the DMS for archival.

HPC-SR-001 All communications toand from the edge HPC must be authorized, authenticated, and the payload
secured.

HPC-FN-001 The HPC shall provide administrative access to authenticated users from the local networkand

remotelythrough a virtual private networkinterface.

Source: PennDOT

3.4.3 V2X WorkZone Objects (mounted GPS) Cones, Barrels, DMS

3.4.31

ITS PERSPECTIVE

Represents deployed field devices used for work zone surveillance, traffic control, providing
driver warnings, and safety warnings to work crews.

3 https://www.sae.org/standards/content/j2735set_202007/
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34.32 PROJECTDETAIL

For this project, V2X work zone objects include cones and barrels instrumented with GPS radios
for establishing a connected environment. The objects serve as beacons to provide precise
position and time data. If the devices procured support position correction, the GPSreceiver

may use PennDOT’s reference stations to receive position correction data to improve its
accuracy.

Table 11: HLRfor V2X Work Zone Objects

Requll Ir)emen't Requirement

WZO-FN-001 | V2X workzone objects shallbeinstrumented with global positioning system (GPS) communication
devices.

WZO-FN-002 | V2Xworkzone objects shallbe capable of securely transmitting data over the air via 4G, 5G, or Wi-
Firadio.

WZO-FN-003 | V2X workzone objects should be capable of being configured as end devices (no routing) within
PennDQOT'’s ZigBee mesh network.

WZO-FN-004 | V2X workzone objects mayuse PennDOT's reference station to receive position correction.

WZ0-DR-001 | V2X workzone objects shall provide precise position and time information from its GPS device.

Source: PennDOT

3.4.4 Digital Worker Vests(mounted GPS)

34.41 ITSPERSPECTIVE

The digital vestrepresentsthe personnelat the work zone that perform maintenance and
construction field activities including vehicle operators, field supervisory personnel, field crews,
and work zone safety personnel. The digital worker vests will monitor personnelwithin the
work zone to enhance work zone safety.

3442 PROJECTDETAIL

Information flowing from the digital worker vests will broadcast precise position and time
information usedto form a digital representation of the dynamic movement of Maintenance
and Construction Field Personnel. The CMU-AV will be responsible for worker detection
through its on-board sensoryinputs for line-of-sight positions, while the roadside environment
will be responsible broadcasting work zone safety warnings.
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Table 12: HLR for Digital Worker Vests

Requll Ir)\ement Requirement

DWV-FN-001 | Digital worker vests shallbe instrumented with global positioning system (GPS) communication
devices.

DWV-FN-002 | Digital worker vests shallbe capable of securely transmitting data over the air via 4G, 5G, or Wi-Fi
radio

DWV-FN-003 | Digital worker vests should be capable of beingconfigured as end devices (no routing) within
PennDOT's ZigBee mesh network.

DWV-FN-004 | Digital worker vests mayuse PennDOT’sreference station to receive position correction.

DWV-DR-001 | Digital worker vests shall provide precise positionand time information fromits GPSdevice.

Source: PennDOT

3.5 Data Management System (DMS)

3.5.11 ITS PERSPECTIVE

The role of the DMS for this project performs as an archive data center. From the
transportation perspective, the ITS archive data system serves to collect, archive, manage, and
distribute data generated from ITS sources for administration purposes, for policy evaluation,
safety, planning, performance monitoring, program assessment, operations, and supports
research applications. The data received is formatted and tagged with attributes that define the
data source, conditions under which it was collected, data transformations, and other
information (i.e., meta data) necessary to interpret and understand the data in context. The
archive preparesdata (as an asset) to serve as inputs to other federal, state, and local data
reporting systems. Alternatively, the archive system may operate as a distinct centerthat
collects data from multiple agencies, sources and provides a general data warehouse service.

3.5.1.2 PROJECT DETAIL

The DMS shall be developed as a cloud-based system for the ADS project and will be
responsible for data archiving, data versioning, managing application programming interfaces
(API), and securing data exchangesto, from, and at rest within storage container(s).

The DMS is built upon Microsoft Azure, protected by an Azure Firewall and provides a secure
mechanism (VPN, SSL, etc.) for sources to connect and exchange data securely. An Azure Virtual
Network (VNet) will be used to secure the Azure resources, which contain the data within the
ADS project. The Azure VNetis essential for a private network in Azure. The VNetenables many
types of Azure resources to securely communicate with each other, the internet, and on-
premises networks. Other additional benefits of the Azure VNet include filtering network traffic,
routing network traffic, and integration with Azure services. To filter network traffic to and
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from Azure resourcesin a VNet, Azure Network Security Groups (NSGs) will be implemented.
An NSG contains security rules that allow or deny inbound network traffic to, or outbound
network traffic from, Azure resources. For each rule, the source and destination, port, and
protocol must be specified. Additional security services that will be implementedinclude TLS
1.2 encryption during data-in-transit, which aims to secure data actively being transferred from
one location to another, as well as 256-bit AES encryption for data-at-rest, which aims to secure
inactive data stored within the DMS.

The DMS will leverage Azure Active Directory (Azure AD) for access management. Azure AD is
Microsoft’s cloud-based identity and access managementservice. Azure role-based access
control (RBAC) will be used as the authorization mechanism, which determines what data each
stakeholder group will have access. Using Azure RBAC, each stakeholder group will be granted
their respective access (e.g., read, read/write). Azure Key Vault, Microsoft’s cloud service for
securely storing and accessing secrets, will be used to control access to any passwords,
certificates or API key that will be used within the DMS.

A graphical user interface (GUI) will be provided for project members to view, query, and pull
data from the DMS. An APl will be supplied to enable USDOT and other researchers to connect
and extract data for analysis and research purposes. The API will also be used to push data to a
separate repository for sharing with the general public via a publicly accessible WebApp. The
APIsin use will be properly documented with sample code and information to make the API
interaction seamless. The various APIs enable specific components of the ADS environmentto
interact with various types of data correlated to matching parameters based on requests and

returns a list of all data activities matching filter designations from the requests made to the
DMS.

Data will be uploaded by the project team—namely, PSU and CMU—using Azure Storage
Explorer. This is a free GUI tool from Microsoft made available on Windows, Mac, and Linux.
With this tool, the team can access and manage Azure Blob Storage as well as move data to and
from Azure Data Lake Storage. An alternative option to uploading data can be achieved using
AzCopy, a command-line utility for automation purposes. AzCopyis Microsoft Azure’s
command-line utility for copying data to or from Azure Blob Storage using simple commands
that are designed for optimal performance, which will also be made available to the project
team. Figure 4 provides a diagram of the system architecture for the project’s data
management system built within the Azure cloud platform.
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Table 13 below provides the high-levelrequirements for the DMS.

Table 13: HLR for Data Management System

Requirement .

a D Requirement

DMS-FN-001 Datareceived bythe DMS must be formatted and tagged with attributes that define the data
source, conditions under whichit was collected, what data transformations were applied (if any),
and appropriate metadata (i.e., timestamp, etc.) necessary tointerpret and understand the datain
context.

DMS-FN-002 For the Project Team,the DMSshall provide a web-based graphical user interface to access, view,
and interact with alldata storedin the DMS (interact meaning, query, export, compute and visualize
data for analysis)for the full duration of the project, including the five (5) year period beyond
projectcompletion; per USDOT contractual requirements for the ADS project.

DMS-FN-003 For the Project Team,the DMSshall provision a secure mechanism for large data files to be
transferred securelyintothe DMS using Azure Storage Explorer and AZcopy.

DMS-FN-004 For the USDQT, the DMS shall provide a secure API for accessing and exporting project dataand
computeddata.

DMS-FN-005 For anonymous researchers and the general public, the DMS shall provide a WebApp to accessdata
thatis predefined and flagged as publicly accessible.

DMS-SR-001 A membership-based accesscontrol list (ACL) willbe maintained by the DMSusing Azure AD to
allow the project team, USDOT, and authorized project researchers to accessdata.

DMS-SR-002 Azure cloud environment shallimplement and configure a firewall protective measure to ensure the
DMS systemis secured.

DMS-NF-001 | Accessviolationsshall be investigated and reported to the project withinone (1) day ofdiscovery.

DMS-NF-002 | The DMS shall minimize the cost of ownership where possible. For instance, researchersmay
extract data and conduct analysison the client-side.

DMS-FN-006 | The DMS shall maintain separate containers for each system (CMU ADS, MAPVAN, HPC) to store
data.

DMS-FN-007 | The DMS shall optimize storage for fast access for data that is accessed frequently.

DMS-FN-008 | The DMS shall optimize archive storage access for rawsensor data.

DMS-SR-009 The DMS shall optimize archive storage costsfor data sets that have not been accessed within 180
days or more.

Source: PennDOT
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This section presentsthe six use cases for the project. Requirements from the previous section
are expandedto include use case specific functional, non-functional, and constraints as well as
interface, data, knowledge management, security, and performance requirements, specific to
that use case.

For each subsequentsection, a description of the use case is given, which identifies all systems
participating and provides details about the characteristics unique to that case.

4.1 Use Case 01: Work Zone Mapping

DESCRIPTION: Generates a high-definition map of a work zone and sends the map file to the
DMS.

ACTIVE SYSTEMS: MAPVAN, PSU-RMC, DMS

o
Internal database ( > External cloud
‘\B server ME database server

Iy
H: lld\mlcl ayer v I -
%
A
— (6 —@)
Sensors Computer on vehicle Hard Disk Drive Data processing computer Data delivery computer ~ Autonomous vehicle

Figure 5: UC01:Work Zone Mapping Work Flow

Source: Penn State University, 2021

4.1.1 Map Generation

The PSU mapping van uses data from onboard sensors to create a digital representation of a
real-world map. Activated sensorsrecord data onto the primary data hard disk along with an
archive disk. The primary data disk is offloaded to a PC on a workbench at Penn State
laboratory environment for fusion, transformation, and eventual output into consumable
format(s) for the DMS, CARLA, and SUMO subsystems.

Limitations: fusing, transforming, and outputting map sensor data into ingestible formats s a
lengthy, compute intensive, algorithmic process. Although the demonstration vehicle has
double alternator capability compared to a typical OEM vehicle, its poweris still insufficient for
onboard map generation. To mitigate, data is written to a disk drive, then transferred to the
PSU-LABfor processing.
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Table 14: UCO01: Map Generationinterfaces

Source Destination Data Notes
MappingVan | Workbench Raw sensor data (camera, LIDAR, radar, other) Manual datatransfer from HDD
(MAPVAN) | (PSU-RMOC) Static data (e.g.,vehicle type) to data processing computer

via device port.
Workbench | MappingVan | Configurationfiles This data could be handwritten
(PSU-RMC) | (MAPVAN) Work zone information instructions.

Source: PennDOT

Table 15: UC01: Map Generation Requirements

Requirement .

q D Requirement

UC01-CN-001 | Processingandtransforming sensor data into exportable formats currently takesapproximately 10
hours per hour of data collection.As a result, the HD map will be made available to consuming
systems (i.e, the DMSand CMU ADS drive simulator) the day after the mapping took place.

UC01-CN-002 | Due to highenergyneeds and power limitationsin an automobile, the function of generating maps
must be offloaded as a back-office taskat the PSU-RMC.

UC01-CN-003 | The MAPVAN uses a combination of global navigation satellite system (GNSS) and inertial navigation
system (INS)to compliment GNSSin heavily dense areas to enhance accuracy of an autonomous
driving when GNSS is unreliable. Satellite bias, atmospheric effects, and clock desynchronization and
other factors can produce errors. The PennDOT continuous operating reference station (CORS)
offersposition correctionand may also be used. Map generation will need to establish a base map
which will require experimentation.

UC01-PF-001 | Throughexperimentation,the project may consider identifyingareaswhere processes can be
revised and/orimproved to reduce the time it takes to generate a HD map.

UC01-FN-001 | A geofence work zone shall be established from a base set of criteria, which must be documented.

UC01-FN-002 | Geofencedzone boundariesshall use edge objects/artifactswith a configurable buffer cushion from
detectedobjects.

UCO1-FN-003 | The zone mapped must be accurateto5 (cm), accountingforinaccuracies, standard and anomalous
deviations in processing (time, space).

UCO1-FN-004 | The processed HD map file must be generated and made available in the format(s) determined
duringexperimentation (see section6.1).

UCO1-PF-002 | HD map file(s) must be sent to the DMS over an established virtual private network within 24 hours

of the work zone beingmapped.

Source: PennDOT

4.1.2 HDMap Storage

The raw sensordata collected during the mapping process along with the HD map files
generated at the Penn State laboratory workbench will be transmitted to the DMS. The PSU-
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RMC (i.e., the computer at PSU that generates maps) establishes a connection to the DMS over
a virtual private network to exchange data.

Table 16: UC01: Map Storage Interfaces

Source Destination Data Notes
Workbench | DMS Raw sensor data (camera, LIDAR, radar, other) VPN tunnel overan ISP
(PSU-RMC) Processed sensordata (i.e., work zone map, connection.

baseline map)

Source: PennDOT

Table 17: UC01: Map Storage Requirements

Requirement
ID

UC01-CN-004 | Processing andtransforming sensor data into exportable formatsshould be completed withina 24-
hour turnaround period. Generally, for every hour of MAPVAN datacollection, it takes an
approximate hour of datatransferand 10 hoursof processing by the PSU-RMC.

Requirement

UC01-CN-005 | Due to power limitations, the function of generatingmaps mustbe offloaded as a back-office task
to the PSU-RMC. However, the project is exploring potential ways to improve the approach to map
generation.

UC01-NF-001 | One rawdataset must be made available inthe DMS for USDOT.Raw datafrom all other map runs
must be retained and made available upon request.

UC01-FN-005 | The DMS shall maintaina copy of allrawdata as ingested.

Source: PennDOT

4.2 Use Case 02: Simulation

DESCRIPTION: Using the HD-MAP generated from UC01, conduct simulations of the predefined
scenarios as outlined in the scenario library. To accomplish this, the HD map produced by UC01
will need to be linked to the road network. The traffic simulator will inject vehicle densities,
conduct drive simulations, and measure the drive performance. This process flow will be
conducted by PSU. In parallel with the traffic simulator, CMU will retrieve the HD-MAP data
stored in the DMS from UC01 and set up a digital map. The simulation operator configures a
digital twin of the work zone in the simulator and conducts drive simulation, integrating CADRE
sensor readings and measures the ego vehicle’s ability to navigate the virtual work zone
environment. Performance data generated by simulation systems will be sent to the DMS.

ACTIVE SYSTEMS: PSU-RMC, SIMTRAFFIC, SIMDRIVE, SIMCADRE, CMU-RMC, DMS
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Figure 6: UC02:Simulating the Work Zone Environment

Source: Penn State University, Carnegie Mellon University.

4.2.1 Road NetworkLinking

To use a processed HD map outputted from the map generation function, the map will need to
be calibrated to the connections of roads in the environment. The road network includes the
highway segmentaround the State College, PA, on I-99 and Route 322.

The calibration includes three steps. First, the model is calibrated for capacity at the key
bottlenecks in the system (the capacity calibration step).Second, the modelis calibrated for
traffic flows at non-bottleneck locations in the system (the route choice calibration step).
Finally, the overall model performance is calibrated against field-measured system performance
measures. In a recent process, PSU matched the signal timings and traffic volumes/turning
movement counts where available to match the simulation with empirical data. The turning
movement count data were obtained from an older study by the State College Borough for
signal timing (2013), traffic volumes obtained from PennDOT Annual Average Daily Traffic
(AADT) data, and the k (the proportion of annual average daily traffic occurring in an hour) and
d (proportion of traffic traveling in the peak direction during a hour) factors were applied.

Table 18: UC02: Road NetworkLinking Interfaces

Source Destination Data Notes
Workbench | SIM-TRAFFIC HD map file ofworkzone (i.e.,
(PSU-RMQ) | (SUMO) processedsensor data)

Source: PennDOT
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Table 19: UC02: Road NetworkLinking Requirements

Requll I;emen’t Requirement

UC02-FN-001 | The HD map shall be linked to the physical road network architecture.

UC02-FN-002 | Trafficdatashallbe calibratedto the network map, e nsuring simulated traffic matchesrealistic
traffic volumesand turning counts.

Source: PennDOT

4.2.2 TrafficSimulation

To simulate a work zone, the roadway network (highway, arterial, etc.) will needto be selected
and flow rates of vehicles in-out of the CARLA simulation boundaries will needto be defined.
The PSU-RMC has traffic simulations for both highway and urban levels at community scale
from a separate initiative which can be leveraged for this project.

Since the human eye is sensitive to seeing jumpsin data visualizations due to uncoordinated
data exchanges, the co-simulation task will needto consider a time synchronization and data
synchronization process for mitigation.

Table 20: UC02: Traffic Simulator Interfaces

Source Destination Data Notes
SIM-TRAFFIC | SIM-DRIVE Traffic conditions and motionin
(SUMO) (CARLA) response to ego vehicle position
SIM-DRIVE SIM-TRAFFIC Ego vehicle position updates
(CARLA) (sumo)

Source: PennDOT

Table 21: UCO02: Traffic Simulator Requirements

Requll I;emen’t Requirement

UC02-CN-001 | The PSU-RMChastraffic simulations for both highwayand urbanlevels at community scale froma
separate initiative which can be leveraged for this project.

UC02-FN-003 | A roadway networkshall be selected and flowrates of vehicles in-out of the CARLA simulation
boundaries shallbe defined.

UC02-FN-004 | A co-simulationtask shallcreate a processfortime synchronization and datasynchronizationin
order to generate smooth transitions in simulations.

UC02-IM-001 | The output from simulation runs shallbe archivedin the DMS.

Source: PennDOT
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4.2.3 Simulated ADS WorkZone Navigation

The simulation uses retrieved mapping data from the DMS to set up a digital map. The
Simulation Operator thensets up a work zone configuration in the simulation and conducts the
simulation. The simulated ADS performance data is then sentto the DMS to be used by other
actors and subsystems. The Data Manager will ensure the integrity of the data used by the
DMS.

Table 22: UC02: Simulator Work Zone Navigation Interfaces

Source Destination Data Notes
SIM-DRIVE | SIM-CADRE Ego vehicle drive commands.
(CARLA)
SIM-CADRE | SIM-DRIVE Ego vehicle simulated sensor
(CARLA) reading data.

Source: PennDOT

Table 23: Simulator ADS Work Zone NavigationRequirements

Requll Ir)\ement Requirement

UC02-CN-002 | Processing andtransforming sensor data into exportable formatsshould be completed withina 24-
hour turnaround period. Generally, for every hour of MAPVAN datacollection, it takes an
approximate hour of datatransferand 10 hoursof processing by the PSU-RMC.

UC02-CN-003 | Due to power limitationsin the van,the function of generating maps must be offloaded as a back-
office task.

UC02-CN-004 | The MAPVAN uses a combination of global navigation satellite system (GNSS) and inertial navigation
system (INS)to compliment GNSSin heavily dense areas to enhance accuracy of an autonomous
driving when GNSS is unreliable. Satellite bias, atmospheric effects, and clock desynchronization and
other factors can produce errors. The PennDOT continuous operating reference station (CORS)
offersposition correctionand may be used duringsimulation. Map generation willneed to establish
a base map which mayrequire experimentation.

Source: PennDOT

4.3 Use Case 03: Work Zone Navigation

DESCRIPTION: Demonstrate the CMU ADS ability to navigate through a basic work zone under
the conditions established for each scenario. For all permutations of this use case, when the
CMU ADS encountersa work zone and navigates through that zone, performance data is
recorded for evaluation.

Using V2X communications (various types as outlined in the requirements below), the CMU ADS
receives processed HD-MAP data from the roadway network from the DMS. The CMU ADS will
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read, validate, load, and navigate through a work zone as setup by the Work Zone Operators, in
accordance with the scenario being tested.

ACTIVE SYSTEMS: CMU ADS, RWE (includes RSU, HPC, WZO, DSV), and DMS

Table 24:UC03: Work Zone Navigation Interfaces

Source Destination Data Notes
RSU HPC Basic safety messages Design alternative 2: aggregate
Admin data(RSU configs, active radio, other) telemetry data from CMUADS.
HPC RSU SAE J2735 messages (other, TIM for work zone)
HPC CMUADS Map filesreceived from DMS Design alternative 1: primary
SAE J2735 messages (other, TIM for work zone) | databroker (logger &
aggregator)
HPC DMS Basic safety messages
Aggregated roadside data
DMS HPC Map files(various formats)
CMUADS HPC Basic safety messages Data collected willdependon
testing scenarios

Source: PennDOT

Table 25: UC03: Work Zone Navigation Requirements

Requirement

D Requirement

UC03-SFTY-001 The project team shall attempt to identify, correct or address potential failures ofin the “work
zone navigation” pipeline before and during testing.

UC03-SFTY-001.A | Identifypotentialfailure modesfor CMUADS communications, sensing, perception, navigation
and control, and HMI.

UC03-SFTY-001.B | Identifypotentialcausesand effects of those failure modes.

UCO03-SFTY-001.C | Prioritize failure modesbasedonrisk.

UC03-SFTY-001.D | Identifyand demonstrate anappropriate corrective action or a mitigation strategy for each
failure mode.

UC03-NF-001 A work zone shall be tested using a baseline configuration without communications, which
includes the CMU ADS demonstrating detecting anintersection, traffic conditions, assessing
right-of-way, and completing movement through an intersection without project enhancements
(static work zone devices without coatings, HD maps, etc.).

UC03-NF-002 A work zone shall be tested measuringregulatory and warning signs and pavement markings.

UC03-NF-003 A work zone shall be tested givenan HD map from the DMS to the CMU ADS
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Requirement

Requirement

ID
UC03-NF-004 A work zone shall be tested using connected V2Xwork zone objects. This may be using GPS
devices connected to ZigBee mesh network or other form of connectivity.
UCO03-NF-005 A work zone shall be tested using temporary signal navigation.
UC03-NF-006 A work zone shall be tested measuringobject detection while operating in normal mode.
UC03-NF-007 A work zone shall be tested with induced failure modes.

UC03-NF-007.A

A work zone shall be tested under degraded conditions with predefined course of action of
uncertainty.

UC03-NF-007.B

A work zone shall be tested with equipment failure.

UC03-NF-007.C

A work zone may be tested with object misdetection.

UC03-NF-008 The project may review and update the scenarios considered for testingbased on modelingand
simulationtest results.
UC03-SR-001 The DMS shall provisionan SSLTransport Layer Security (TLS) 1.2 over HTTPS for the HPC within

the roadway network to exchange datafilesand messages securely to and from the roadside and
DMS.

UC03-DATA-001

The DMS should collect, store, and process CMUADS BSM messages from the HPCon the
roadway network.

UCO03-DATA-002

The DMS should collect, store, and processincomingaggregated data fromthe HPC onthe
roadway network.

UC03-DATA-003

The DMS should collect, store, and processlogdata from the HPC on the roadway network.

UCO03-DATA-004

The DMS should receive incoming datarequests from the HPC onthe roadway network.

UCO03-DATA-005

The DMS shall send map data to the CMU-RMC.

UCO03-DATA-006

The DMS shall send map data to the HPCon the roadway network.

Source: PennDOT

4.4 Use Case 04: DMS Data Retrieval

DESCRIPTION: Demonstrate the ability for the DMS to receive an incoming requestand return
data to the user based on the requesttype, user authorization, and interface. Test cases for this
include sending/receiving data from the CMU-RMS, PSU-RMC, CMU ADS, HPC (and roadside
environment), the project team, and general public.

Figure 7 provides a basic view of the send/receive transaction for all users of the DMS.
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Figure 7: UC04:DMS Data Retrieval Transaction

Source: Pennsylvania Department of Transportation

4.4.1 CMU-RMCandPSU-RMC Data Retrieval During Simulation

During phase two of the project, both CMU-RMC and PSU-RMC will need to access the DMS to
store and retrieve simulation and experimentation data from the DMS. To perform data
retrieval data user must (1) open the Microsoft Azure Storage Explorer application on their
respective back-office computer. Once the application is open the user must (2) log into Azure
AD with their Commonwealth of PA (CoPA) account and (3) authenticate their Azure AD login.
Afterthe user has successfully signed in the user can (4) perform data retrieval.

Limitations: Data can only be retrieved by using the CoPA account (username @pa.gov) with
required roll-based access control (Azure RBAC). Figure 8 provides a basic view of the
authorization sequence for CMU and PSU to retrieve data from the DMS from each respective
RMC.
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Figure 8: UC04:DMS Data Retrieval from the CMU-RMCand PSU-RMC

Source: Pennsylvania Department, Deloitte

Table 26: UC04: DMS Interfaces for CMU-RMC and PSU-RMC

Source Destination Data Notes
DMS Workbench Cameraimage data
(PSU-RMC) LiDAR data
Radar data
GPS/INS
Processed map files
DMS Workbench Map data
(CMU-RMC)

Source: PennDOT

Table 27: UC04: DMS Requirements

Requ : Ir;!ment Requirement

UC04-SR-001 The DMS shall provisionan HTTPS/TLS 1.2 encrypted tunnel for the PSU-RMCto send data
securelyto the DMS.
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Requ:rDement Requirement

UC04-SR-002 The DMS shall provisionan HTTPS/TLS 1.2 encrypted tunnel for the CMU-RMCto send data
securelyto the DMS.

UC04-DATA-001 | The DMS shall receive incomingdata requestsfrom the CMU-RMC.

UC04-DATA-002 | The DMS shall send map data to the CMU-RMC.

UC04-DATA-003 | The DMS shall collect, store, and process camera image data fromthe MAPVAN.

UC04-DATA-004 | The DMS shall collect, store, and process LiDAR data fromthe MAPVAN.

UC04-DATA-005 | The DMS shall collect, store, and process radar datafrom the MAPVAN.

UC04-DATA-006 | The DMS shall collect, store, and process GPS/INS data from the MAPVAN.

UC04-DATA-007 | The DMS shall collect, store, and process processed map files from the PSU-RMC.

UC04-DATA-013 | The DMS shall collect, store, and process simulated datafrom the traffic simulation process.

UC04-FN-005 Data queriesshall be efficient and data results shall be optimized.
UC04-FN-007 The project team shall review and approve the data {schema, architecture} prior to DMS go-live.
UC04-SR-003 The DMS shall receive requests for rawsensor data, curated without Plland PHI, and provide

that data set withinthree (3) business days.

Source: PennDOT

4.4.2 CMU-ADS Data Retrieval From DMS During Closed-Loopand Open-Road Testing

During phases three and four of the project, the CMU ADS is designed to access the DMS to
retrieve HD map data from the DMS for navigating a work zone. Figure 9 below illustrates the
stepsfor the CMU-ADS to perform a data retrieval from the DMS.

(1) Shared access signature (SAS) token provides secure delegated access to resourcesin the
storage account with read-only permissions generated. Thenthat SAS token will be placed
securely in (2) the key vault with get permissions. An Azure Policy is attached to the (3) service
principal object in key vault to retrieve the secret. From there the CMU-ADS is given the client
identifier (ID) and the secret to retrieve the SAS token and (4) connect to performa data
retrieval.
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Figure 9: UC04:DMS Data Retrieval for CMU

Source: Pennsylvania Department, Deloitte

Table 28: UC04: DMS Interfaces for the CMU-ADS

Source Destination

Data

Notes

DMS CMU-ADS HD map file of workzone

OTA communications

Source: PennDOT

Table 29: UC04: DMS Requirements for the CMU-ADS

Requirement
ID

Requirement

UC04-DATA-007 | The DMS shall collect, store, and process camera image data fromthe CMUADS.

UC04-DATA-012 | The DMS shall collect, store, and process GPS/PPS datafrom the CMU ADS.

Source: PennDOT

4.4.3 RSE Data Retrieval During Closed-Loop and Open-Road Testing

During phases three and four of the project, the roadside infrastructure by way of the HPC is
designedto access the DMS to retrieve data from the DMS for facilitating data exchangesfrom
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work zone objects, the RSU, and CMU ADS. Figure 10 illustrates the steps for the CMU-ADS to
perform a data retrieval from the DMS.

(1) SAS token with Read-Write permissions is generated. That SAS token will be placed securely

in (2) Key Vault with Get permissions. An Azure Policy is attached to the (3) service principal
object in Key Vault to retrieve the secret. From there the CMU-ADS is given the client id and

secret to retrieve the SAS token and (4) connect to perform a data retrieval.

Figure 10 below provides a basic view of the authorization sequence forthe RSE to retrieve
data from the DMS.

P
®

N “lo ( )
Get the SAS Token j—l

<

Connect with SAS
Token

10
[

Data Lake

Figure 10:UC04: DMS Data Retrieval for RSE

Source: Pennsylvania Department, Deloitte

Table 30: UC04: DMS Interfaces for the RSE

Source Destination Data Notes
HPC DMS Aggregated roadway data (BSM, SPaT/MAP, TLS 1.2 encrypted tunnel over
SRM, etc.) an ISP connection.
DMS HPC HD-MAPfile

Source: PennDOT
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Table 31: UC04: DMS Requirements for the RSE

Requ : rDement Requirement

UC04-DATA-001 | The DMS shall receive incomingdata requestsfrom the HPC.

UC04-DATA-002 | The DMS shall send map data to the HPC.

Source: PennDOT

4.4.4 ProjectTeamand USDOT Project Data Retrieval

Throughout the life of the project, the project team and USDOT will need to access the DMS to
retrieve data. For these user types to perform data retrieval they will use a web-based Ul using
their respective CoPA account (username @pa.gov) with the required RBAC permissions.
Additionally, the USDOT will be provided an APl to the same application that will enable them
to perform data retrieval.

Limitations: For the project team data can only be retrieved by using a CoPA account
(username @pa.gov) with the required RBAC permissions.

Figure 11 below provides a basic view of the authorization sequence forthe project team and
USDOT to retrieve data from the DMS.

D% w HTTPS 443 N
B e ) @

Project Team USBOT WeB'Af)p

Figure 11:UC04: DMA Data Retrieval for the Project Team and USDOT

Source: Pennsylvania Department, Deloitte

Table 32: UC04: DMS Interfaces for the Project Team and USDOT

Source Destination Data Notes
DMS Web Ul All project data Projectteamwillrequire Azure
AD authentication.
DMS Web API Approved project data forresearch (i.e., USDOT will require Azure AD
processed data without no Pl) authentication.

Source: PennDOT
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Table 33: UC04: DMS Requirements for the Project Team and USDOT

Requirement

ID Requirement

UC04-PF-001 A web-based user interface (web Ul) shall be made available for dataaccess.

UC04-FN-003 APIwill be provided forthe USDOT and other researchers to extract research data.

UC04-FN-006 A set of common queriesshall be agreed upon by the team and made available to the project
teamviathe web UL.

UC04-SR-001 The DMS shall provisionand enable a secure connectionviaAPI for the USDOT to connect and
extract processed data.

UC04-FN-006 Data for researchers shallbe made available to the USDOTwithin ten (10) days of source
generation.

Source: PennDOT

4.4.5 General Public DataRetrieval to Open-Sourced DataSets

Throughout the life of the project, PennDOT will ensure specific project data is made available
for public consumption via open-source access to the web Ul. For the general public to perform
data retrieval, they will use a web-based Ul and access data that is approved the project team.

Limitations: The project team will review and determine which data setscan and should be

made available for public use after the testing phases.

. HTTPS 443 ‘la

General Public Public Web App

Figure 12:UC04: DMS Data Retrieval for the General Public

Source: Pennsylvania Department, Deloitte

Table 34: UC04: DMS Interfaces for the General Public

Source Destination Data

Notes

DMS Web Ul Approved project data for publicuse

no authentication required

Source: PennDOT
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Table 35: UC04: DMS Requirements for the General Public

Requ:rDement Requirement

UC04-FN-001 A web-based userinterface (web Ul) shall be made available for the anonymous accessto project
approved data sets.

UC04-FN-009 DMS orchestration servicesshall push approved datato a designated WebAppina segmented
portionofthe DMSfor sharing with the general public.

Source: PennDOT
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This section presents preliminary requirementsfor the three phases of testing—modeland
simulation, closed-track, and open-road. Requirements for these test phases center around
maintaining the safety of the system and knowledge management.

5.1 Modeling & Simulation Testing

Table 36 below provides the preliminary requirements for the outcome of modeling and

simulation testing.

Table 36: Preliminary Testing Requirements for Modeling & Simulation

Requirement ID

Requirement

TESTMS-NF-001 The Penn State test track shall be used to establish the ground truth characteristics for
calibrating simulations for closed-track testing.

TESTMS-SFTY-001 | ISO/PAS 21448 Safety of The Intended Function (SOTIF) must be demonstrated.

TESTMS-SFTY-002 | For all simulatedtest runs, SIM outcomes must demonstrate the ego vehicle’sbehavior and
capability to make safe driving decisions onthe road.

TESTMS-SFTY-003 | The CMU ADS behavioral safety features must be modeled.

TESTMS-SFTY-004 | Modelsmust provide, and simulation must demonstrate, an assessment of failure modes
and failure mitigation strategies.

TESTMS-SFTY-005 | The CMU ADS must demonstrate redundancy capacity to operate safely when thereisa
systemfaultorfailure.

TESTMS-NF-001 For each simulated test runthatis documented, the ADS features, ODD, OEDR, failure mode
behaviors, and ego vehicle maneuvers must show how the simulated environmentissetup
and the results ofthe test run executed.

TESTMSNF-002 Results of simulation shall be comprehensively analyzed, evaluated and approved by the
projectteamauthorities (PM, Leads, Chief SE)in a final review workshop.The workshopis a
collaborative meeting aimed to satisfy decision gate requirements through demonstration.

TESTMS{M-001 A model {for testing} must include all attributes that define the operational design domain
(ODD) withinthe scope ofthe factors beingtested.

TESTMSIM-001A | The ODD shallinclude all attributes that define physical infrastructure.

TESTMSAM-001.A.1 | Physical infrastructure shallinclude roadway geometry.

TESTMSHM-001B | The ODD shallinclude allattributes that define operational constraints.

TESTMSIM-001.C | The ODD shallinclude all attributes that define objects.

TESTMS4M-001.C.1 | Objects shallinclude classification of work zone safety devices.

TESTMSAM-001.C2 | Objects shallinclude classification of construction workers.

TESTMSIM-001.C3 | Objects shallinclude coatingproperty.
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Requirement ID

Requirement

TESTMS4M-001.D

The ODD shallinclude all attributes that define connectivity.

TESTMS4M-001.D1

Connectivity shall include radioand associated properties.

TESTMS4IM-001E

The ODD shallinclude all attributes that define environmental conditions.

TESTMSHIM-001.F

The ODD shallinclude all attributes that define zones.

TESTMS4M-001.F.1

Zones shallinclude a work zone ge ofence and associated properties.

TESTMSHM-002 A model {for testing} must be simulated and include the object and event detectionand
response (OEDR) capabilities of the CMU ADS.

TESTMS{M-003 For each test run, the simulator mustlog data fromthe dynamic drivingtask ofthe CMU
ADS to the DMS (i.e., monitoringthe drive environment for road, traffic, and visibility). This
includes detection, recognition, classification of objects, classification of events, andthe
behavioralresponse of the vehicle.

TESTMS{M-004 Output from simulated test runs must include the featuresand valuesof the ODD.

TESTMS4M-005 All scenariosconsidered for closed-track testing must be qualified witha “scenariotest

artifact” certified by the project team, which describes the ADS feature, the ODD, expected

OEDRs, expected failure mode behaviors (ifany) of the environment setup and the expected
execution results.

Source: PennDOT

5.2 Closed-Track Testing

The following preliminary requirements have been established for closed-track testing.
Requirements specific to the operation of safety drivers are listed in 2.3 Stakeholder

Requirements.

Table 37: Closed-Track Testing Preliminary Requirements

Requirement ID

Requirement

TESTCT-RG-001

Approval shallbe obtained from PennDOT, and proper staffingarrangements made prior to
beginning closed-track testing as per work zone testingapplication form requirementsand
AV testingregulationsin the state of Pennsylvania.

(ref. SRDsection 2.2 RG-014)

TESTCT-NF-001

The Penn State test track shall be used to establish the ground truth characteristics of the
roadwayand quantitative hazard modelsthat can be calibrated and measured during
testing.

TESTCT-NF-002

All scenariosbeing tested at the Penn State test track shallhave been previously simulated
in a traffic simulator, drive simulator,and vehicle actuation simulator (i.e., CADRE) and
approved/cleared bythe project team for closed-track testing.

TESTCT-IM-001

All scenariosapproved/cleared for closed-track testingmust be qualified by a unique
“scenario test artifact” certified by the project team for testing, which describes the ADS
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Requirement ID

Requirement

feature,the ODD, expected OEDRs, expected failure mode behaviors (if any) of the
environment setup and the expected execution results.

TESTCT-IM-002

For each test run, the test team shall measure and qualify performance results ofthe test
run against the “scenariotest artifact”, which must be on-hand duringtesting.

TESTCT-IM-003

Allvariancesin the expected results, outlined inthe scenario test artifact, must be logged by
the tester.

TESTCT-IM-004

CMU ADS event recorded datafor each test runshallbe reviewed and used to inform on the
pass/fail/repeat success criteria for the scenario.

TESTCT-IM-005

Closed-tracktest runsshall be recorded usingcameravideoand sent to the DMS.

TESTCT-PF-001

Results from a closed-track test run must include performance data fromthe CMUADS
CADRE stack onthe CMU ADS’'s OEDR and failure mode behaviors (FS, FO).

TESTCT-PF-002

Results from a closed-track test run must include the CMU ADS features, the O DD measured
(i.e., communication types, HD map domain, work zone objectsand coatings).

TESTCT-PF-003

Unexpected FSbehaviorsshall be logged, evaluated and used to inform on changes tothe
use-case pipeline (architecture, function, process, etc.) inorder toachieve the expected
outcome as determined by vehicle simulator.

TESTCT-PF-004

Unexpected FO behaviors shallbe logged and evaluated. The project teamshall determine if
the FO behavior is either acceptable or needs correcting and is correctable. For further
information on handing FO behaviors, the project test planshall be referenced.

Source: PennDOT

5.3 Open-Road Controlled Testing

The following preliminary requirements have been established for open-road controlled testing.

Table 38: Open-Road Testing Preliminary Requirements

Requirement ID

Requirement

TESTOR-RG-001

Approval shallbe obtained, and proper arrangements made fromPennDOT prior to
beginning open-roadtesting as per work zone testing application form and AVtesting
regulations(ref. SRDsection2.2 RG-014)

TESTOR-NF-001

Priorto go-live, the roadway where open-road testing will be conducted shall be used to
establish the ground truth characteristics of the roadway and quantitative hazard models
that can be calibrated and measured during testing.

TESTOR-NF-002

All scenariosbeing tested onthe open-road shallhave been previously simulatedin a traffic
simulator, drive simulator,and vehicle actuation simulator (i.e., CADRE) and
approved/cleared bythe project team for closed-track testing.

TESTOR-NF-003

All scenariosbeing tested onthe open-road shallhave been previously tested at the Penn
State closed-trackand approved/cleared bythe project team for open-road testing.

TESTOR-IM-001

All scenariosapproved/cleared for open-road testingmust be qualified bya unique
“scenario test artifact” certified by the project team for testing onthe open-road, which
describes the ADS feature, the ODD, expected OEDRs, expected failure mode behaviors (if
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Requirement ID

Requirement

any) of the environment setup, results from closed-track tests and the expected execution
for open-road.

TESTOR-IM-002

For each test run, the test team shall measure and qualify performance results ofthe test
run against the “scenariotest artifact”, which must be on-hand duringtesting.

TESTOR-IM-003

Allvariancesin the expectedresults, outlined inthe scenario test artifact, must be logged by
the tester.

TESTOR-IM-004

CMU ADS event recorded datafor each test runshallbe reviewed and used to inform on the
pass/fail/repeat success criteria for the scenario.

TESTOR-IM-005

Open-road test runs shall be recorded using camera videoand sentto the DMS.

TESTOR-PF-001

Results from an open-road test run must include performance data from the CMU ADS
CADRE stack onthe CMU ADS’'s OEDR and failure mode behaviors (FS, FO).

TESTOR-PF-002

Results from an open-road test run must include the CMU ADS features, the ODD measured
(i.e., communication types, HD map domain, work zone objectsand coatings).

TESTOR-PF-003

Unexpected FSbehaviorsshall be logged, evaluated and used to inform on changes tothe
use-case pipeline (architecture, function, process, etc.) inorder toachieve the expected
outcome as determined by vehicle simulator and closed-track testing.

TESTOR-PF-004

Unexpected FO behaviors shallbe logged and evaluated. The project teamshall determine if
the FO behavior is either acceptable or needs correcting and is correctable. For further
information on handing FO behaviors, the project test plan shall be referenced.

Source: PennDOT
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Chapter 6: Research Requirements

6.1

Experimentation

The ADS project is faces many challenges unresolved within the industry. For these
concepts, the team is planning on conducting some experimentation. For such cases, the
project is planning to explore and conduct experimentation over the following topics:

Base Map Generation: The project will conduct an experimentation to establish a
baseline map forthe project, evaluating fusion of data from GNSS, INS, CORS
subsystems.

PPG Coating Detection and Classification: The projectteam will need to evaluate and
modelhow the CMU ADS will detect and classify PPG‘s new-to-market coatings aimed
to increase visibility to radar and LiDAR sensors. The team will need to determine what
features needto be analyzed, measured, and how the CMU ADS will respond (e.g.,
tactical maneuvers) to detected PPG events.

Work Zone Object Detection and Classification: Givenan HD map, the CMU ADS
system will need to focus on centerline dataand obstacle definitions.

OEDR Process Flow Improvements: The project may explore and experiment with
concepts that allow for processing centerline dataand obstacle definitions as the data
flows-in directly.

Map Generation Process Flow Improvements: Given mapping van data, the project
may explore algorithms to reduce the time it takesto generate a HD map.

Message Formats and Transmittal Medium: There will be some loss of mapping data
that occurs as raw data are processed and an HD map is generated. The resulting map
may be too large to conformto SAE J2735 message set standard, which encodes data
for DSRC and C-V2X transmissions. The project team will need to explore waysto
conformto SAE J2735 encoding while preserving the integrity of a HD map (e.g., high-
resolution, high accuracy).

Privacy Preservation Tool: The project prioritizes data privacy and may explore a tool
USDOT developed to identify and remove secure datathrough techniques such as
masking, obfuscating, etc.
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Table 39: Preliminary Requirements for Planned Experiments

Requ: Bament Requirement

EXPRM-IM-001 A summary of the baseline HD map generation, commensurate with the level of effort
required for experimentation, shall be documented. The summary mayinclude
challenge(s), hypothesis, methods, HD map features, final outcome, etc.

EXPRM-IM-002 A summary of the methodsfor detection and classification of PPG coatings, commensurate
with the level of effort required for experimentation, shall be documented. The summary
may include challenge(s), hypothesis, methods, coating features, final outcome, etc.

EXPRM-IM-003 A summary of the methodsfor detection and classification of objects and events related to
the workzone and/or navigation, commensurate with the level of effort required for
experimentation, shallbe documented. The summary mayinclude challenge(s), hypothesis,
methods, object features, event details, outcomes, etc.

EXPRM-IM-004 A summary of the methods for embedding centerline dataand obstacle definitionsas data
flows-in directly, commensurate with the level of effort required for experimentation, shall
be documented. The summary mayinclude targeted process flows, challenge(s),
hypothesis, methods, features, final outcome, etc.

EXPRM-IM-005 A summary of the methods employed toimprove map generation process, commensurate
with the level of effort required for experimentation, shall be documented. The summary
may include challenge(s), hypothesis, methods, design, algorithms, final outcome, etc.

EXPRM-IM-006 A summary of the methods for conforming to SAE J2735 encodings, HD map file formats
and transmittal mediums, commensurate with the level of effort required for
experimentation, shallbe documented. The summary mayinclude challenge(s), hypothesis,
methods, encodings, formats, protocol stack details, final outcome, etc.

EXPRM-IM-007 A summary of the methodsand results of preservingdata privacy, commensurate with the
level of effort required for experimentation, shall be documented. The summary may
include challenge(s), tools used, integration details, final methodsand outcome, etc.

Source: PennDOT

6.2 Design Considerations

In addition to scientific experimentation, there are a number of design decisions and
approaches the project must consider—each with its own benefit and drawbacks. Decisions
surrounding certain design concepts may require testing to gain further perspective and
understanding of impacts before final decisions are made. The project will needto be
nimble enough to accommodate and test more than one design. For this reason, the
project is not delivering a system design document, rather the requirements serve as guide
rails overfuture phases of the project.

The following design considerations are being discussed and concepts evolved among the
project team.
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6.2.1 Architectingthe System of Interest (SOI)

In addition to tailoring existing systems and subsystems to meet project objectives, the way
the project’s SOl is designed (i.e., the roadway environment, geofenced construction area,
the AV, and the back-office managementcenters) is equally important. Design decisions
impact how the system functions and operates, which has direct impact on project
objectives.

One example of this is how to define the DMS. As a point of reference, the City of
Columbus has definedthe DMS as a live Operating System while the FDOT District 5
defined their SunStore as a centralized repository and source for truth data and decision
making.

6.2.2 Latency

High latency has beenand continues to be a common industry challenge today. Data
exchanges between a cloud system (DMS) and the roadside environment (HPC and RSU)
may encounter high latency whenan ADS is moving at a given speed. The project will need
to test the spatial context, storing HD map files in cloud versesright at the edge of the
roadside without significant impact to the project

6.2.3 Data Exchanges

The project will needto review and consider the formats of the generated HD map files.
Currently, the map generation function outputs data in XML format—albeit it is capable of
outputting other formats as well. The challenge is collaborating with prior USDOT efforts
and technical working groups on the work zone data specification (v.3.1) format, given
most CV/AV deployments conform to the SAE 12735 message set, as described in the
planned experimentation section above. Where relevant ideas or discoveries are made,
the project anticipates collaborating with SAE for future standards consideration.

6.2.4 Data Accessibility

The DMS is the primary repository and source for truth data on this project. There are,
however, hard costs associated with importing, exporting, and querying data. The project
will therefore explore the possibility of pushing data in parallel workflowsto both the DMS
and the USDOT {secure data commons} repository from the CMU and PSU research
management centers, where the data originates.

Table 40: Preliminary Requirements for Design Considerations

Requirement ID Requirement

NF-001 The system shall be designed with flexibility in to support more than one method or
approachfor data storage, file formats, transmission mediums, etc.
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Requirement ID Requirement

NF-002 To the extent possible, system implementation shall be generically deployable and
compatible with common government roadside implementations.

NF-003 Latencyin data exchanges shall be minimized.

NF-004 The HD map generation processshall explore ways to conform to the SAE data format
standardfor transmitting messages over C-V2Xand DSRC.

Source: PennDOT
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The list of acronyms and initialisms is provided in Table 41 below.

Table 41: Acronyms

Acronym Definition

AADT Annual Average Daily Traffic

ACL AccessControl List

ACS Actuated Signal Controllers

AD Azure Active Directory

ADS Automated Driving System

API Application Programming Interface

AV Automated Vehicle

BSM Basic Safety Message

CADRE Connected Autonomous DrivingResearch Engineering
CMU Carnegie Mellon University

CMU-RMC Carnegie Mellon University Research Management Center
ConOps Concept of Operations

CoPA Commonwealth of Pennsylvania

CORS Continuous Operating Reference Station
C-v2X Cellular Vehicle to Everything

DDT Dynamic Driving Task

DMS Data Management System

DSRC Dedicated Short-Range Communications
FO Fail-Operational

FS Fail-Safe

GNSS Global Navigation Satellite System

GPS Global Positioning System

GUI GraphicalUser Interface

HD High-Definition

HDD Hard DiskDrive

HLR High-Level Requirements

HPC Hight Performance Computer
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Acronym Definition

IEEE Institute of Electricaland Electronics Engineers
INS Inertial Navigation System

ISO International Standards Organization

ITS Intelligent Transportation Systems

\AY; Integration, Verification, and Validation

LIDAR Light Detection and Ranging

LRV Light Reflectance Value

LTI LarsonTransportation Institute

MAPVAN Penn State MappingVan

MBI Michael Baker International

MBSE Model-Based Systems Engineering

MRC Minimal Risk Condition

MS Microsoft

MTP Master Testingand Validation Plan

NHTSA National Highway Traffic Safety Administration
NSG Azure Network Security Group

oDD Operational Design Domain

OEDR Objectand Event Detection and Response
OST-R Office ofthe Assistant Secretaryfor Research and Technology
PennDOT PennsylvaniaDepartment of Transportation
PfMP Performance ManagementPlan

PM Project Manager

PMBoK Project Management Body of Knowledge

PMP Project Management Plan

PPS Pulse perSecond

PSU The Pennsylvania State University

PSU-RMC Penn State University Research Management Center
PTC PennsylvaniaTurnpike Commission

QCOMM Qualcomm

QmP Quality Management Plan

RADAR Radio Detection and Ranging

RBAC Azure Role-Based Access Control

RFP Request for Proposal
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Acronym Definition

RM Risk Management

RMP Risk Management Plan

ROS Robot Operating System

RSU Roadside Unit

RTVM Requirements Traceability and Verification Matrix
RWE Roadway Environment

RWM Real-World Model

PiB Pebibyte

SAE Society of Automotive Engineers

SAS Shared Access Signature

SASP System Architecture and Standard Plans
SE Systems Engineering

SEBoK Systems Engineering Body of Knowledge
SEMP Systems Engineering Management Plan
SME Subject Matter Expertise

SMP Safety ManagementPlan

SnLIB Scenario Library

SOFIT Safety of the Intended Function

SOl System of Interest

SPC Statistical Process Control

SRD System Requirements Document

SSL Secure Socket Layer

STPP Short-TermPath Planner

SUMO Sumo Traffic Simulation Software

TLS Transport Layer Security

u.Ss.DOT United States Department of Transportation
V2X Vehicleto Everything

VNet Azure Virtual Network

WAVE Wireless Accessin Vehicular Environments
WebUI Web-Based User Interface

Wz0o Work Zone Object

WZTC Work Zone Traffic Control

Source: PennDOT
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Table 42 provides a matrix of the interfaces to be established for the ADS project based on the concept and requirements
established through the systems engineering process.

Table 42: Interface Matrix

Reference Source Destination Data Notes
Interface01 | MappingVan PSU Workbench | Raw sensor data (camera, LIDAR, radar, other) UCO1: Work Zone Mapping
(MAPVAN) (PSURMC() Static data (e.g., vehicle type) Manual datatransfer from HDD to data
processing computer viadevice port
Interface02 | PSU MappingVan Configurationfiles UCO1: Work Zone Mapping
Workbench (MAPVAN) Work zone information This data could be handwritten instructions
(PSURMCQ)
Interface03 | PSU DMS Raw sensor data (camera, LIDAR, radar, other) UCO1: Work Zone Mapping
Workbench Processedsensor data (i.e., work zone map, baseline map) VPN tunnel over an ISP connection.
(PSURMCQ)
Interface04 | PSU SIM-TRAFFIC HD map file of workzone (i.e., processed sensor data) UC02:Simulation
Workbench (SUMO)
(PSURMCQ)
Interface05 | SIM-TRAFFIC SIM-DRIVE Traffic conditions and motionin response to ego vehicle UCO02:Simulation
(SumMO) (CARLA) position Software interface.
Ego vehicle position updates
Interface06 | SIM-DRIVE SIM-CADRE Ego vehicle drive commands UCO02: Simulation
(CARLA) Software interface.
Interface07 | SIM-CADRE SIM-DRIVE Ego vehicle simulated sensor reading data UCO02: Simulation
(CARLA) Software interface.
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Reference Source Destination Data Notes
Interface08 | RSU HPC Basic safety messages UCO03: Work Zone Navigation
Admin data(RSU configs, active radio, other) Design alternative 2: aggregate telemetry
datafrom CMU ADS.
Interface09 | HPC RSU SAE J2735 messages (other, TIM for work zone) UCO03: WorkZone Navigation
Interface10 | HPC CMU ADS Map filesreceived from DMS UC03: Work Zone Navigation
(ADS) SAE J2735 messages (other, TIM for work zone) Design alternative 1: primary data broker
(logger & aggregator)
Interface11 | HPC DMS Basic safety messages UC03: WorkZone Navigation
Aggregatedroadside data
Interface12 | DMS HPC Map files(various formats) UC03: WorkZone Navigation
Interface13 | CMUADS HPC Basic safety messages UC03: Work Zone Navigation
(ADS) Data collected willdepend ontesting
scenarios
Interface14 | HPC DMS Aggregated roadway data (BSM, SPaT/MAP, SRM, etc.) UC04: DMS Data Retrieval

SSL tunnel over an ISP connection.

Interface15 | DMS HPC HD-MAPfile UCO04: DMS Data Retrieval
For LTE C-V2X, DSRC, and 4G/5G
communication use cases

Interface16 | DMS CMUADS HD-MAPfile UC04: DMSData Retrieval
(ADS) OTA communications
Interfacel7 | DMS Web Ul All project data Project teamwillrequire Azure AD
Restricted open data for general public authentication
Interface18 | DMS Web API Approved project data for research (i.e., processed data USDOT will require Azure AD
withoutnoPll) authentication

Source: PennDOT
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This appendix provides definitions for the terminology, requirementtypes, and methods of
verification employed for each requirementduring systemtesting to ensure the system
conforms to the requirements established through this SRD.

C.1. REQUIREMENT TYPE DEFINITIONS

Table 43 provides definitions for the requirement types that have beenincluded in the project.

Table 43: Preliminary Requirements for Design Considerations

Requirement Code

Requirement Name

CN

Constraints

DR Data

FN Functional

IF Interface

IM Information/Document Mgt
NF Non-Functional

PF Performance

PY Physical

RG Policyand Regulation
SFTY Safety

SR Security

ST StorageandTransport

Source: PennDOT

C.2. VERIFICATION METHODS

Table 44 provides definitions for the systems engineering verification methods for testing
system functionality against the requirements established in this document.

Table 44: Verification Methods

Method

Description

Inspection Verification through a visual, auditory, olfactory, or tactile comparison.
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Method Description

Demonstration | Verification that exercises the system software or hardware as it is designedto be used,
without external influence, to verify the results are specified by the requirement.

Test Verification using controlled and predefined inputs and other external elements (e.g., data,
triggers, etc.) that influence or induce the system to produce the output specified by the
requirement.

Analyze Verification throughindirect and logical conclusion using mathematical analysis, models,
calculations, testingequipment and derived outputs based onvalidated datasets.

Source: PennDOT

C.3. TERMINOLOGY CONFORMANCE

Table 45 provides definitions for the importance characteristics of the terminology used to
establish requirements.

Table 45: Terminology Conformance

Declarative Description

Shall Indicatesthe definitionis an absolute, non-negotiable requirement for the specification and
must pass testingto receive system validation.

Shall-Not Indicatesthe definitionis an absolute, non-negotiable prohibition of the specificationand
must pass testingto receive system validation.

Must A mandatoryrequirement that addresses an essential stakeholder need. Testing can pass, fail,
or be deferred and the system still receive validation by stakeholder consensus, agreement or
designchange request.

Should Indicatesthere may exist valid reasons or circumstances to omit a particular item, but the full
implications must be understood and carefully weighed before choosinga different course.

Should-Not Indicatesthere may exist valid reasons or circumstances whena particular functionor
conditionis acceptable or even useful, but the full implications should be understood, and the
case carefully weighed before implementing any function or condition described with this
label.

May Indicatesan item is optional. Some vendors may choose to include or implement optional
requirements to add value or enhance their overall product while other vendors may omit the
same optional requirement to reduce cost, increase time to market, etc. An implementation
which does notinclude anoptional requirement SHALL be interoperable with
implementations that do include optional requirements; albeit with reduced functionality, and
vice versa(with exception for the feature the option provides).

Source: PennDOT
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C4. REQUIREMENTS MATRIX

Table 46 provides a centralized matrix for the high-level requirements established for each of the systemsin the ADS project,
combined with general requirements for the project, for each use case, the three phases of testing, and requirements for the planned
experimentation.

Table 46: Requirements Matrix

Requirement | Requirement Title Description Importance Verification
ID Type P P Method
GEN-IM-001 Information/Do | GeneralProjectand | Frequentand detailed documentation during the project’s Should Inspection
cument Mgt Research Activities | development process, particularly key challenges, proposed

methodsto addresschallenges, system design considerations,
concepts for experimentation, environment conditionsand
variables, analysisand tradeoffs, and all project inputs and outputs
relevant to test outcomes is required and a top priority throughout
the project.

As managers, engineers and researchersidentify, evaluate, and
advancethe conceptsandactivities inthis program, capturing
measurable and verifiable information will be important.

GEN-NF-001 Non-Functional | GeneralProjectand | Ideal conditions maybe exhibited during testing; however, the Shall Demonstration
ResearchActivities | projectshall demonstrate real-world conditionsto the extent
possible, including ADS behavior intraffic conditionssimulated for a
given roadway network on- and off-peak hours.

GEN-RG-001 Policyand GeneralProjectand | SAEJ3016_202104 Taxonomy and Definitions for TermsRelatedto | Shall Inspection
Regulation ResearchActivities | On-Road Motor Vehicle Automated Driving Systems shall be used.

GEN-RG-002 Policyand General Projectand | SAESS_V2X 001 Security Specification through the Systems Shall Inspection
Regulation ResearchActivities | EngineeringProcess for SAEV2X Standardsshall be considered.

GEN-RG-003 Policyand General Projectand | SAEJ3161 C-V2X Deployment Profiles V2X Communications Shall Test
Regulation ResearchActivities | Message Set Dictionaryshall be usedto assure applications using

cellular communicationsare interoperable. Applications,including
collision avoidance, emergency vehicle warnings, and signage,
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Requirement
ID

Requirement
Type

Title

Description

Importance

Verification
Method

require thisstandardto be effective. Provides reference system
architecture based on CV2X technology, using 3GPP Release 14 &
Release 15PC5.

GEN-RG-003.A

Policyand
Regulation

General Projectand
Research Activities

SAE J3161/10n-Board System Requirements for LTE V2X V2V
Safety Communications shallbe used.

NOTICE: Asof this SRD publication, the 90-day IP Ballot forJ3161/1
isin-processandscheduledto endlate February. The standard is
anticipated to publishin March or April of 2022.

Shall

Test

GEN-RG-003.B

SAEJ3161/1A Vehicle-Level Validation Test Procedures for LTE-V2X
V2V Safety Communications must be used to verify OBUradio
parametersconformto LTE-V2X vehicle-level requirements
specifiedin SAEJ3161/1 Standard WIP.

Shall

Test

GEN-RG-004

SAEJ2735 201603 Dedicated Short RangeShort-Range
Communications (DSRC) Message Set Dictionaryshall be used to
assure applicationsusing DSRC are interoperable.

Shall

Test

GEN-RG-005

Policyand
Regulation

General Projectand
Research Activities

SAEJ2945/1 202004 Onboard Minimum Performance
Requirementsfor V2V Safety Communications shallbe used for
minimum performance requirementsand interface standard
featuresrequired to establish interoperability between onboard
units for V2V safety systems.

Shall

Test

GEN-RG-006

Policyand
Regulation

General Projectand
Research Activities

SAE J2945/2_201810 DSRC Performance Requirementsfor V2V
Safety Awareness shall be used to specifyinterface requirements
for V2V Safety applications.

Shall

Test

GEN-RG-007

Policyand
Regulation

General Projectand
Research Activities

SAE J2945/3_202003 Requirementsfor Road Weather Applications
shall be used to specify interface requirements between vehicles
and infrastructure for any weather applicationsthe project may
chooseto introduce as part ofthe ODD.

Shall

Test

GEN-RG-008

Policyand
Regulation

General Projectand
Research Activities

IEEE 1609.2-2016 Standard for Wireless Accessin Vehicular
Environments (WAVE) Security Services for Applications and

May

Test
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Requirement

Requirement

Title

Description

Importance

Verification

ID Type Method
Management Messages may be usedto defines secure message
formats and processing within DSRC/WAVE.
GEN-RG-009 Policyand GeneralProjectand | IEEE 1609.3-2016 Standard for WAVE Networking Services standard [ May Test
Regulation ResearchActivities | may be used todefine networkandtransport layer services,
including addressing and routing, in support of secure WAVE data
exchange. The standard also defines WAVE short messages,
providing an efficient W AVE-specific alternative to Inter net Protocol
version 6 that can be directly supported by applications, andthe
Management Information Base for the W AVE protocol stack.
GEN-RG-010 Policyand General Projectand | IEEE 1609.4-2016 Standard for WAVE Multi-Channel O perations Shall Test
Regulation ResearchActivities | standardshall be usedto provide enhancements ofthe IEEE 802.11
Media Access Control to support WAVE operations and describes
variousstandard message formatsfor DSRCapplications.
GEN-RG-011 Policyand General Projectand | IEEE 1609.12-2016 Standard for WAVE Identifier Allocations Shall Test
Regulation ResearchActivities | standardshall be usedto specify allocations of WAVEidentifiers
definedin the IEEE 1609TM series of standards.
GEN-RG-012 Policyand General Projectand | NMEA 0183 v4.1 shall be used to combine standardsassociated Shall Test
Regulation Research Activities | with GNSS Data withthose for GNSS serial interface. The GNSS Data
standards include upper-layer standards required to obtain location
and time information from a satellite-positioning-system-based
geolocationreceiver. The GNSSserial interface standards include
lower-layer standards that support communications between
connected ITS equipment and geolocation equipment such asa GPS
receiver.
GEN-RG-013 Policyand General Projectand | NTCIP 1202 v02, vO3 Object Definitions for Actuated Signal Shall Test
Regulation Research Activities | Controllers(ASC) standard shallbe supportedinorderto define
how an object allows ITS operators to monitor, configure, and
control traffic signal controllers.
GEN-RG-014 Policyand GeneralProjectand | The ATC family of standards shall be supported: Shall Test
Regulation ResearchActivities | « ATC5201ATCStandard

* ATC 5401 Application ProgrammingInterface (API) Standard
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Requirement | Requirement Title Description Importance Verification
ID Type P P Method
* ATC5301ATCCabinet Standard
GEN-RG-015 Policyand General Projectand | A Notice of Testingapplication shall be submitted through the Shall Inspection
Regulation ResearchActivities | PennDOT website www.penndot.gov/av [1] prior to testing.
GEN-RG-015.A | Policyand General Projectand | The Safety and Risk Mitigation Plan shallbe submitted with Notice | Shall Inspection
Regulation ResearchActivities | of Testing.
GEN-RG-015.B | Policyand General Projectand | Testing activities shall meet PennDOT's operational requirements Shall Inspection
Regulation ResearchActivities | for automated vehicle testing as perthe AUTOMATED VEHICLE
TESTING GUIDANCE (July23, 2018).
GEN-SR-001 Security GeneralProjectand | Project assets(hardware,software, communication anddata) must | Shall Demonstration
ResearchActivities | be protected from intentional or unintentionalaccess from
unauthorized personnel. Security measuressuch as keeping assets
in alocked space, requiringcredentials to access digital systems,
etc. aregood practicesto ensure project integrity. Security
requirements specific to systems, processes, and data are detailed
in their respective section.
USR-SFTY-001 | Safety Stakeholders, A Safety Driver must have a valid driver’slicense. Shall Demonstration
Drivers, Operators
USR-SFTY-002 | Safety Stakeholders, A Safety Driver must have enhanced AV operations training and Shall Demonstration
Drivers, Operators experience.
USR-SFTY-003 | Safety Stakeholders, Safe operatingvehicle condition Demonstration
Drivers, Operators
USR-SFTY-004 | Safety Stakeholders, A Safety Driver must be able to intervene in system interruption Shall Demonstration
Drivers, Operators conditions.
USR-SFTY-005 | Safety Stakeholders, A Safety Driver must be able to safely maneuver the vehicle under | Shall Demonstration
Drivers, Operators | all system modesof operation as defined in ConOps section5.2.
USR-SFTY-006 | Safety Stakeholders, A Safety Associate must have enhanced training of AV operations. | Shall Demonstration
Drivers, Operators
USR-SFTY-007 | Safety Stakeholders, A Safety Associate must have knowledge of AV backend operations. | Shall Demonstration

Drivers, Operators
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Requirement | Requirement Title Description Importance Verification
ID Type P P Method

USR-SFTY-008 | Safety Stakeholders, A Data Manager must have training in data managementpractices | Shall Demonstration
Drivers, Operators | and analysis of CAV data.

USR-SFTY-009 | Safety Stakeholders, A Data Manager possess knowledge of datacollection, integrity and Demonstration
Drivers, Operators | flow.

USR-SFTY-010 | Safety Stakeholders, A Data Manager must be able to monitor dataandrespondto any | Shall Demonstration
Drivers, Operators | malfunctions.

USR-SFTY-011 | Safety Stakeholders, A Simulation Operator shall conduct both AV and Traffic Simulation | Shall Demonstration
Drivers, Operators

USR-SFTY-012 | Safety Stakeholders, A Simulation Operator shall have knowledge and experiencein Shall Demonstration
Drivers, Operators | scenario development for testing AVsthrough simulation.

USR-SFTY-013 | Safety Stakeholders, A Data User/Researcher should have experience accessing data Should Demonstration
Drivers, Operators | froma cloud-based DMS.

USR-SFTY-014 | Safety Stakeholders, A Data User/Researcher must be able to interprettest data and Shall Demonstration
Drivers, Operators | generateareport.

USR-SFTY-015 | Safety Stakeholders, A Mapping Equipment Operator must be trained ontheinstallation, | Shall Demonstration
Drivers, Operators | calibration, and/or operation of the mapping equipment.

USR-SFTY-016 | Safety Stakeholders, A Mapping Equipment O perator shall have enhanced Mapping Van | Shall Demonstration
Drivers, Operators operationstrainingand experience.

USR-SFTY-017 | Safety Stakeholders, A Mapping Equipment Operator shall communicate with a mapping | Shall Demonstration
Drivers, Operators | van driver for safe operations.

USR-SFTY-018 | Safety Stakeholders, A Mapping Van Driver must have a valid driver’s license Shall Demonstration
Drivers, Operators

USR-SFTY-019 | Safety Stakeholders, A Mapping Van Driver must have enhanced MappingVan Shall Demonstration
Drivers, Operators operationstrainingand experience.

USR-SFTY-020 | Safety Stakeholders, A Mapping Van Driver must maintain safe operatingvehicle Shall Demonstration
Drivers, Operators | conditionsfor datacollection.

USR-SFTY-021 | Safety Stakeholders, A WorkZone Operator shall maintain safe conditions withinthe Shall Demonstration

Drivers, Operators

work zone.
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Requirement | Requirement Title Description Importance Verification
ID Type P P Method
USR-SFTY-022 | Safety Stakeholders, A WorkZone Operator shall wear a safetyvest. Shall Demonstration
Drivers, Operators
USR-SFTY-023 | Safety Stakeholders, A WorkZone Operator shall wear a safety hard hat and boots. Shall Demonstration
Drivers, Operators
USR-SFTY-024 | Safety Stakeholders, A WorkZone Operator shall maintain a safe environment for Shall Demonstration
Drivers, Operators | before, during and after testingeach workzone scenario, which will
have staticand dynamic work zone devices.
USR-SFTY-024 | Safety Stakeholders, CMU must maintainthe automated vehicle in safe operable Shall Demonstration
Drivers, Operators condition.
USR-SFTY-024 | Safety Stakeholders, Penn State must maintainthe mappingvanin safe operable Shall Demonstration
Drivers, Operators condition.
USR-SFTY-024 | Safety Stakeholders, PennDOT must maintainallfield devices and support systemsin Shall Demonstration
Drivers, Operators | operable condition.
ADS-CN-001 Constraints CMU ADS System The CMU ADS is an existing L4 automated vehicle. It is assumed the Inspection
AV meets industry safety standards (e.g.,1SO 26262 functional
safety standard for passenger vehicles).
ADS-CN-002 Constraints CMU ADS System As an existing system, it is assumed fault analysisand verification Inspection
has been conductedto ensure the CMU ADS s free from hardware
bugs, random hardware failures, systemic software failures and
failuresintheinteraction betweenthe vehicle hardware and
software.
ADS-CN-003 Constraints CMU ADS System Due to the highly complex computingload, the CMU ADSdata Test
logger captures operational data onlyand does not record all
streaming sensory data.
ADS-SFTY-001 | Safety CMU ADS System The CMU ADS shallbe capable of independent object detectionand | Shall Test
collision avoidance.
ADS-SFTY-002 | Safety CMU ADS System The CMU ADS shallbe capable of mitigating operational failures Shall Test

using standard techniquesfor fail-operational such as safe
navigation out ofa travel lane, transitioning control backto the
safety driver, safely stoppingin a lane, etc.
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ADS-SFTY-003

Safety

CMU ADS System

The CMU ADS shallbe capable of instituting fail-safe techniques to
enable ADSfunctionat reduced capacity (e.g., if LiDAR fails, weight
of camera data increased sufficient to fail-operational).

Shall

Test

ADS-SFTY-004

Safety

CMU ADS System

The CMU ADS shallbe capable of mitigating failureswhen data
affectssafe driving within its operational design domain and
minimal risk condition triggered.

Shall

Test

ADS-FN-001

Functional

CMU ADS System

The CMU ADS must be capable of performing the entire DDT while
navigating a work zone without any driver supervision, as per SAE
Level 4 ADSfeature definition.

Shall

Test

ADS-FN-002

Functional

CMU ADS System

The CMU ADS shallbe capable of transmitting and receiving SAE
12735-defined basic safety message (BSM) over a DSRC and C-V2X
wirelesscommunications linkas defined inthe Institute of Electrical
and Electronics Engineers (IEEE) 1609 suite and IEEE 802.11
standards [2] to[6].

Shall

Test

ADS-FN-003

Functional

CMU ADS System

The CMU ADS shall provide a mechanism thatallows the safety
driver toinitiate and monitor the automatic operation and control
of the vehicle in motion.

Shall

Test

ADS-FN-004

Functional

CMU ADS System

The CMU ADS shall provide a mechanism thatallows the safety
driver to manage and terminate the automatic control and
operation ofthe vehicle.

Shall

Test

ADS-FN-005

Functional

CMU ADS System

The CMU ADS shalldetect, analyze, classify, and monitor objects
greater than {QxRxS} within {sensor range} proximity to the vehicle.

Shall

Test

ADS-FN-006

Functional

CMU ADS System

The CMU ADS shall provide audible and visual (optionally haptic)
warnings to the driver of potential dangers based on analysis of
sensor input during all modes of operation.

Shall

Test

ADS-FN-007

Functional

CMU ADS System

The CMU ADS shallmonitor its subsystems and inform the safety
driver of errors, power or communication failures with any ofits
subsystem elements.

Shall

Test

ADS-FN-008

Functional

CMU ADS System

The CMU ADS shallnotrespondto incoming TCP-IP requests.

Shall Not

Demonstration
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ADS-FN-009 Functional CMU ADS System Req Type May Test
ADS-FN-010 Functional CMU ADS System Transmittingover DSRC, the CMU ADS must be capable of receiving | Shall Test
a high-definition map file fromthe roadway environment in SAE
encodedformat.
ADS-FN-011 Functional CMU ADS System Transmittingover C-V2X,the CMUADS must be capable of Shall Test

receiving a high-definition map file from the roadway e nvironment
in SAE encoded format.

ADS-FN-012 Functional CMU ADS System Transmittingover a private 4G or5G roadside network, the CMU Shall Test
ADS must be capable of receiving a high-definition mapfile from
roadside equipment in variousformats, which could include XML,
JSON, GEOJSON, GML, KML, KMZ, SHP, SHX, DBF, GPX, etc.

ADS-FN-013 Functional CMU ADS System The CMU-RMS must document the method for the CMU ADSto Shall Inspection
ingest, process, read, and use HD mapfile(s).

ADS-FN-014 Functional CMU ADS System The CMU-RMSshall document the processingsteps required for the | Shall Test
CMU-AV to use the HD mapit receives. Processing is expected to
include:

* Verify the sender

* Verify the message orfile received (e.g., checksum, codesign,
etc.)

* Validate CADRE stack can successfully read the HD map
* Fuse/link HD map with/tointernal GPS/PPS

* Positionthevehicle in reference to the HD map (RWM:absolute,
perception:relative?)

* Verify the CMU-AV can use the mapto navigate alongpath

* Validate the CMU-AV knowswhenitis approaching (a)
geofenced workzone, (b) workzone objects

ADS-FN-015 Functional CMU ADS System CMU ADS must receive notificationit is approaching a workzone Shall Test
with sufficient time to perform drive maneuvers. For instance, there
isalane closure at peak hours, the CMU ADS must have sufficient
time to engage the blinker, brake, and merge intothe nextlane
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Requirement | Requirement Title Description Importance Verification
ID Type P P Method
safely amongother drivers. Specific scenarioswillbe documented
and measured bythe project.
MAPVAN-FN- Functional PSU MAPVAN A baseline HD map will need to be established for the project and Test
001 System definedin terms of scale,data accuracy, resolution, and density.
MAPVAN-FN- Functional PSU MAPVAN A baseline HD map shallbe used for the closed-track roadway Shall Test
002 System network.
MAPVAN-FN- Functional PSU MAPVAN A baseline HD map shallbe used for the open-road roadway Shall Test
003 System network.
MAPVAN-FN- | Functional PSU MAPVAN The PSU mappingvanshall collect and store LiDAR scandata, high- | Shall Test
004 System precision GPS data, readings fromits inertial navigation system,
RGB camera data froma work zone mapping task.
MAPVAN-FN- | Functional PSU MAPVAN The mappingfunction shall preserve time synchronization between | Shall Test
005 System all data collected during a mappingtask while splittingand fusing
separated camera data andthe hash recordslinked to images
collected during the maptask.
MAPVAN-FN- | Functional PSU MAPVAN MAPVAN data and encoded data resultingfrom the mapping task | Shall Demonstration
006 System shall be offloaded onto diskand physically transmitted to the PSU
researchmanagement center (i.e., a designated, authorized
laboratory for conducting project testing) for creatinga digital
representation of the constructionzoneina HD map.
MAPVAN-FN- Functional PSU MAPVAN MAPVAN camera datamay be used for redundancy verificationof | May Analysis
007 System data collected bythe ego vehicle.
MAPVAN-FN- | Functional PSU MAPVAN The mappingtask may explore methods foridentifying, processing | May Analysis
008 System and definingobstacles and centerline data during data capture.
SIMDRIVE-CN- | Constraints Drive Simulation CMU and PSU shalluse the CARLA Simulator software, which Shall Demonstration
001 System requires many kinds of software and binaries integrationsto run.As
an existing system, it is assumed the system hasalready been
integrated and fully functional prior to the start of this project.
SIMDRIVE-CN- | Constraints Drive Simulation The CADRE software shall be used by CMU for analysis and Shall Demonstration
002 System measuring performance of AV simulations. It is assumed this system
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ID Type Method
is existing, integrated, and fully functional prior to the start of this
project.
SIMDRIVE-CN- | Constraints Drive Simulation Simulation requiresreal-time data and shall receive HD map files Shall Test
003 System fromthe DMS, whichis not a real-time datasystem.
SIMDRIVE-FN- | Functional Drive Simulation A basic configuration for the CADRE stack shallbe established using | Shall Test
001 System the generated HD map provided bythe DMS.
SIMDRIVE-FN- | Functional Drive Simulation The system shall verifythe HD map can be loaded correctly. Shall Test
001.A System
SIMDRIVE-FN- | Functional Drive Simulation The system shall verify the ego vehicle can read the map correctly. | Shall Test
001.B System
SIMDRIVE-FN- | Functional Drive Simulation The system shall verify the ego vehicle can followthe rulesof the Shall Test
001.C System road (i.e., stop at stop lights, react to traffic, etc.).
SIMDRIVE-FN- | Functional Drive Simulation The system shall verify the ego vehicle can drive along the given Shall Test
002 System path navigating {X m/ft.}from the mapped constructionzone
boundary.
SIMTRAFFIC- Constraints Traffic Simulation PSU is currently undergoing a separate effort to evaluate and May Analysis
CN-001 System implement the SUMO traffic simulation software. It may be
advantageous to leverage this tool for the projectin order to
integrate with CARLA and simulate traffic flows.
SIMTRAFFIC- Functional Traffic Simulation PSU shall conduct traffic simulationto understandhow a Shall Test
FN-001 System constructionzone and the CMU ADS navigating that workzone
would affect traffic flow, both before and after.
SIMTRAFFIC- Non-Functional | Traffic Simulation The closed-track connection of roadsin the virtual environment Shall Demonstration
NF-001 System that make up the closed-track roadway networkshall include
{highway, arterial, etc.} at a {radial distance}from closed-track test
site.
SIMTRAFFIC- Non-Functional | Traffic Simulation The open-road connection of roads inthe virtual environment that | Shall Demonstration
NF-002 System make up the closed-trackroadway network shall include {highway,

arterial, etc.} at a {radial distance} from closed-track test site.
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SIMTRAFFIC- Non-Functional | Traffic Simulation Source destination densitiesshall be calibrated suchthat the Shall Demonstration
NF-003 System simulatoris able to match realworld traffic flows at particular

measurement locations, which should include intersections with
traffic light timing calibrationsto the real world as well.
PSURMC-SR- Security Research The PSU-RMCshall establish a secure tunnel viavirtual private Shall Demonstration
001 Management network to send data to the DMS.
Centers
CMURMC-SR- | Security Research The CMU-RMCshall establish a secure tunnel viavirtual private Shall Demonstration
001 Management network to send data to the DMS.
Centers
RSU-DR-001 Data Smart An RSU shallreceive basic safety messages (BSM) broadcast from Shall Test
Infrastructure: vehicles inits vicinity.
Roadside Units
RSU-DR-002 Data Smart An RSU shallbroadcast SAE J2735 compliant MAP messages. Shall Test
Infrastructure:
Roadside Units
RSU-FN-001 Functional Smart An RSU shallbe capable of providing channel assignments and Shall Test
Infrastructure: operating instructionsto OBUs inits communicationszone.
Roadside Units
RSU-FN-002 Functional Smart An RSU shallbroadcast SAE J2735 compliant messagesusingDSRC | Shall Test
Infrastructure: and C-V2Xcommunication standards.
Roadside Units
RSU-FN-003 Functional Smart The RSU shall off load messagesreceived to the HPC for Shall Test
Infrastructure: transmission to the DMS.
Roadside Units
RSU-FN-004 Functional Smart The RSU shall be capable of transmitting messagesover DSRCto the | Shall Test
Infrastructure: CMU ADS withinthe roadway environment in {SAE encoded}

Roadside Units

format.
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RSU-FN-005 Functional Smart The RSU shall be capable of transmitting messages over C-V2Xto Shall Test
Infrastructure: the CMU ADS withinthe roadway environment in {SAEencoded}
Roadside Units format.
RSU-FN-006 Functional Smart The RSU may be capable of transmitting messagesover a private 4G | May Test
Infrastructure: or 5G roadside network to the CMU ADSand capable of receiving a
Roadside Units high-definition map file from the HPC in the format determined
from the experimentation phase in building a baseline HD map.
Formats mayinclude XML, JSON, GEOJSON, GML, KML, KMZ, SHP,
SHX, DBF, GPX, etc..
HPC-DR-002 Data Smart The HPC shallbe capable of transmitting HD maps files from the Shall Test
Infrastructure: High | DMS to the CMU-ADS OBU.
Performing
Computer
HPC-NF-001 Non-Functional | Smart The HPC shallfunctionas a central connectivity huband shall Shall Test
Infrastructure: High | enabletransmissions to and from various sources (RSE, MS Azure
Performing Cloud, PennState, PennDOTTMC network) havingmultiple
Computer communication profiles, including LTEC-V2X, DSRC, GPS, 4/5G
cellular, Zigbee, Wi-Fi, and Ethernet.
Interface requirements HPC-IF-001.A through HPC-IF-001.G
provides the requirementdefinition for enablingthis connectivity.
HPC-IF-001.A Interface Smart The HPC shallbe equipped with a dedicated wired network Shall Test
Infrastructure: High | interface (Ethernet or Fiber Optics) joined to internal domain
Performing managing the RSE and capable of transmitting data to andfroma
Computer configurable Center source over the PennDOT fiber network.
HPC-IF-001.B Interface Smart The HPC should be equipped with a dedicated wireless network Should Test
Infrastructure: High | interface capable of facilitating dataexchanges to andfrom a
Performing configurable source,over PennDOT's internal Wi-Fi networkand
Computer the guest Wi-Fi networkas appropriate for testing an array of
communication scenarios.
HPC-IF-001.C Interface Smart The HPC should be capable of facilitating data exchangesto and Should Test

Infrastructure: High

from a configurable 4G or 5G, over-the-air network device to
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Performing facilitate data exchangesto and from the cloud-based, DMS system
Computer using cellular.

HPC-IF-001.D Interface Smart The HPC shallbe capable of facilitating dataexchanges to andfrom | Shall Test
Infrastructure: High | an LTE C-V2Xconfigured RSU.
Performing
Computer

HPC-IF-001.E Interface Smart The HPC shallbe capable of facilitating dataexchanges to andfrom | Shall Test
Infrastructure: High | a DSRC configured RSU.
Performing
Computer

HPC-IF-001.F Interface Smart The HPC should be capable of facilitating data exchangesto and Should Test
Infrastructure: High | froma configurable GPSdevice.
Performing
Computer

HPC-IF-001.G Interface Smart The HPC should be capable of facilitating data exchangesto and Should Test
Infrastructure: High | froma configurable Zigbee mesh network.
Performing
Computer

HPC-FN-003 Functional Smart The HPC shallcollect, aggregate, store and send SAEformatted Shall Test
Infrastructure: High | messages, as definedin the SAE V2X Communication Message Set
Performing Dictionary,from the RSU to the DMS.
Computer

HPC-DR-004 Data Smart The HPC shallaggregate precise location and time informationfrom | Shall Test
Infrastructure: High | GPS equippedV2Xworkzone objectsandtransmit securely SSL,
Performing TLS, or IPSecto the DMSfor archival.
Computer

HPC-SR-001 Security Smart All communications toand from the edge HPC must be authorized, | Shall Test
Infrastructure: High | authenticated, andthe payloadsecured.
Performing
Computer
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HPC-FN-001 Functional Smart The HPC shall provide administrative access to authenticated users | Shall Test
Infrastructure: High | from the local network and remotely through a virtual private
Performing network interface.
Computer
WZO-FN-001 Functional V2X WorkZone V2X workzone objects shallbe instrumented with global Shall Demonstration
Objects positioning system (GPS) communication devices.
WZO-FN-002 Functional V2X WorkZone V2X workzone objects shallbe capable of securely transmitting Shall Test
Objects dataovertheairvia4G,5G, or Wi-Firadio.
WZ0O-FN-003 Functional V2X WorkZone V2X workzone objects should be capable of being configured as Should Test
Objects end devices (no routing) within PennDOT’s ZigBeemesh network.
WZO-FN-004 Functional V2X WorkZone V2X workzone objects may use PennDOT's reference station to May Test
Objects receive position correction.
WZ0O-DR-001 Data V2X WorkZone V2X workzone objects shall provide precise positionand time Shall Test
Objects information from its GPS device.
DWV-FN-001 Functional Digital Worker Vests | Digital worker vests shall be instrumented with global positioning Shall Demonstration
system (GPS) communication devices.
DWV-FN-002 Functional Digital Worker Vests | Digital worker vests shallbe capable of securely transmitting data Shall Test
over theairvia 4G, 5G, or Wi-Fi radio
DWV-FN-003 Functional Digital Worker Vests | Digital worker vests shouldbe capable of beingconfigured as end Should Test
devices (no routing) within PennDOT’s ZigBee mesh network.
DWV-FN-004 Functional Digital Worker Vests | Digital worker vests mayuse PennDOT’sreference stationto May Test
receive position correction.
DWV-DR-001 Data Digital Worker Vests | Digital worker vests shall provide precise positionandtime Shall Test
information from its GPS device.
DMS-FN-001 Functional Data Management | Datareceived bythe DMS must be formatted and tagged with Shall Test

System

attributes that define the datasource, conditions under which it
was collected, what data transformations were applied (if any), and
appropriate metadata (i.e., timestamp, etc.) necessary tointerpret
and understandthe data in context.
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DMS-FN-002 Functional Data Management | For the Project Team,the DMSshall provide a web-based graphical | Shall Test
System user interface to access, view, andinteract with alldata stored in
the DMS (interact meaning, query, export, compute and visualize
data for analysis)forthe full duration of the project, including the
five (5)year period beyond project completion; per USDOT
contractual requirements for the ADS project.
DMS-FN-003 Functional Data Management | For the Project Team,the DMSshall provisiona secure mechanism | Shall Test
System for large datafiles to be transferred securely intothe DMSusing
Azure Storage Explorer and AZcopy.
DMS-FN-004 Functional Data Management | For the USDQOT, the DMS shall provide a secure APl for accessing Shall Test
System and exporting project data and computed data.
DMS-FN-005 Functional Data Management | For anonymous researchers and the general public, the DMS shall Shall Test
System provide a WebApp to accessdata that is predefined and flagged as
publiclyaccessible.
DMS-SR-001 Security Data Management | A membership-basedaccesscontrol list (ACL) willbe maintained by Test
System the DMS usingAzure AD to allowthe project team, USDOT, and
authorized project researchers toaccess data.
DMS-SR-002 Security Data Management | Azure cloudenvironment shallimplement and configure a firewall | Shall Test
System protective measure to ensure the DMSsystem is secured.
DMS-NF-001 Non-Functional [ Data Management | Accessviolationsshall be investigated and reportedto the project Shall Test
System within one (1) day of discovery.
DMS-NF-002 Non-Functional [ Data Management | The DMS shall minimize the cost of ownership where possible. For | Shall Test
System instance, researchers may extract data and conduct analysis onthe
client-side.
DMS-FN-006 Functional Data Management | The DMS shall maintain separate containers for each system (CMU | Shall Test
System ADS, MAPVAN, HPC) to store data.
DMS-FN-007 Functional Data Management | The DMS shall optimize storage for fast access for data thatis Shall Test
System accessedfrequently.
DMS-FN-008 Functional Data Management | The DMS shall optimize archive storage access for rawsensordata. | Shall Test

System
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DMS-FN-009 Functional Data Management | The DMS shall optimize archive storage costsfor data sets that have | Shall Test
System not been accessed within 180 daysor more.
UC01-CN-001 | Constraints UC01: Map Processing and transforming sensor data into exportable formats Analysis
Generation currently takes approximately 10 hours per hour of data collection.
As aresult, the HD map will be made available to consuming
systems (i.e,, the DMSand CMU ADS drive simulator) the day after
the mappingtookplace.
UC01-CN-002 | Constraints UC01: Map Due to highenergyneeds and power limitationsin an automobile, | Shall Demonstration
Generation the function of generating maps must be offloaded as a back-office
task atthe PSU-RMC.
UC01-CN-003 | Constraints UC01: Map The MAPVAN uses a combination of global navigation satellite May Analysis
Generation system (GNSS)andinertial navigation system (INS) to compliment
GNSS in heavily dense areasto enhance accuracy of an autonomous
driving when GNSS is unreliable. Satellite bias, atmospheric effects,
and clockdesynchronization and other factors can produce errors.
The PennDOT continuous operatingreference station (CORS) offers
position correction and may also be used. Map generation willneed
to establish a base map which willrequire experimentation.
UC01-PF-001 Performance UC01: Map Through experimentation, the project may consider identifying May Analysis
Generation areas where processes can be revised and/or improved toreduce
the time it takesto generate a HDmap.
UC01-FN-001 Functional UC01: Map A geofence work zone shall be established from a base set of Shall Inspection
Generation criteria, which must be documented.
UCO01-FN-002 Functional UCO01: Map Geofencedzone boundariesshall use edge objects/artifactswitha | Shall Demonstration
Generation configurable buffer cushion fromdetected objects.
UCO1-FN-003 Functional UC01: Map The zone mapped must be accurate to5 cm, accounting for Shall Inspection
Generation inaccuracies, standard and anomalous deviations in processing
(time, space).
UCO1-FN-004 | Functional UC01: Map The processed HD map file must be generatedand made available | Shall Inspection
Generation in the format(s) determined duringexperimentation (see 6.1).
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UC01-PF-002 Performance UC01: Map HD map file(s) must be sent to the DMS over an established virtual | Shall Inspection
Generation private networkwithin 24 hours of the work zone being mapped.
UC01-CN-004 | Constraints UC01: Map Storage | Processing andtransforming sensor data into exportable formats Should Demonstration
should be completed withina 24-hour turnaround period.
Generally, for every hour of MAPVAN data collection, it takesan
approximate hour of datatransfer and 10 hours of processing by
the PSU-RMC.
UCO01-CN-005 | Constraints UCO1: Map Storage | Due to power limitations, the function of generatingmapsmustbe | Shall Demonstration
offloaded as a back-office taskto the PSU-RMC. However, the
projectis exploring potential waysto improve the approach tomap
generation.
UC01-NF-001 Non-Functional | UC01: Map Storage | One rawdata set must be made availableinthe DMS for USDOT. Shall Inspection
Raw data from all other map runs must be retainedand made
available upon request.
UCO1-FN-005 Functional UCO1: Map Storage | The DMS shall maintaina copyof allrawdata as ingested. Shall Inspection
UC02-FN-001 Functional UC02:Road The HD map shall be linked to the physical road network Shall Test
NetworkLinking architecture.
UCO02-FN-002 Functional UC02:Road Traffic data shallbe calibrated to the network map, ensuring Shall Test
NetworkLinking simulated traffic matches realistic traffic volumes and turning
counts.
UC02-CN-001 | Constraints UCO02: Traffic The PSU-RMChastraffic simulations for both highwayand urban Test
Simulator levelsat community scale froma separate initiative which canbe
leveraged for this project.
UC02-FN-003 Functional UCO02: Traffic A roadway networkshall be selected and flowratesof vehiclesin- | Shall Test
Simulator out of the CARLA simulation boundaries shall be defined.
UC02-FN-004 Functional UC02: Traffic A co-simulation task shall create a processfortime synchronization | Shall Demonstration
Simulator and data synchronizationin order to generate smooth transitions in

simulations.
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UC02-IM-001 Information/Do | UC02: Traffic The output from simulation runs shallbe archivedin the DMS. Shall Inspection
cument Mgt Simulator
UC02-CN-002 | Constraints UC02:Simulator Processing and transforming sensor data into exportable formats Should Test
ADS WorkZone should be completed withina 24-hour turnaround period.
Navigation Generally, for every hour of MAPVAN data collection, it takesan
approximate hour of datatransfer and 10 hours of processing by
the PSU-RMC.
UC02-CN-003 | Constraints UCO02: Simulator Due to power limitationsin the van, the function of generating Shall Test
ADS WorkZone maps must be offloaded as a back-office task.
Navigation
UC02-CN-004 | Constraints UC02:Simulator The MAPVAN uses a combination of global navigation satellite May Test
ADS WorkZone system (GNSS)andinertial navigation system (INS) to compliment
Navigation GNSS in heavily dense areasto enhance accuracy of an autonomous
driving when GNSS is unreliable. Satellite bias, atmospheric effects,
and clockdesynchronization and other factors can produce errors.
The PennDOT continuous operatingreference station (CORS) offers
position correction and may be used duringsimulation. Map
generationwill needto establish a base map which mayrequire
experimentation.
UC03-SFTY-001 | Safety UC03:Work Zone The project team shall attempt to identify, correct or address Shall Test
Navigation potential failures ofin the “work zone navigation” pipeline before
and duringtesting.
UCO3-SFTY- Safety UC03:Work Zone Identify potential failure modesfor CMUADS communications, Test
001.A Navigation sensing, perception, navigation and control, and HMI.
UCO3-SFTY- Safety UC03:Work Zone Identify potential causesand effects of those failure modes. Test
001.B Navigation
UCO3-SFTY- Safety UC03:Work Zone Prioritize failure modesbased onrisk. Test
001.C Navigation
UCO3-SFTY- Safety UC03:Work Zone Identifyand demonstrate anappropriate corrective actionora Test
001.D Navigation mitigation strategy for each failure mode.
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UC03-NF-001 Non-Functional [ UC03:Work Zone A work zone shall be tested using a baseline configurationwithout | Shall Test
Navigation communications, whichincludes the CMU ADS demonstrating
detecting anintersection, traffic conditions, assessing right-of-way,
and completingmovementthrough an intersection without project
enhancements (static work zone devices without coatings, HD
maps, etc.).
UCO03-NF-002 Non-Functional | UC03: Work Zone A work zone shall be tested measuringregulatory and warning signs | Shall Test
Navigation and pavement markings.
UC03-NF-003 Non-Functional | UC03: Work Zone A work zone shall be tested givenan HD map fromthe DMSto the | Shall Test
Navigation CMU ADS
UC03-NF-004 Non-Functional [ UC03:Work Zone A work zone shall be tested using connected V2X work zone Shall Test
Navigation objects. This may be using GPS devices connected to ZigBee mesh
network or other formof connectivity.
UCO03-NF-005 Non-Functional | UC03: Work Zone A work zone shall be tested using temporary signal navigation. Shall Test
Navigation
UC03-NF-006 Non-Functional [ UC03:Work Zone A work zone shall be tested measuring object detection while Shall Test
Navigation operatinginnormal mode.
UCO03-NF-007 Non-Functional | UC03: Work Zone A work zone shall be tested with induced failure modes. Shall Test
Navigation
UCO03-NF-007A | Non-Functional | UC03:Work Zone A work zone shall be tested under degraded conditions with Shall Test
Navigation predefined course of action of uncertainty.
UC03-NF-007.B | Non-Functional [ UC03:Work Zone A work zone shall be tested with equipment failure. Shall Test
Navigation
UC03-NF-007.C | Non-Functional [ UC03:Work Zone A work zone may be tested with object misdetection. May Test
Navigation
UC03-NF-008 Non-Functional | UC03: Work Zone The project may review and update the scenarios considered for May Test
Navigation testing based on modeling and simulation testresults.
UC03-SR-001 Security UC03:Work Zone The DMS shall provisionan SSLTransport Layer Security (TLS) 1.2 Shall Test

Navigation

over HTTPSfor the HPCwithin the roadway network to exchange
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datafiles and messagessecurely to and from the roadside and
DMS.

UCO03-DATA- Constraints UCO03:Work Zone The DMS should collect, store, and processCMUADS BSM Should Test

001 Navigation messages fromthe HPC onthe roadway network.

UC03-DATA- Constraints UC03:Work Zone The DMS should collect, store, and processincomingaggregated Should Test

002 Navigation data fromthe HPC onthe roadway network.

UC03-DATA- Constraints UC03:Work Zone The DMS should collect, store, and processlogdata from the HPC Should Test

003 Navigation on the roadway network.

UCO03-DATA- Constraints UC03:Work Zone The DMS should receive incoming datarequests from the HPC on Should Test

004 Navigation the roadway network.

UCO03-DATA- Constraints UC03:Work Zone The DMS shall send map data to the CMU-RMC. Shall Test

005 Navigation

UCO03-DATA- Constraints UC03:Work Zone The DMS shall send map data to the HPCon the roadway network. | Shall Test

006 Navigation

UC04-DR-001 | Data UC04:DMSData The DMS shall receive incoming data requestsfrom the CMU-RMC. | Shall Test
Retrieval

UC04-DR-002 | Data UC04:DMSData The DMS shall receive incoming data requestsfrom the HPC. Shall Test
Retrieval

UC04-DR-002 | Data UC04:DMSData The DMS shall send map data to the CMU-RMC. Shall Test
Retrieval

UC04-DR-003 | Data UC04:DMSData To evaluate the success of the project and develop reports. Shall Test
Retrieval

UC04-DR-004 | Data UC04:DMSData The DMS shall collect, store, and process camera image data from | Shall Test
Retrieval the MAPVAN.

UC04-DR-005 Data UCO04:DMSData The DMS shall collect, store, and process LiDAR data fromthe Shall Test
Retrieval MAPVAN.

UC04-DR-006 Data UCO04:DMSData The DMS shall collect, store, and process radar datafrom the Shall Test

Retrieval

MAPVAN.
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UC04-DR-007 Data UCO04:DMSData The DMS shall collect, store, and process GPS/INS data from the Shall Test
Retrieval MAPVAN.

UC04-DR-008 | Data UC04:DMSData The DMS shall collect, store, and process camera image data from | Shall Test
Retrieval the CMU ADS.

UC04-DR-010 Data UC04:DMSData The DMS shall collect, store, and process GPS/PPSdatafrom the Shall Test
Retrieval CMU ADS.

UC04-DR-011 Data UCO04:DMSData The DMS shall collect, store, and process simulated datafrom the Shall Test
Retrieval traffic simulation process.

UC04-DR-012 Data UC04:DMSData The DMS shall collect, store, and process simulated datafrom the Shall Test
Retrieval drive simulation process.

UC04-DR-013 | Data UC04:DMSData The DMS shall collect, store, and process processed map files from | Shall Test
Retrieval the PSU-RMC.

UC04-FN-001 Functional UC04:DMSData API will be provided for the USDOT and other researchers to extract Test
Retrieval researchdata.

UC04-FN-002 Functional UC04:DMSData A web-based user interface (web Ul) shall be made available for Shall Test
Retrieval dataaccess.

UC04-FN-003 | Functional UC04:DMSData The ADS project team shall be granted access to the web-based Shall Test
Retrieval ul.

UC04-FN-004 Functional UC04:DMSData A set of common queriesshall be agreed upon bythe team and Shall Test
Retrieval made available to the project team via the web Ul.

UC04-FN-005 Functional UC04:DMSData The project team shall review and approve the data {schema, Shall Test
Retrieval architecture} prior to DMS go-live.

UC04-FN-006 Functional UC04:DMSData Data for researchers shallbe made available to the USDOTwithin Shall Inspection
Retrieval ten (10)days of source generation.

UC04-FN-007 Functional UC04:DMSData DMS orchestrationservicesshall pushapproved datato a Shall Test

Retrieval

designated WebApp ina segmented portion of the DMSfor sharing
with the general public.
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UC04-FN-008 Functional UC04:DMSData The DMS shall provision and enable a secure connectionviaAPIfor | Shall Test

Retrieval the USDOTto connect and extract processed data.
UC04-FN-009 Functional UC04:DMSData The DMS shall receive requests for rawsensor data, curated Shall Test

Retrieval without Plland PHI, and provide that data set withinthree (3)

businessdays.

UC04-PF-001 Performance UC04:DMSData Data queriesshall be efficient and data results shall be optimized. Shall Test

Retrieval
UC04-SR-001 Security UC04:DMSData The DMS shall provisionan HTTPS/TLS 1.2 encrypted tunnel forthe | Shall Test

Retrieval PSU-RMCto send datasecurelyto the DMS.
UC04-SR-002 Security UC04:DMSData The DMS shall provisionan HTTPS/TLS 1.2 encrypted tunnel forthe | Shall Test

Retrieval CMU-RMC tosenddata securelyto the DMS.
UC04-FN-010 Functional UC04:DMSData A web-based userinterface (web Ul)shall be made available forthe | Shall Test

Retrieval anonymousaccess to project approved data sets.
TESTMS-NF- Non-Functional | TestPhase O1: The Penn State test trackshall be used to establishthe groundtruth | Shall Test
001 Modeling& characteristicsfor calibrating simulationsfor closed-track testing.

Simulation
TESTMS-SFTY- | Safety TestPhase01: ISO/PAS 21448 Safety of The Intended Function (SOTIF) must be Shall Test
001 Modeling& demonstrated.

Simulation
TESTMS-SFTY- | Safety TestPhase01: For all simulated test runs, SIMoutcomes must demonstrate the Shall Demonstration
001 Modeling& ego vehicle’s behavior and capability to make safe driving decisions

Simulation onthe road.
TESTMS-SFTY- | Safety TestPhase01: The CMU ADS behavioral safety features must be modeled. Shall Demonstration
002 Modeling&

Simulation
TESTMS-SFTY- | Safety TestPhase01: Modelsmust provide, and simulation must demonstrate, an Shall Demonstration
003 Modeling& assessment of failure modes and failure mitigation strategies.

Simulation

pennsylvania

DEPARTMENT OF TRANSPORTATION

ADS Demonstration | 79



Appendix C. Requirements Matrix

Requirement

Requirement

Verification

D Type Title Description Importance Method
TESTMS-SFTY- | Safety TestPhase01: The CMU ADS must demonstrate redundancy capacity to operate Shall Demonstration
004 Modeling& safely when there is a system faultor failure.

Simulation
TESTMS-NF- Non-Functional | TestPhase01: For each simulated test runthat is documented, the ADS features, | Shall Demonstration
001 Modeling& ODD, OEDR, failure mode behaviors,and ego vehicle maneuvers
Simulation must show how the simulated environment is setup and the results
of the test run executed.
TESTMS-NF- Non-Functional | TestPhase01: Results of simulation shall be comprehensively analyzed, evaluated | Shall Demonstration
002 Modeling& and approved by the project team authorities (PM, Leads, Chief SE)
Simulation in afinal review workshop. The workshopis a collaborative meeting
aimed to satisfy decision gate requirementsthrough
demonstration.
TESTMS-IM- Information/Do | TestPhaseO1: A model for testing mustinclude all attributesthat define the Shall Demonstration
001 cument Mgt Modeling& operational design domain (ODD) within the scope of the factors
Simulation being tested.
TESTMS-IM- Information/Do | TestPhase01: The ODD shallinclude all attributes that define physical Shall Demonstration
001.A cument Mgt Modeling& infrastructure.
Simulation
TESTMS-IM- Information/Do | TestPhaseO1: Physical infrastructure shallinclude roadway geometry. Shall Demonstration
001.A1 cument Mgt Modeling&
Simulation
TESTMS-IM- Information/Do | TestPhaseO1: The ODD shallinclude all attributes that define operational Shall Demonstration
001.B cument Mgt Modeling& constraints.
Simulation
TESTMS-IM- Information/Do | TestPhase01: The ODD shallinclude allattributes that define objects. Shall Demonstration
001.C cument Mgt Modeling&
Simulation
TESTMS-IM- Information/Do | TestPhase01: Obijects shallinclude classification of work zone safety devices. Shall Demonstration
001.C1 cument Mgt Modeling &
Simulation
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TESTMS-IM- Information/Do | TestPhase01: Obijects shallinclude classification of construction workers. Shall Demonstration
001.c2 cument Mgt Modeling&

Simulation
TESTMS-IM- Information/Do | TestPhase01: Obijects shallinclude coating property. Shall Demonstration
001.C3 cument Mgt Modeling &

Simulation
TESTMS-IM- Information/Do | TestPhase01: The ODD shallinclude all attributes that define connectivity. Shall Demonstration
001.D cument Mgt Modeling&

Simulation
TESTMS-IM- Information/Do | TestPhase01: Connectivityshall include radioand associated properties. Shall Demonstration
001.D.1 cument Mgt Modeling &

Simulation
TESTMS-IM- Information/Do | TestPhaseO1: The ODD shallinclude all attributes that define environmental Shall Demonstration
001.E cument Mgt Modeling & conditions.

Simulation
TESTMS-IM- Information/Do | TestPhaseO1: The ODD shallinclude all attributes that define zones. Shall Demonstration
001.F cument Mgt Modeling &

Simulation
TESTMS-IM- Information/Do | TestPhase01: Zones shallinclude a work zone ge ofence and associated Shall Demonstration
001.F.1 cument Mgt Modeling & properties.

Simulation
TESTMS-IM- Information/Do | TestPhase01: A model {for testing} must be simulated and include the objectand | Shall Demonstration
002 cument Mgt Modeling& event detection and response (OEDR) capabilities of the CMU ADS.

Simulation
TESTMS-IM- Information/Do | TestPhase01: For each test run, the simulator mustlog data fromthe dynamic Shall Demonstration
003 cument Mgt Modeling & driving task of the CMU ADSto the DMS (i.e., monitoring the drive

Simulation environment for road, traffic, and visibility). Thisincludes detection,

recognition, classification of objects, classification of events, and the
behavioralresponse of the vehicle.
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TESTMS-IM- Information/Do | TestPhase01: Output from simulated test runs must include the featuresand Shall Demonstration
004 cument Mgt Modeling& values ofthe ODD.
Simulation
TESTMS-IM- Information/Do | TestPhase01: All scenariosconsidered for closed-track testing must be qualified Shall Demonstration
005 cument Mgt Modeling & with a “scenariotest artifact” certified by the project team, which
Simulation describes the ADS feature, the ODD, expected OEDRs, expected
failure mode behaviors (ifany) ofthe environment setupandthe
expected executionresults.
TESTCT-RG-001 | Policyand TestPhase 02: Approval shallbe obtained from PennDOTand proper staffing Shall Inspection
Regulation ClosedTrack arrangements made prior to beginning closed-track testing as per
work zone testing application form requirementsand AV testing
regulationsin the state of Pennsylvania (ref. SRDsection 2.2 RG-
014)
TESTCT-NF-001 | Non-Functional | TestPhase 02: The Penn State test trackshall be used to establishthe groundtruth | Shall Demonstration
ClosedTrack characteristics of the roadway and quantitative hazard models that
can be calibrated and measured duringtesting.
TESTCT-NF-002 | Non-Functional | TestPhase 02: All scenariosbeing tested at the Penn State test track shall have Shall Demonstration
ClosedTrack been previously simulatedin a traffic simulator, drive simulator, and
vehicle actuation simulator (i.e., CADRE) and approved/cleared by
the project team for closed-track testing.
TESTCT-IM-001 | Information/Do | TestPhase 02: All scenariosapproved/cleared for closed-track testingmust be Shall Inspection
cument Mgt ClosedTrack qualified bya unique “scenariotest artifact” certified by the project
team for testing, which describesthe ADS feature, the ODD,
expected OEDRs, expected failure mode behaviors(if any) of the
environment setup and the expected execution results.
TESTCT-IM-002 | Information/Do | TestPhase02: For each test run, the test team shall measure and qualify Shall Inspection
cument Mgt ClosedTrack performance results ofthe test run against the “scenario test
artifact”, which must be on-hand during testing.
TESTCT-IM-003 | Information/Do | TestPhase02: Allvariancesin the expected results, outlined inthe scenario test Shall Inspection
cument Mgt ClosedTrack artifact, must be logged bythe tester.
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TESTCT-IM-004 | Information/Do | TestPhase 02: CMU ADS event recorded datafor each test runshallbe reviewed Shall Analysis
cument Mgt ClosedTrack and usedto informon the pass/fail/repeat success criteria for the
scenario.
TESTCT-IM-005 | Information/Do | TestPhase 02: Closed-tracktest runsshall be recorded usingcameravideoand Shall Inspection
cument Mgt ClosedTrack sentto the DMS.
TESTCT-PF-001 | Performance TestPhase 02: Results from a closed-track test run must include performance data | Shall Inspection
ClosedTrack from the CMU ADS CADRE stack on the CMU ADS’s OEDRand
failure mode behaviors (FS, FO).
TESTCT-PF-002 | Performance TestPhase02: Results from a closed-track test runmust include the CMU ADS Shall Inspection
ClosedTrack features, the ODD measured (i.e., communication types, HD map
domain, workzone objects and coatings).
TESTCT-PF-003 | Performance TestPhase 02: Unexpected FSbehaviorsshall be logged, evaluated and used to Shall Analysis
ClosedTrack inform on changesto the use-case pipeline (architecture, function,
process, etc.) inorder to achieve the expected outcome as
determined by vehicle simulator.
TESTCT-PF-004 | Performance TestPhase 02: Unexpected FO behaviors shallbe logged and evaluated. The Shall Analysis
ClosedTrack projectteamshall determine if the FO behavior is either acceptable
or needscorrecting andis correctable. For further informationon
handingFO behaviors, the project test plan shallbe referenced.
TESTOR-RG- Policyand TestPhase 03: Approval shallbe obtained and proper arrangements made from Shall Inspection
001 Regulation Open Road PennDOT prior to beginningopen-road testing as per work zone
testing applicationform and AV testing regulations (ref. SRD section
2.2 RG-014)
TESTOR-NF-001 | Non-Functional | Test Phase 03: Priorto go-live, the roadway where open-road testingwill be Shall Inspection
Open Road conducted shall be used to establish the ground truth
characteristics of the roadway and quantitative hazard models that
can be calibrated and measured duringtesting.
TESTOR-NF-002 | Non-Functional | Test Phase 03: All scenariosbeing tested onthe open-road shallhave been Shall Demonstration
Open Road previously simulatedin a traffic simulator, drive simulator, and

vehicle actuation simulator (i.e., CADRE) and approved/cleared by
the project team for closed-track testing.
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TESTOR-NF-003 | Non-Functional | TestPhase 03: All scenariosbeing tested onthe open-road shallhave been Shall Demonstration
Open Road previously tested at the Penn State closed-trackand
approved/cleared bythe project team for open-road testing.
TESTOR-IM-001 | Information/Do | TestPhase03: All scenariosapproved/cleared for open-road testingmust be Shall Inspection
cument Mgt Open Road qualified bya unique “scenariotest artifact” certified by the project
team for testing onthe open-road, which describes the ADS
feature,the ODD, expected OEDRs, expected failure mode
behaviors (if any) of the environment setup, results from closed-
track tests and the expected execution for open-road.
TESTOR-IM-002 | Information/Do | TestPhase 03: For each test run, the test team shall measure and qualify Shall Inspection
cument Mgt Open Road performance results of the test run against the “scenariotest
artifact”, whichmust be on-hand during testing.
TESTOR-IM-003 | Information/Do | TestPhase 03: Allvariancesin the expectedresults, outlined inthe scenario test Shall Inspection
cument Mgt Open Road artifact, must be logged bythe tester.
TESTOR-IM-004 | Information/Do | TestPhase 03: CMU ADS event recorded datafor each testrunshallbereviewed | Shall Analysis
cument Mgt Open Road and usedto informon the pass/fail/repeat success criteria for the
scenario.
TESTOR-IM-005 | Information/Do | TestPhase 03: Open-road test runs shallbe recorded using camera videoandsent | Shall Inspection
cument Mgt Open Road to the DMS.
TESTOR-PF-001 | Performance TestPhase 03: Results from an open-road test run must include performance data | Shall Inspection
Open Road fromthe CMU ADS CADRE stackon the CMU ADS's OEDRand
failure mode behaviors (FS, FO).
TESTOR-PF-002 | Performance TestPhase 03: Results from an open-road test run must include the CMU ADS Shall Inspection
Open Road features, the ODD measured (i.e., communication types, HD map
domain, workzone objects and coatings).
TESTOR-PF-003 | Performance TestPhase 03: Unexpected FSbehaviorsshall be logged, evaluated and used to Shall Analysis
Open Road inform on changesto the use-case pipeline (architecture, function,

process, etc.) inorder to achieve the expected outcome as
determined by vehicle simulator and closed-track testing.
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TESTOR-PF-004 | Performance TestPhase 03: Unexpected FO behaviors shallbe logged and evaluated. The Shall Analysis
Open Road projectteamshall determine if the FO behavior is either acceptable
or needscorrecting andis correctable. For further information on
handingFO behaviors, the project test plan shallbe referenced.
EXPRM-IM-001 | Information/Do | Planned A summary of the baseline HD map generation, commensurate Shall Analysis
cument Mgt Experimentation with the level of effort required for experimentation, shall be
documented. The summary may include challenge(s), hypothesis,
methods, HD map features, final outcome, etc.
EXPRM-IM-002 | Information/Do | Planned A summary of the methodsfor detectionand classification of PPG Shall Analysis
cument Mgt Experimentation coatings, commensurate with the level of effort required for
experimentation, shallbe documented. The summary mayinclude
challenge(s), hypothesis, methods, coating features, final outcome,
etc.
EXPRM-IM-003 | Information/Do | Planned A summary of the methodsfor detection and classification of Shall Analysis
cument Mgt Experimentation objects and events related to the work zone and/or navigation,
commensurate with the level of effortrequired for
experimentation, shallbe documented. The summary mayinclude
challenge(s), hypothesis, methods, object features, event details,
outcomes, etc.
EXPRM-IM-004 | Information/Do | Planned A summary of the methodsfor embedding centerline dataand Shall Analysis
cument Mgt Experimentation obstacle definitionsas data flows-in directly, commensurate with
the level of effort required for experimentation, shall be
documented. The summary may include targeted process flows,
challenge(s), hypothesis, methods, features, final outcome, etc.
EXPRM-IM-005 | Information/Do | Planned A summary of the methodsemployed toimprove mapgeneration | Shall Analysis
cument Mgt Experimentation process, commensurate withthe level of effort required for
experimentation, shallbe documented. The summary mayinclude
challenge(s), hypothesis, methods, design, algorithms, final
outcome, etc.
EXPRM-IM-006 | Information/Do | Planned A summary of the methodsfor conforming to SAE J2735 encodings, | Shall Analysis
cument Mgt Experimentation HD map file formatsand transmittal mediums, commensurate with

the level of effort required for experimentation, shall be
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documented. The summary may include challenge(s), hypothesis,
methods, encodings, formats, protocol stack details, final outcome,
etc.
EXPRM-IM-007 | Information/Do | Planned A summary of the methodsandresults of preservingdata privacy, | Shall Analysis
cument Mgt Experimentation commensurate withthe level of effortrequired for

experimentation, shallbe documented. The summary mayinclude
challenge(s), tools used, integration details, final methods and
outcome, etc.

Source: PennDOT
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